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Background and Introduction

The EU-China Information Society Project was

set up between the EUv and the Chinese Government
in mid-2005 to support iﬁformatization[ 1Jin China.
Oné of the Project’s aims is to support the
~ development of a regulatory framework for
. Information Society that provides for reliable
investment, economic and social improvement and
the maximization of benefits to Chinese citizens
through the new opportunities that Information
Society brings about.

The Project is designed to improve the process

(1) Informatization in China’s context is defined as the
transformation of an economy and society driven by ICT, involving
the process of ‘investments in economic and secial infrastructure to
facilitate the use of ICT by government, industry, civil society and
the general public. The long-term goal of informatisation is to build
an information society (source: Jim Adams, VP World Bank East
Asia and Pacific Region).

"Background and Introduction

of knowledge exchange between European and Chinese experts and
decision-makers in Information Society regulation. The Project supports
Chinese government agencies working on their specific pieces of policy and
legislation. While this aspect is driven by the needs and requirements of
respective Chinese government agencies, the Project aims at the same time
to improve European knowledge about Chinese approaches to Information
Society regulation and to commonly approach new challenges that are
brought about through social and technological change.

A sound telecommunications policy is the backbone to -the
establishment of an Information Society. In this case, the Project was
charged: with providing specific input into the formulation of the Chinese
Telecommunications Law which has been on the drawing board for over 10
years.

o This research was carried out between October 2006 and spring 2007
with the following. aims: .

# To support the Chinese Ministry of Information Industry (MII) in
the drafting of a Chinese telecommunications law.

% To support MII in preparing for the implementation period of such
adaw. -

# To provide EU experience relevant to establishing a competitive
regulatory environment. 7

* To prepare future government staff involved in regulatory activities
in acquiring the relevant skills- by offering them appropriate - training

sessions.
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About the E-Contract Law in China

The current Contract Law of China is one of the first contract acts in
the world recognizing electronic contracts. Those provisions provide the
legal basis for recognition and validation of electronic contracts. The PRC
Co;ltract Law, however, only says that the electronic message itself is
equal to writing. This is “simple equivalent”, as opposed to the
“functional equivalent approach ”. Legal uncertainty regarding the
enforceability of electronic contracts has not been resolved. The Contract
Act, by not providing detailed functional equivalent rules, is-unable to
clear the obstacle to electronic commerce. Therefore, the Chinese Ministry
of Commerce (MOFCOM) is currently considering necessary modifications
in the regulatory environment, in the form of a modification-of the existing

legal provisions or by drafting an independent “Electronic Contract Law” .
Aim of the Research

The EU-China Information Society Project supports MOFCOM in the
modernisation of -its. regulatory -environment. for -electronic commerce and
electronic coniracts in particular by providing access to EU best practice
examples and. experts familiar .with the EU history of dréfting:.an E-
Commerce legal framework and-applying it in the member states. This
means specifically to

# Provide -an overview over the EU implementation stage of

electronic contracts ( EU level and member states ) and its regulatory
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efivironment ,

% Collect examples for practical use in e-government, e-commerce,
ste. and show how electronic contracts can be integrated in the regular
workflows of a modern institution,

% Show how relevant stakeholders/users find electronic contracts,

i% Jdentify weaknesses of existing frameworks and provide suggestions

_ on how to improve on this,

*  Suggest relevant components for Chinese e-contract law based
upon the 'EU experience,
* Present a draft for an E-Contract Law for China and the necessary

by-laws and regulations.
__»Content of the Research

The research was structured in a way that ensures the findings from

the EU.do contribute relevant know-how to the Chinese analysis .and

_ decision-making process. To this end, the following elements and key

questions were defined at the outset of the analysis process:

% Definition: what are electronic contracts? What are the key

defining elements?

% Where do electronic contracts already exist? What is the current

. EU regulatory framework? How does it link to the wider issue of e-

_commerce and the broader e-commerce regulation?

# Lessons learnt from law-making process: have there been
particular debates / difficulties around the legislation in EU or member

states? How did they get resolved?
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* Description: Where are e-contracts actually in use? In which
areas are they being used? What are successful models for practical use?

* What is the stakeholder opinion: are they pleased with the
solutions as they are now? Are further revisions of the EU situation
necessary / foreseen?

* Syntheses “Relevance for China”. How can an “ E-Contract
Law” fit together with existing laws and regulations? -

In 2006, through research conducted in Muenster and Shanghai, the
necessary information was collected by the respective institutes, leading to
two sets of materials, describing the respective regulatory environment in
the EU and China. Workshops conducted in China on September 25,
2006 and May 30, 2007 completed the analysis. After a junior researcher
spent a one-month research internship at Muenster university (with visits
at the Commission headquarters in Brussels, among others ), these
materials were combined into a synthesis and led to this report. The key

findings were presented at a workshop in Shanghai on -November 20,

2007.
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1. Introduction

1.1 Objective

The fundamental objective of the research is to
create practical and feasible market environments in
the sectors of e-government and e-commerce, and to
ensure online and offline transactions to fit together
seamlessly and allow for fostering of e-commerce.

The main coﬁtent of this report is as follows;

Firstly, practical benefits of electronic
contracts; Secondly, . legislation and application

experience from EU in e-contract regulation ; -Thirdly,

- thoughts for China’s Contract Law from the UN

Convention on the use of Electronic Communications

in International Contracts ( “ECC” )(11.

(1) For more details, see Chapter 3.3 of this report.
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The research of this Project may include whole commerce law; this

report, however, covers merely the legal issues relate to e-contract.
1.2 Research method

This Project aims to find out a resolution to legal issues of e-contract
application in China. The basic research method of the Project is to study
what kind of legal issues have been solved by the current laws in China,
and what other legal issues remain unsolved, and how these unsolved
issues have been coped with by other countries (e. g. legislation model
and relevant specific rules) , and what regulatory resolutions should China
make to remove the legal obstacles to e-contract.

This research is done on the basis of comparison of the relevant
legislations in respecf of e-contract in EU couniries as well as international
society, which includes: (1) what kind of issues have been regulated by
international instruments or foreign laws, whether China faces or will face the
same issues and explore the necessity to regulate them in consideration of
China’s economic and legal environment; (2) which rules in this area in
China are not consistent with International Instruments or those in other
countries’ legislations, what China: should learn to update the current laws or
whether specific rules of application are needed:to promote the enforceability
of laws based on the analysis on them; (3) what legal ‘obstacles still exist in
the process of e-contract formation and -application in China; (4) whether
those issues can be overcome by a new legislation or interpretation of current
laws. I a new legislation is needed, how to make it; if the interpretation is

necessary,, how to interpret the current laws to regulate e-transaction.

2. Legal Obstacles for Application

of E-contract

2.1 Current situations

2.1.1 E-contract is the core of e-commerce
E-commerce is generally understood as a
business using electronic communications.(1]

Transactiohv, which is geherally conducted thfough a

{1] As specified by the note to Article 1 of the Model Law,
the term “commercial” should be given a wide interpretation so as to
cover matters arising from all relationships of a commercial nature,
whether contractual or not. Relationships of a commercial nature
include, but are not litnited to, the following transactions: any trade
transaction for the supply or exchange of goods or services; distribution.
agreement ; commercial representation or agency; factoring; leasing;
construction of works; consulting; enginiéering; licensing;; in_véstment;
financing; banking;insurance; exploitation agreement or, concession;
joint venture and other forms of industrial or business cooperation;;
carriage of goods or .passenger’sr by air, sea, rail or road.  Such
definition is generally accepted by the intemnational society.”
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contract, is the core of business in any circumstance. In this sense, we
believe that e-contract is the core of e-commerce.

“ E-communication ” is broadly defined as any distance
communications by electronic means, which includes not only traditional
electronic communications ( such as telegraph and faxes ), but also
communications by means of computer network, particularly Internet.
Transactions conducted through Internet are also called online
transactions.

Generally, online transaction has three basic features: (1)undertaking
trade or service activities; (2 ) based on e-contracts; and (3 ) through
computer network or Internet. '

Accordingly, to regulate e~transaction especially online transaction,
is the core of e-commerce law. The main task of the regulations of e-
commerce is to solve relevant legal issues of e-contract.

The objective of regulation on e-contract is to make e-contract have
the same effectiveness as paper-based contract so és to be recognized and
enfb;ced by the court. .

2.1.2 Current situation

The 1997 Contract Law of People’s Republic of China (the “PRC

Contract Law” ) is the first legal instrument around the world to recognize
the legal Aefféctiveness' of ’e-confclr_act. However, the application of e-
contract in China is not as popular as expected.

Under the strategic guide]jne’ of promoting industrialization by
infonnaf:ization, China has made great acliievements in both establishment
and application of infrasfructlire of e—corvm»nerc'é.’

China and:-those developed countries may be at the same level in
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2. Legal Obstacles for Application of E-contract

- terms of development speed, scale and quantity of enterprise

informatization and websites, platforms for online transaction and service
providers of online transaction. (1] That is to say., the application of ICT
(informatization ) in China especially in eastern areas has beeén in line
with the practice of the world.

It is natural that the-e-transaction and e-contract are used universally
with the extensive application of ICT. E-contract is mainly used in the
aréa of information service or network service since all the contracts of
information network service between service providers (e. g. websites and
platforms) and relevant customers fall in the category of e-contract. In
addition, e-contract has been used popularly in most of CtoC online
transactions. However the scale of e-transaction in those businesses
throiigh network (such as BtoB and BtoC which used to be conducted by
traditional means) is not as large as expected. (2)In other words, the
applicéfidn of e-contract in large-scale transaction always falls behind the
application of network. In the areas of BtoB and BtoC, network has been
used universally (functioned as a means of communication or promotion) ,
but the proportion of e-transaction using e-contract remains Qery s‘mall',
which reflects the current situation of the application of e-contract in
China. | | A

2.1.3 Legal d.is'putes related to e-contract

Since computer network has been used in business, cases related to

(1] See2007 Reporf on the Development of the Internet in China.
(2] For further information, see http://www. okokok. com. cn/Shop/Class6/ Class88/
200708/15386. html.
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network tort have become the hottest ones in connection to network. There
are also cases related to e-contract from time to time. To clarify, such
cases show that there were legal disputes on e-contract early in 1999 in
China; the number of which, however, dose not increase with the
dynamic development of e-commerce. Furthermore, there are few
significant cases about e-contract in recent years. The reasons of such
situation remain unclear.

By analysing those judicial decisions on e-contract disputes, we may
see that the effectiveness of the contract in the form .of traditional
electronic form, such as e-mails, is recognized by courts despite so many
other special e-commerce issues are not solved in most of those decisions.
But there are no persuading arguments in terms of evidence recognition
due to the lack of a set of generally accepted e-evidence rules in China.
No cases regarding e-contract have been gathered by the Supreme Court as
typical cases. Further, even after the implementation of the Electronic
Signature Law of the People’s Republic of China (the ESL) there is no case
related to t‘h’ev implement of the ESL. Thus, generally speaking, the
regulatory ﬁlles of e—contra(.:t remain uncertain and unclear,and some local
courts do not even recognize e-evidence due to various reasons , resulting in

doubt and distrust to e-contract from relevant groups and industrial communities.

2.2 Analysis on the existing l:iW} ‘What kind of legal

issues have been solved by Chinese law

2.2.1 PRC Contract Law

As we previously mentioned, the PRC Contract Law is the first

2. Legal Obstacles for Application of E-contract

contract law around the world to recognize contracts in: data message as
contracts in writing, establishing the foundation of e-contract applicatioﬁ
a5 well as e-commerce legislation. '

The following achievements related to e-contract are gained by the
PRC Contract Law

1. Data message is recognized as the written form of contracts in
Article 11 of the PRC Contract Law, which provides that “the term ”in

writing“ refers to a form which is capable of tangibly representing its

. content, such as written instruments, letters or electronically transmitted

documents ( including telegrams, telexes, facsimiles, electronic data
interchange and e-mail) , etc. ”
2. The time and place of contract formed by data message is also
speci_ﬁéd in Articles 16 and 34 of the PRC Contract Law respectively.
However, Article 11 merely recognizes data message as written form
of conitract and does not provide how to recognize siich. Articles 16 and 34
are the special rules of e-contract formation, helping parties -conclude e-
contract and determine the time of e-contract formation. Nevertheless,
those- simple rules in the -PRC- Contract Law are not enough to guarantee
the application and security of e-contract or to solve all the issues related
to formation, performance or disputes of e-contract, since‘the contracts in
data message are not simply -equal to paper-based contracts.
2.2.2 The ESL
" The ESL, which -was adopted at the 11th Meeting of the Standing
Comnittee of the 10th National People’s- Congress on August 28, 2004,
recognizes the legal effectiveness of data message for the first time,

confirms. that a reliable electronic signature has the same effectiveness as a



handwritten signature or an affixed seal, establishes the market entrance
system for electronic certificate service in China. The ESL, including 36
articles in 5 chapters, has solved fundamental legal issues for data
message and electronic signature. The achievements of the ESL are as
mainly follows ;

1. Recognizing the legal effectiveness of data message and electronic
signature in line with the functional equivalence, principle.

2. Establishing the general principles of e-evidence and providing the
examining rules for information attribution, authenticity and integrality
where the e-signature is not used.

3. Solving the issues for legal effectiveness of e-communication and
e-contract by recognizing the legal effectiveness of e-signature and data
message where e.—signature is used.

Many people thought that the ESL, regarded as the first e-commerce
law in China, would improve legal environment for e-commerce, create a
safe and reliable environment for e-transaction, and promote e-commerce
development in China. However, the ESL has actually attracted the
attention of some Certificate Authority ((CA) service providers as well as
governmental authorities in charge of CA service merely. It has not
attracted much attention. of lawyers, judges or scholars, and thus seems to
be a half-sleeping law on the shelf.

2.2.3 Other legal instruments

The Customs Law of the People’s Republic of China amended.in 2000
specifies in Article 25 that “Customs declaration for imported and exported
goods shall be completed using paper declaration forms and electronic data

declaration forms” , which establishes the legal status of the electronic

2. Legal Obstacles for Application of E-contract

declaraﬁon form by entitling it the same legal effectiveness as the writing
declaration form. However, relevant parties making declaration in
electionic form are still required to hand in paper form later in current
practice.

Similarly, the 2002 PRC Administration. of the Levy and Collection of
Taxes Law Implementing Rules specifies in the Article 30 that “taxpayers
and -withholding agents may file tax returns, and submit reports on
withholdings and collections, by post or electronic data transfer” and
“The term ” electronic data’ transfer refers to electronic means such as
telephone voice processing, electronic data interchange and network
transmission, etc. , as determined by the tax authorities. ” Meanwhile,
Article 31 still requires that “ Taxpayers filing tax returns by electronic
means shall preserve the relevant materials for the time, and in
decordance with the requirements stipulated by the tax authorities and
periodically submit the relevant materials to the competent tax
authorities. ”

Allowing the use of electronic form is for the purpose of efficiency,
while using writing form is for the sake of safety. Due to other issues and
obstacles (such as technical problems) , it does not seem to-be possible to
completely use electronic declaration forms until the legal effectiveness.of

e-evidence is récognized by PRC legislations.

2.3 Legal obstacles for implementing the PRC Contract Law

-

What are legal obstacles for application of the e-contract? E-

commerce involves ‘many issues such as technical issues, commercial

67



K TR IR S LB R

issues as well as legal issues, the first two of which have not constituted
the obstacles for application of the PRC Contract Law despite that there
are some problems in operation, while the third of which are considered as
the main obstacles for the development of e-commerce.

The analysis of e-contract practice and legislation shows that the
legislation is to some extent separated from thé practice of e-contract.
Although there have been cases recognizing the legal effectiveness of e-

contract, the current rules have not been universally accepted to deal with

- e-contract-legal disputes, thus legal uncertainty is still remained in the

application of e-contract. Those legal obstacles, we believe, do not result
from the unclear rules of e-contract formation but from the unsolved issues
of e-evidence effective.
2.3.1 Legal obstacles of e-commerce in China: general analysis
The development of e-commerce in China begins almost as early as
many other developed countries except the Um'ted States, but China falls

well behind those developed countries. On the early stage of e-commerce

development the main obstacles lay mostly in: infrastructure establishing.

and external environment building of e-commerce. For example, as one

. scholar specified in 2002, the main-obstacles of .e-commerce in China

came from. the following four aspects; (1) More cooperation is needed
among many sections, including such as customs, bank, insurance,
transportation, commodity inspection etc. , whose receipts and documents
are required to fit together seamlessly. (2) Informatization of enterprises
are not able to meet the requirements of e-commerce in terms of Internet
popularity, technique management, communication speed, safety etc.

(3) The -backward logistic system hindered e-commerce development.

2. Legal Obstacles for Application of E-contract

(4) Relevant legislation falls behind the development of e-commerce and
a powerful organization which would correspond with different regions and
sections is needed. (5) The support from financial system was weak.

A report issued in August 2004 by the research department of PRC
Ministry of Commerce holds that the development of e-commerce lies on IT
infrastructure, legal environment and “social credit. - Accordingly, the
jinderdevelopment of online payment, taxation system and logistic
transportation constitute -the main obstacles for application of e-
commerce.( 1]

As for the legal obstacles of e-commerce, one author summarized in
his article that there are four legal obstacles including e-contract
formation, writing form, effectiveness of e-evidence and e-signéture. (2]
‘As we understand , those four legal obstacles can be categorized into two
groups: the first obstacle, e-contract formation can be solved under the
PRC Contract Law or othier substantial laws, while the rest of obstacles are
legal issues resulting from the use of electronic means, and thus need be
solved under evidence law. Although contract formation becomes more
speedy and automatic by using e-communication, the basic rules (e. g.
rules-for offer or acceptance) under traditional contract law can also be
{tbed under e-commumication circumstancés in addition to amendments to
those rules or new rules. In this connection, even if there is no new
legislations, legal issues for e-contract formation can be well dealt with

under fundamental principles of traditional contract law. However, the

(1) See http://www. people. com. cn/GB/it/1067/2686437. himl.
(2) See http://www. it-law. en/data/2006/0201/article_9210_1. htm.
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legal effectiveness of e-record is a new legal area, which has great impact
on e-commerce , and thus has been regarded as the most important issue to
the e-commerce development by UN legislation.

The significant function of law is to ensure that people perform their
promises so as to form a fundamental economic system. For this sake, the
promises and transaction facts have to be proved by some means. Because
the main feature of e-commerce is paperless, how can e-record be
recognized as effective evidence is of most importance in e-commerce
development. Mr. Ji Jinkui, the former director of informatization
promoting section of the Ministry of Information Industry, for example,
specifies this issue as follows (1]

1. Writing form. According to the current laws, important
commercial documents, such as contracts and commercial notes, have
legal effectiveness unless writing form exits. In the electronic
environment, however, traditional paper-based writing form is substituted
by data message. The problem is thus whether the transaction information
in form of data message has legal effective. v ‘

2. Original form and its reservation. Original form is required in
major business activities as well as in arbitration or litigation as evidence.
However, in electronic environment the information transmitted through
computer network exits in form of data message which is kept in computer.
Therefore, the document from a printer may only be regarded as
“duplicate ”. In this regard, how to recognize a data message as

“original” becomes the core issue in a dispute regarding e-transaction.

(1] See http://e. chinabyte. com/20/2098020. shtml.
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3. Signature. In traditional business, both parties sign their names

or affix relevant seals in paper document for two purposes: one is to

identify themselves, the other is to express their approval for the
information contained in the signed document as well as their consent to be
refrained. Due to its significant value to transaction safety, important
commercial document such as contract in writing will not take effect until
it is signed or sealed by parties according to relevant laws. While in e-
cotnmerce , it is impossible to sign or seal by traditional means, electronic
signature is thus used so as to guarantee the safety of online transaction.
The problem is whether such e-signature can be recognized by the
legislation.

In this regard, the obstacles of e-commerce are comprehensive ones,
amiong which the legal effectiveness of data message is one of the biggest
legal issues. S,

2.3.2 Rules for e-contract formation . possible problems

E-communication changes merely the way of information transmission
and record other than the traditional rules for contract formation which can
also be applied to e¢-contract formation. However the use of e-
communication will give rise to some special legal issues which are mnot
inentioned or can not be solved by traditional contract law.

1. Judgement of offer

Contract formation generally includes two steps: offer and
acceptance. Contract is formed when the offeree accept the offer and the
acceptance is communicated to the.v offeror. In this semse, it is of
significant importance to make judgement for an offer. However, in e-

environment the criterion to determine whether a piece of business
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information is an offer or an invitation for offer'remains unclear. Rules for
offer and invitation to offer are stipulated respectively in Articles 14 -and
15 of the PRC Contract Law, that is, “ An offer is a party’s declaration of

y

his intent to conclude a contract with another party. ” and “ An invitation
to offer is a party’s declaration of his intent to have another party make
him an offer. ” Nevertheless, an offer or an invitation to effer is difficult to
distinguish from each other in e-environment. There is a popular rule for
such differentiation in international society, that is, the commodity or
service information issued through network or- e-communication can be
regarded as an offer unless it (1) meets the requirement of an offer and
(2) expresses the party’s intention to be obligated by the other party’s
acceptance, otherwise it will be treated as an invitation to offer. If China
decides to accept such rules, then it is necessary to recognize them
expressly in legislation.

2. The time of arrival -of a data message

Rules for the time and place of receiving .2 data message are
promulgated in the PRC Coniract Law and the ESL. However the problem
is whether the current laws shall be further interpreted. For example, what
systems are included in “any of the systems” and what is the criterion to
determine “initial enters”. In addition, acknowledgement of receipt is
used popularly in practice, the effectiveness of which needs to be clarified
by legislation so as to guide business to con.tract -through electronic
communication.

3..Standard contract in online transaction

Network provides not only ‘convenient channels for manufacturers to

sell directly their products, but also platforms for manufacturers and
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aealers to conduct business. As a result, the number of online transaction
. platforms providing network service has been growing fast. Those network
service providers generally set down transaction rules for consumers,
w}ﬁéh are accepted when the consumer completes registration other than as
_ a resiilt of the negotiation between consumers and service providers. The
collective standard contract is thus formed which is a general form of
_ contracts in online transaction. As we understand, the effectiveness and
. formation of such standard contract shall be regulated in line with the rules
"'f’pr standard  contract in the PRC Contract Law. Hoyvever it is necessary
that ti;e effectiveness of standard contract vprovided by the third party
should. be re;cognized éxpressly by ’legislation.’

4. Automatic transaction

In electronic automated transaction the party sets beforehand a set of

_ process which may receive and sent certain information automatically and

make jﬁdgement so as to enter into relevant e-contract. Automated
' &anséction system or electronic communication system used to be called e-
f"agent universally, which has been replaced by “ automated message
systems” in the ECC, ‘giving rise to many issues for e-transaction
including (1) how to determine who is responsible for the transaction
usmg automated message systems and (2) how to deal with electronic
. error in automated message systems. Unfortunately the PRC Contract Law
 does not touch upon automated message systems, though the attribution
rules of data message in the ESL can be used as attribution rules of
, éﬁtoﬁated message systems.

5. Electronic error

Error goes always with human activities and there are rules for error
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in traditional contract law. In e-commerce environment, errors may occur
in e-communications from time to time. Such errors are called e-error,
which may be the result of human behaviour (e. g. input error ) or the
result of message system malfunction; the former is man-made error and
the latter, similar to accidents.

Error by accident shall be dealt with acéording to different causes. If
error takes plaée in real accident, the party who is not able to perform
contract or delay in performance due to system or network malfunction shall
be exempted from liability according to Article 117 of the PRC Contract
Law ;if error occurs due to man-made mistake, special rules for such error
are necessary which still remain vacant in the legislatién in China.(1]

Some of the above-mentioned issues related to e-communication can
be seitled down under the PRC Contract Law and the ESL while the others
need be clarified by amendment of the PRC Contract Law or other new
legislation. However those issues are not the fundamental issues or
obstacles for e-contract application. .

2.3.3 Obstacles to judicial relief of e-contract disputes

We believe that the main obstacles for e-contract application come
from difficulties in settling e-contract legal disputes. The important

destination of contract law is to prevent parties to the contract from

(1) Article 117 of PRC Contract Law is read as: If the contract cannot be performed
due to an event of force majeure, liability is partially or wholly exempted depending on the
effect of the event of force majeure, unless the law provides otherwise. An .event of force
majeure occlirring after a party has defaulted on his performance does not exempt him from
liability. The term “force majeure” hereto refers to objective circumstances which cannot be

foreseen, avoided and overcome.
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breaking their promises and to entitle the non-breaching party to claim
recogniﬁon and enforcement of the contract or for compensation by proving
that there has been an effective contract with sufficient evidence.
However, if e-contract is not able to be enforced by courts, e-contract
would not be used by sellers or would be merely used as a means of
communication and parties prefer to execute contract in writing when they
reach an agreement. Therefore e-contract will not be accepted universally
until there are no problems in the enforcement of e-contract by courts.

Generally speaking, the legal obstacles for e-commerce lie in its °
main feature: electronic and paperless. In this regard, we believe that the
obstacles to judicial relief of e-contract include:

1. Party identity

When e-contract dispute occurs, the party who intends to- seek

 judicial relief first has to identify the other party is “specific defendant” ,

Which is a precondition for courts to accept a lawsuit. In fact, most of
online transactions are conducted by parties with user names, despite that
real name authentication of buyers or sellers is required when they register
themselves.by some of online transaction platform providers, but it is very
hard to realize one to one correlation between user name and real name
due to complicated situations. In practice, the one to one correlation issue
is not able to be solved well by authentication of ID, address, mobile SIM
card or credit card, which increases legal uncertainty and risk of online
transaction. In this connection, this obstacle may encumber e-commerce
development.
2. Jurisdiction

. Jurisdiction of ordinary civil litigation is to solve the issue which level
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and territorial of court should have the jurisdiction over a specific lawsuit.
Needless to say, jurisdiction over legal disputes of e-transaction should
comply with those general rules. However, the problem is how to identify
the location of relevant party and the place where relevant act took place
in Internet environment, which has great impact on territorial jurisdiction.

The cyberspace shall not be and is impossible to be regarded - as
“territory” as stipulated in procedure law. As a matter of fact, Internet
functions merely as a means or charmel to transmit information. That is to
say, Internet is served as a tool or manner for human -behavior, a
communication form, as well as a channel for the embodiment of behavior
and its consequence. In this regard, all of the legal activities on Internet
are conducted by ordinary civil subjects and the person who acts in
“virtual world” must exist in “real world” and must have connections
with some certain geographic location in “ real world ”. = Therefore
jurisdiction of e-commerce disputes has to deal with the issue how
traditional rules for jurisdiction should be applied t6 e-coniract disputes.

3. E-evidence

Almost all of the e-commerce or network disputes include the issue
whether and how.a data rness'ége “can’-be recognized as an--effective
evidence. The effectiveness of e-evidence in China currently is insured by
external procedural measures, such as notarization of data messages and e-
evidence preservation. However these measures are not able to solve the
issue fundamentally, e-evidence rules are thus necessary to direct
merchants to keep e-record so as to prove relevant facts when a dispute
occurs.

The ordinary computer data or e-document can hardly be used as
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direct evidence because it is easy to be tampered and the relevance

. between ‘the information and sender is not strong. Furthermore, the

application of e-signature is not popular in e-commerce and it is also
impossible that all e-communications use e-signature. Therefore, we have
to.set up rules for effectiveness of data messages when e-signature is not
ﬁsed in e-commerce. In fact, e-evidence rtules have already been

established in the ESL Whether e-signature is used or not. However,

. those rules have not been accepted and applied universally.

The above-mentioned legal obstacles, i. e., party identity,
jurisdiction and e-evidence, need to be researched and solved properly.
Among these obstacles the issue of e-evidence is the most crucial obstacle
for e-transaction that we should remove. In this regard, we believe that
both the issue of effectiveness of e-record ( data message) and the issue of

o-evidence should be solved so as to smooth legal obstacles for the

development of e-commerce.



3. Comparative  Study  of
International Models to
‘Remove E-contract Legal
Obstacles

3.1 E-contract legislation in the EU

3.1.1 The legal system of the European Union

To understand the current EU regulatory
framework one should have a glance at the current
legal situation in the EU. The EU consists of 27
sovereign nations which have different legal
traditions. As a result, the process of law making
depends on the conveyance of responsibilities by the
Member States to the EU. The EU does not intend to
create a uniform legal order. In fact the Community

_goals are to facilitate trade, investments and mobility

of the citizens. To achieve these goals the EU
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' pn'ncipa]ly uses regulations and directives. As the regulations are binding

 on states when adopted and therefore limit the sovereignty of the Member

States, directives are used more frequently. They only set out a binding

. result that must be achieved within a certain time but leaves a wide margin

_ of discretion to the Member States with regard to the actual transposition.

3.1.2 Regulatory framework for e-coniracts
At the moment, the EU regulatory framework for e-contracts mainly
sonsists of three directives. The two basic ones are the Electronic

Cémmerce Directive 2000 ( ECD, 2000/31/EC) and the Electronic

Signature Directive 1999 ( ESD, 1999/93/EC ). [!JAnother very

important directive is the Distance Selling Directive (DSD, 1997/7/EC)

_ buit this one does not apply to e-contracts only.

A. The ECD

The ECD is aimed at facilitating electronic commerce. As specified
by the EU official, it takes quite long time to draft the ECD, which is
interactive in the market between the member states only. For Article by
‘Article Comments to Directive 2000/31/EC, please follow this link:
hittp ; // papers. sstn. com/so0l3/papers. ¢fm? abstract_id =1009945.
| One main aspect of this directive is the principle of the couniry of
origin. Explain the principie in a few words! This aspecf also concerns a
prohibition of any restrictions imposed on information society services

offered by other Member States and a commitment to supervise the

. {1) For detailed introduction of relevant European experience on drafting ECD and
ESD, see the Research Report on Electronic Contract Regulation in Europe developed by Ms
Yu Difei in 2007 for the EU-China Information Society Project.
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compliance with legal guidelines. In addition, the directive emphasizes
aspects of information requirements, the liability of intermediary service
providers and the electronic conclusion of contracts.

The last aspect, the electronic conclusion of contracts, is regulated
in the 3rd part, Articles 9 to 11.

Article 9 discusses the question how to render ‘e-contracts and how to
put them into operation. Here the Member States are bound to create the
background for the conclusion of electronic contracts. Since the civil law
in the distinct states knows different obstacles, in particular the written
form, which cannot be directed in total, the requirements are kept very
abstract. (1) This Article also names the exceptions to the ECD, namely
contracts concerning the creation or the transfer of rights in real estate
(a), contracts requiring by law the involvement of courts, public
authorities or professions exercising public authority (b)), contracts of
surety granted and on collateral securities furnished by persons acting for
purposes outside their trade, business or profession (c¢), contracts
governed by family law or by the law of succession (d).(2)

Article 10 deals with aspects of consumer protection. It clarifies how
information has to be presented and accordmg to paragraph 3 the user must
have the possibility to save and reproduce the general terms just as the
terms of contract.

The third article having to do with elecironic contracts is article 11.

(1) Wellbrock, Ein koh renter Rechtsra.hmen fiir den elektronischen Geschii-ftsverkehr
in Europa § 6 A L
(2] Art. 9 para2 ECD 2000/31/EC.
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t regards the issue of placing the offer:(1). -
‘As stated above-the directives issued' by the' European Union-have to
be tranisposed into national law by the legisiation' of the: Member States‘.,
. "Since there are several different legal systems in '“the :EU,' - the
transpositions differ a lot. These legal systems basically could be divided
"iiito {four gronps; These are the German section ( Germany, Austtia,
. f"(’;ree‘ce') , the droit civil ( France, Spain, Portugal, Italy, Belgium,
| fNetherlands, Luxembourg ), the Common Law ( United Kingdom,
'Ireland) ‘and the Scandinavian sectlon (Denmark Swedeti, Flnland) (2)
V]n the followmg we will tum the attention to Germany, France and the
’ Umted ngdom [3] ‘ ' '
. Germany v
In Germany the leglslatlon dec1ded to transpose the dlrectlves by
altenng the Teledlenstgesetz (TDG) and the Teledlenstdatenschutzgesetz
’ (TDDSG) In TDG one can find regulatlon concermng the area of
| apphcatlon deflmtlons the country of ongm principle,, dutles to mform
~and the respon51b111ty of prov1ders (4] Sectlon 4 TDG rules that service

. prov1der settled in Germany will he Judged u.nder German law and

transposes in so far the country of origin pnnmple 1nte German law ’ In

(1) As. 11 ECD 2000/31/EC.
(2] Miiller/Roessler, DuD 1999, p. 497; note that after the accession of' ten new

Member States in May 2004 these groups might have to reassessed and altered in the future.
[3) For detailed introduction of national implemenitation of ECD, see the Research
Report on Electronic Contract Regulation in Europe developed by Ms Yu Difei in 2007 for the

EU-China Information Society Project.
(4] Wellbrock, Ein kohdrenter Rechtsrahmen: fiir den elektromschen Geschaftsverkehr

in Europa § 3 A p. 38.

81



R F & A 3 Bk B AT

Germany there are some exceptions to the country of origin principle. This
principle is not applicable to anti-trust law, conflicts of law in insurance
policies , surveillance law of insurance companies, data privacy laws and
intellectual property law.(1]

Another change affects the civil process order and guarantees a more
efficient legal protection. According to section 1031 para. 5 civil process
order an arbitration agreement including a consumer can be provided in
electronic form.(2)

Most changes concern consumer protection. The German Civil Code
(GCC) has been amended by section 312 e, whereby an entrepreneur has
to fulfill several duties while concluding a contract by electronic means.
This is the transformation of the articles 10 and 11 ECD.(3) This
transformation may be, in addition to the regulations concerning the
country of origin pnnmple and those transposing article 9 ECD, the most
important one regardmg the issues of electronic contracts. The section 312
e GCC is apphcable if an entrepreneur uses tele or media services for the
delivery of goods or the rendering of services.(4] Releva.nt services are
according to the Teledienstgesetz for example online banking, online shops
or online auctions. The entrepreneur’s duties are in detail to provide

adequate technical means in order to correct mistakes, to inform the

consumer and to approve the consumer’s orders.(5 ) However this approval

- [1]- RIW 2002, p. 184; Schack MMR 2000, p- 53.
(2] EGG Art. 2.
{3) Palandt section 312 e para 1.
[ 4] Palandt section 312 e para 2.
(5] Palandt section 312 e para 3.

s
| duties the contractual partner is entitled to damages.
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’ o acceptance of a contract.L 1) If the entrepreneur fails to fulfill these
n

France

It France it took a bit longer to transpose the ECD into national law,

put in the end the Loi n° 2004-575 du 21 juin 2004 pour la confiance
 Jans Téconomie numérique was passed.(2] Articles 1 —4 concern general
.  regulations, arcticles 5-9 regulate the provider Tesponsibility, by
smending the Loi relative & la liberté de la communication and the Code

e postes et télécommunication, and the articles' 10-28 affect the

remammg transformatlon of the ECD.

United kingdom
After some difficulties the British parliament passed the Electronic

’ Commerce Regulations 2002.03] So they transposed the majority of the
aspects of the ECD. Two months later the extension of the Stop Now

. _ Orders (EC Directive) Regulations 20014 ) included consumer protecting

elements of the ECD. The main aspects of the Electronic Commerce

Regulations 2002 consider the Country of Origin Principle. So the online

sellers and advertisers are subject to the laws of the UK if the trader is
established in the UK. Contracts with consumers and contracts where
another law has been chosen are excepted. Online traders have a duty to

render clearly defined information about the trader, the nature of

{1) AG Hamburg NJW-RR 04, 1284.

(2] J.0. n° 143 du 22 juin 2004, p. 11168.

(31 http.//www. opsi. gov. uk/si/si2002/20022013. htm.
(4] hitp://www. opsi. gov. uk/si/si2001/20011422. htm.
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commercial’ . .communications -and: ‘how - to.- complete  an . online
transaction.[ 1)
B. The ESD

- 'The ESD has: the ambi,tion,to»secure_-,the acceptance .of electronic
signatures across. national ,bqgndal*ies.E‘»Zlet‘regulates difficulties associated
to. security . levels of: electronic signatures .as well as questions . about
liabilities.(3).In Article, 20f the directive three levels of security are
deﬁned,._in‘_particular,t_he:“f,eleetronie signature” , the advanced electronic
signature and, the, “ qualified electronic signature”.[4)

The first one comprises data in electronic form that may serve as
method of authentification; the second one is reached when the signature
can be related to only one single person and to comply with the . third
level ; the electronic signature has to meet further. requirements. In Article
5 the directive rules that qualified electronic signatures are equal to a
handwritten one and may even be presented in front of court as
evidence.[ 5] An_o_therl mai_n aspect of the ESD is the question of liabilities
in each Member State. Thls _aspect is dealt w1th 1n Artrcle 6 ESD.
According to paragraph Lit has to be ensured that a certlflcatlon -service-
provider is hable for damage by issuing a certificate as a quallﬁed

certlflcate to the pubhc or by guaranteelng such a certlflcate to the

(1] hitp://www. dti. gov. uk/sectors/ ictpolicy/ ecommsdirective/page10133. html.

(2] Hoeren - Skript Internetrecht, p. 259 - http ://www. uni-muenster. de/Jura. itm/
hoeren/.

(3] hitp://europa. ew/scadplus/ leg/de/. lvb/ 124118. htm

(4] Ar. 2 ESD 1999/93/EC: . . L ,

(5] An. 5ESD 1999/,93/EC.: T L L

. 5 sxpr D0t e i )‘5‘3 vdl'lll
. Order was amended and 1 now contains a opte es

3. Comparative Study of Intemational Models to Remove E-contract Legal Obstacles

blic.(1)This liability applies to issues of content, ownership and the
public.

. of data.[2) In the followinig we :will turn"the" attention to Germany,
se ot -cata. |

~ éFrance/and the-United Kingdom. (31~

““Germany ]
Coa T 43
The ‘German legislator already passed a signature law in 1997043

but infortunately this law cofitradicted ‘the ESD"in some points: So

' Germany transposed the difective’ by ‘adaptirig Several ‘tules of the GCC,

the ‘civil Process Order and this ‘Signatire law. The new section 4 of para 1

 SipG@57rules that ‘6peratdrs “of ‘certificate 'sérvices do tiot” need " an

. authorisation. ‘However these prov1ders Have 't ‘satisfy certam ‘critétia and

r

are obhged fo not]fy the” appropnate aut_hontles. "Firthie

riie” e SlgG

i AOEIATS 1.
’ tran5poses the defitiitions' of Artlcle? ESD 1ﬁto Gérman law and regulates

""CCC

:4»5 En

introduces the electronic form of 51gxlatures and Section 126 a paIa 3 GCC

| equates the electronic form with the handwritten one. The C1v11 Process

r.»rl S

once.mmg pnma facie

SR ey Saus IR L‘

g RGN

. ewdence (sectlon 2923) and demonstrrétlve ev1dence ( ectlon 371

"ﬂt? IR

P oy 4 DCF e
NI el o

(1] Artl 6 pa.ra 1 ESD 1999/93/EC.

- 99/93/EC. :
(2] Art.6 paral ac ESD 19
(3] For detailed introduction of national lmplementanon of ESD, see the Research

Report on Electronic Contract Regulation in Europe developed by Ms Yu leel 1rt 2007 for the

LARRL g G000 vwns

EU-China Information Seciety Project. . c e
{43 http://www. online-recht. de/¥brges: htmlDSigGer 1& b 70 T 5
45 3 htp/vburidesreeht. jilris. de/ sige: 2001 /indexd Bmloveess - e
(6] www.' um-lelpmg ~de/ ~ 'urheber/ressrc/ a3 matenal/Semma.re/mfoges/sexdel-

o . [P T T P

digitalsignatur. pdf.!
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France

The two important laws in France regarding the ESD are the Loj
2000-230 du 13 mars 2000 [ 1) and the Décret n°2001-272 du 30 mars
2001.02) The former law alters the French regulations conceming
documents of evidence. It acknowledges the jurisprudence of the French
Supreme Court ( Cour de casation ) which accepted in 1997 a fax as

document of evidence and stated that a3 © declaration of intent

does not have to match any ‘fonna]ities.”‘] Therefore e-mails are
admi'ssiblefirll front of court as documents of evidence. The latter law
-deﬁne‘s’l‘.requirements ~of ,electronic signatures so that these are treated
equa]ly fo normal 51gr1atures In contrast to many other couniries. France
abstamed from .an, accredltatlon of certificate prov1ders The COFRAC
( Comlte frangals d’accredltatlon) which.. s a system of accreditation
founded in 1994 mhented thls task
Umted ngdom

§ In the UK the process of transposmon of the ESD was calned out in
two steps The ﬁrst one was the Electromc Commumcatlons Act 2000
( ECA ) (41 the second one the Electromc Slgnatures Regulatlons
2002.05 ] The first one rules in section 7 para 1 that documents with an

electronic signature are admissible as ev1dence 1n respect of authentlmty

(1) J.o. n° 62 du 14 mars 2000, p- 3968.

(2] J.O.n° 77du31ma.ts2001 p--5070. .

(3] Courde cassation;;;Chambre. commerciale;, JCP, 1998 Junspmdence p- 178
fan (4] chttpa//www. legislation. hmso.. . gov. uk/acts/ act52000/20000007 htm.

(5] http://www. legislation. hmso. gov. uk/si/si2002,/20020318. htm.
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Tii sections 8 and 9 the Tesponsible secretary is authorized to pass
gulations in order to regulate details. These regulations are .the
'*Electronic Signatures Regulations 2002. This regulation comp'nses
efinitions ( section 2 ), the surveillance of the certificate providers
( section 3), the liability ( section 4) and the provider’s duty to data
p'mtection (section 5). Since formalities are very uncommon in the UK

the British transposition mainly deals with the clarification of procedural
e N .

éspects of the law.r

C. The DSD
The third important directive, the DSD, regulates problems related to

 distance selling as for example protection against demands for payments of
unsolicited goods and high pressure selling methods. In addition the buyer
. gets'a special right of withdrawal since he has no chance to inspect the
goods before the purchase. 4 g
The exclusive use of means of distance communication in the whole
period of concluding of a contract is essential to apply the DSD.

Since a special directive exists for financial services, it is important

. . ces
to distinguish whether goods and services are related to financial service

or not.

Germany . Ny
The DSD first has been transposed into German law outside the GCC.

_ The legislator created a separate law concerning contracts of distance
selling.( 1] Later, this law has been introduced into the GCC. Sections 13

and 14 GCC are now defining the consumer and the entrepreneur.

- {1] Fernabsatzgesetz: http://dejure. org/ gesetze/ FermnAbsG.
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Sections 361 a, b GCC is about the consumer’s :right to withdrawals,
During the modernization of the law of obligations in 200101 the
legislator had introduced the regulations of the F ernabsatzgesetz into the
GCC. Now sections 312.b to d GCC constitute the German rules j in respect
of contracts.of distance selling.,, Whereas section 312 b GCC represents a
definition. of :contracts. to.which these rules are applicable sections 312 ¢
and d GCC. Tegulates the duties of entrepreneurs using distance selling
contracts and the consumer’s rights.
France
A general problem in F rench consumer protection law is that it is not
exactly clan_ﬁed who is consumer and who is entrepreneur. This has
always been .an issue in front of the courts. Unfortunately even the French
Cour de Cassatlon has decided i in ambigious ways. For example an estate
agent who buys an alarm device is considered as a eonsumerfz]but a
_]eweler who bought a flre extlngulsher _was consu:lered as an
entrepreneur [3JThese problems of defmltlon have not been _solved until
now [4] Slnce the former French regulatlon was almost 1dentlca.l with the
prov151ons of the DSD Vthere has not been a successful attempt to

it o

transpose the DSD mto French law. Now the LSlf5]adopts 'some

- £;13, BGBIL. :200L;.p. 3138, : [EERESEECTE AT S
] [2] Cass c1v lere 28. 04. 1987 J. C.P. 1987 II 20893 note paisant, but contra,
Cass. " iv. “lore 18704 1986 K 7B 1987 Vol 277 g6, RIS

(3} Gassy crim. 27,06 -11989:.D. 1990, Somics i, B60u01, v vy 1

(4] Lilian Edwards, The New legal Framework for E-Commerce in Europe, 2005,
p. 102. oo -

(5] Projet de loi sur:la;Société, de information.,; Doc;;_«Afssemblée :Nationale Nr.:3143.
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o g (1)
regulations of the DSD to clarify individual aspects.
d
ihliljjsue of the Consumer Protection (Distance Selling) Reg. il)OO N
was the British transposition of the DSD.(2] 1t covers among other things
aspects of e-commerce, mail, telephone and fax. The withdrawal froan; la
contractual obligation has to be presented in written or another durable
form.(3 .
3.1.3 Experiences and lessons from the e-contract regulation in Europe
Generally speaking, the e-contract regulation in Europe, bazel(li ;)ln
both e-commerce practice and the traditional legal system, covers all the
televant legal issues regarding electronic transaction. A
With regard to the validity of e-contracts, the regulatlon in urlop f
similar to that in China; and the effect of the electronic .s1gnature .aw o
snost Member States is also similar to the situation in China, that is, no

huge 1I]£l|.lellce to the current pIaCthe. HOWeVeI theu tlad [lonal ]-aWS a.nd
’ 1

b C
legll].atlons Il'lay pIObab].y Iegulate, m a I‘easonal)le Way the e].e tronic

tIanSaCthIl Wlthout usin eleCtIOrﬂc Slg'ﬂatules Whlch 18 actua]ly much
g ’

common 1imn C. I uItheI me (&) € te E h 1a
practlc Py S0 M mb T Sta S, S uch as sthon >
pr(] lde g[] 0 d EXP erience re gaIdlng pIaCtl ce Of E]' ectronic SlgIlEtI:llI es.

e ation in some €] € S at a y C1I1C Y we
h gul 11, 1n somu M Inb T States ’ Such as Geml 1ny. Spe 3
re. i lfl a]l

an W -Ci i 2005 N
1 Lili Edwards The New legal Frame ork for E-Commerce in Europe,
[ ] ?
P 104.
Instrument 2000/2334.
[ 2 ] Statutory I 1 l
[3] Lilian Edwaxds, The New egal FI&H]EWOII( for E-Commerce in Eumpe 2005

p- 285.
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m ,
ay adopt the same criteria for offer in the el

th ectronic transacti
€ commonly-accepted definition of ele com as well as

ctronic errors (1-- e.

- . -
a.ll? mput mlstakes) 5 and IEguIate the eIeCtIOIIIC Sta.lldald 1011'11

, excluding

contract ip

The re, i
gulation on petformance of €-contracts in

connected with Europe is basically

the Iegula'tlon Iega‘I dulg €o nsumer I or

1 anc > Gelmanv p gul =
nsi e aaopits Ihe re; ation t()l CoQ. () 6a as Speclﬁ d

- I E[ ]- I . - F l l - - II 1
n’ the directiv €. u €r L4 € msm.ance compaﬂles actu y y an
P

Important role jn i
the electronic transaction since they will eff
eftectively

mentlorled eXpeIle]lCeS/ IeSSOﬂS ﬁonl Emope simnce we have Sohd grouﬂd fOI

further de
velopment regarding e-contract regulati
on.

3.2 E-contract legislation in USA

3.
2.1 E-contract legislation in UsA

1. E-commerce legislation
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ul

mmmerce
101995, the first Digital Signature Law in the world was enacted in

’ y 1, 1997 , which formed the policy and legislative plan of systematic e-

development by the government.

U

 was promulgate
(“NCCUSL”) , which has been accepted by most of States.

tah. In 1999, The Uniform Electronic Transaction Act ( the “UETA”)
d by National Conference of Commissioners of Uniform

 Spate Law-
The UETA applies to any electronic ‘tecords and electronic signatures

relating to transaction. The UETA governs iransferable records, electronic
records and electronic signature by governmental agencies, which respects

mostprovisions of the UNCITRAL Model Law on Electronic Commerce

(the “Model Law” ).
On September 29 2000,
Information Transaction Act (the “UCITA”) which focuses on the

_ transaction of computer information or information products. UCITA is a

NCCUSL also issued Uniform Computer

commercial law adapted to the information economy. But unfortunately,

_ since UCITA is out of enforcement, and was aborted for strong opposite

_ ‘opinion, it was adopted by only two states.

 The USA Congress issued Electronic Signature in Global and National
Commerce Act (the “E-SIGN”) on September 9, 1999 to promote
application of e-Tecord and e-signature in interstate commerce. The main
principles of the Model law are adopted by the Act so as to overcome the
legal obstacles to e-record with no © writing”. Further, such Act insists
the principles of technological nentrality or non-discrimination, and agrees
the parties to decide the service of certification and the form of transaction

themselves. It also gives chances to the parties to prove the valid of the

certification and transaction to the court.
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Because of the duality of legislative system in USA, the core
provisions of the UETA and the E-SIGN are almost the same. Both of
them aim at overcoming the legal obstacle of e-commerce, but the federa]
legislation mainly regulates -the interstate commerce. Therefore, the two
acts above are consistent with two model Laws issued by UNCITRAL.

2. Amendment of UCC Article 2

- The Uniform Commercial Code (the “UCC”) is drafted and

amended by NCCUSL and the American Law Institute (the “ALI”).
Actually, UCC Article 2 “Sale” is deemed to be equal to the contract law
of USA, which: constitutes the most important origins of law in contract.

With the development of electronic communication, not only the
method, but also the object of commercial transaction, have changed a
lot. Therefore, NCCUSL set up Drafting Committee and began to amend
 Article 2 in 1991,

As we previously said, such laws ”—méde,by both federal government
and state government focused to overcome the obstacle of e-commerce,
however, the laws were all special laws in- solving the problems of
commercial transactions’, which merely existed outside the commercial law
system. In orde’r to incorporate the principles of e-commerce law to the
commercial law system to face the new challenges in the twenty-first
century, NCCUSL finished the amendment of UCC Article 2 “sale” in
2003.

- The revisions of UCC Article 2 include two aspects: the substantial
amendments and formal amendments. The substantial amendments relate
to the definition of “ goods” | the statute of anti-frauds, and damages for

breach of contract. In respect of electronic coniract, the amendment of
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C Article 2 lay a foundation of e-contract law system, including the
cope of e-contract, the agreement of e-contract, the validity of e-
,c:oryltract, the implementation of e-contract, and the enforcement of e-
c ntrac;cf, etc. The following are the major contents revised regarding e-
" bénn'act:

A. Definition of “Goods”

The primary definition of goods based on the concept of movability (a
'mgib‘le physical good ) was changed to expressly exclude the term
;,f:’inform;a,tion” merely. This exclusion of information was meant only to
_ encompass “ information not associated with goods”. Therefore, the
'reﬁsed definition includes the goods combined with computer programs,
hich names “smart goods”. The new definition of “goods” , including
“smart goods” , is applicable to the development of commercial law.

B. E-record and atiribution

“To harmonize with ﬁETA and -E-SIGN, and to promote the
development of e-commerce, the amendment of UCC Article 2 adopted

3 ¥ I3 ’ .
“electron”, “e-agent”, “e-record”, “record”, and

' ,su‘ch terms as
“signature” , etc. What should be most notable is the term “writing” , and
it is replaced by the term “record” in the amendment, which is significant
in the development of e-commerce.

According to the new article, “RECORD” means: “Information that
is inscribed on a tangible medium or that is stored in an electronic or other
medium and is retrievable in perceivable form”. So the term “record”
expresses the connotation of paper-based documents more accurately.

C. E-agency rule

- . 43 ”
Nowadays, automated message system, which is called “e-agency” ,
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are applied to the practice of commerce extensively. Both of UETA and E-
SIGN adopted the idea “e-agency” , thus the amendment of UCC Article 2
adopted the provisions of “e-agency” from UETA, Tecognizing e-agency’s
ability to conclude contracis, and attributed the consequence of contracts
to the parties.

D. Definition of signature

There were no special provisions of electronic signature in the primary
UCC Article 2, and the definition of signature was general. That is,
signature refers to a present intent to authenticate or adopt a record:
(i) to execute or adopt a tangible symbol; or (ii) to attach to or logically
associate with the record, an electronic sound, symbol, or process.
Obviously, such definition not only contained the form of traditional
handwritten'signamre, but also included any kind of signature that .could
prove certification or prove records accepted,  of course the electronic
signature. There is no doubt that such definition of signature including
traditional handwritten signature and electronic signature weakened the
particularity of e-signature. Therefore, the revision of signature recognizes
electronic signature more directly and emphasizes the effectiveness of legal
impaci.

Actually, the principles of e-record and attribution, signature,. e-
agency are the basic principles of e-commerce law. The adoption of such
principles in the amendment of UCC Article 2, founded the basis of e-
commerce transaction.

E. Way of contract formation

The provisions of contract formation of UCC followed traditional

principles. When the parties come to an agreement, the contract takes

3. Comparative Study of International Models to Remove E-contract Legal Obstacles

effect. Subject to 2-204(1) : A contract for sale of goods may be made in
any manner sufficient to show agreement, including offer and acceptance ,

conduct by both parties which recognizes the existence of a contract, the

_ intéraction of electronic agents, and the interaction of an electronic agent

and an individual. According to the authoritative explanation, this article
means that in addition to the traditional forms of contract (oral form,
written form, or being implemented already ), the contracts can be
concluded by electronic form. Whatever the form of the contract is, the
total legal obligations resulting from the contracts are affected by this
chapter and other applicable law. Such provisions emphasize that whether
a contract is concluded depends on .whether' there exist right-obligation
relations between the parties. Therefore, the provision of UCC 2-204 sets
up uniform rules of contract formation so as to overcome the obstacle of
electronic contracts.

F. Effectiveness of received e-information

'In traditional legal environment, the rules of offer and acceptance of
the contract adopt the letter of acceptance and mailbox rule respectively
applied to two legal systems globally. Americé, as common law system,
adopt mailbox rule, which has encouﬁtered new challenges under
electronic environment. Therefore, the laws such as UETA regulate the
éffectiveness of received e-information. The amendment of UCC Article 2
also adopts the regulations of UETA and the effectiveness of receiw}ed e-
information are stipulated as: (1) Tf the receipt of an electronic
communication has legal effect, it has such effect even if no individual is
aware of its receipt. (2) Acknowledgement of receipt of an electronic

communication establishes that the communication has been received but,
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in itself, does mnot establish that the content sent corresponds to the
content received. In this way, the provisions of the amendment of UCC
Article 2 is consistent with UETA in respect of the effectiveness of
received e-information, which deal with the new problems of contract
under electronic environment in the form of commercial code.

G. Disclosure of online contract terms

The contract concluded .online will meet new issues of standard
clauses, since large numbers of contracts formed via Internet are standard
ones. The e-contracts can be concluded by clicking the button of “yes” or
“T agree” on Internet. Therefore, on the basis of 2-204 of UCC Article
2, the amendment added (b) term in 2-103, which confirms the request
for “conspicuous” in disclosing online contract terms. The new term not
only specifies the standard of being “ conspicuous”, but also prescribes

I

the meaning of “ conspicuous” of e-record: “ conspicuous”, with
reference to a term, means so written, displayed, or presemted that a
reasonable person against which it is to operate ought to have noticed it. A
term in an electronic record intended to evoke a response by an electronic
agent is conspicuous if it is presented in a form that would enable a
reasonably configured electronic agent to take it into account or react to it
without review of the record By an individual. According to such provision,
the information about the contract issued by website must be able to attract
the intention of the receiver, and redound the parties who trust the articles
of contracts to foresee the consequence so as to act reasonably. A

3.2.2 Comments on the e-contract legislation in USA

In the early time of the legislation of e-coniract, the United States

followed the step. of the world. The states exercised. an integrative
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legislation mode, while the federal issued the Flectronic Signature Act.
However, such laws were all special laws, and merely existed outside the
contract law. Fortunately, the amendment of UCC Article 2 is an
integrated resolution for e-contract regulation, e. g. to adapt contract law
(even whole commerce law) to e-commerce by integrating achievement of
e-commerce legislation into the current contract law.

‘ E-commerce really brings challenges to traditional law system, but

we believe that the resolution is not to rebuild a new system outside

 traditional legal system; instead, we should solve the problems of e-

commerce under traditional legal frame. Further, the resolution should be
based on the application of traditional legal theory, and be consistent with
the traditional legal system. The resolution of UCC Article 2 is acceptable
for harmonizing the traditional contract law with e-commerce law, and it is
a way to look for a solution in the current legal system and make e-
commerce law enforceable for this harmonization.

The ESL, taking effect as of 1 April 2005, adopts a single mode of
legislation. However, there is still a problem of how to harmonize the e-
commerce law with traditional law. We believe the solution is that in the
legislation of e-commerce, we should not issue single law merely. On the
contrary, with reference of the amendment of UCC Article 2, we could
adopt the provisions of e-contract formation into traditional contract law,
and supplement regulations of special principles ( e. g. e-signature
principle) related to electronic transactions. Of course, there is no need
to transplant the model law form of UCC; we could embody the principles
of_-e—contract in PRC Contract Law, and supplement the legislation by

ESL. Such legislation form can clarify and carry out .the principles of e-
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contract formation so as to overcome the obstacle of e-contract finally.
What we can learn from the amendment of UCC Article 2 is not only
the legislation of e-contract, but also the rationalization of the legislation.
In order to deal with the contract concluded in electronic form, the
amendment of PRC Contract Law is necessary and important. To make the
legislation of e-contract more reasonable, the understanding of ESL from
the view of e-contract regulation and the determination of relevant rules of
evidence are also essential. In this connection, the amendment of UCC

Article 2 is helpful to the revision of PRC Contract.
3.3 E-contract legislation in UN

3.3.1 E-commerce legislation in UN

1. Initial exploration

The international legislation of e-commerce began in the 80°s of 20
century with the development of information technology, and focused ‘on
the regulation of electronic data interchange (“EDI”) at first. In 1984,
UNCITRAL issued the report of automated data processing problems that
suggested to review the legal requests of computer record and system,
which started the international legislation of e-commerce.

In March 1990, UN promulgated UN/EDIFACT standard , which was
adopted into ISO9735 by International Standardization Organization.
United Nations Electronic Data Interchange for Administration Commerce
and Transport Regulation (“UN/EDIFACT”) unified the standards of
digital exchange in international trade and made it possible to do business

in the use of electronic technology around the world. Later, UN issued
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such documents as UN/EDIFACT and UNCID thereafter, and in
December 1993, the electronic exchange group of UNCITRAL discussed
Draft uniform rules on the legal aspects of EDI and related means of trade

data communicatiorl 1) on the 26th conference, which formed the legal

_ basis of EDIL.

2. The Model Law
" In the early 90s of the 20 century, with the development of Internet,
the traditional structure of indusitry and the form of market operation has
changed a lot. While merchants were seeking the ‘utilization of Internet,
some nations and international organizations were also exploring principles
for regulating electronic trades so as to create a secure environment for the
development of eco;lor‘nic. The legislative work was leaded by UN.

In June 1996, UNCITRAL issued Model law on Electronic Commerce

k (the “Model Law”) which was discussed by experts many times. The

_purpose of the Model Law is to provide principles and framework of e-

commerce legislation ( most importanily, the Model Law created the
provisions 6f e-contract formation and e-contract effe;:tiveness ) to
congresses and executive depértments over the world. The Model Law is
an example for a country to make e-commerce law.

To carry out the principles of the Model Law, UNCITRAL, Working
Group on Electronic Commerce issued Draft Uniform Rules on Electronic

Signatures on 17 September 1999 ,7 which aims to solve the basic problems

(1] A/CN.9/WG.IV/WP. 57 - Draft uniform rules on the legal aspects of electronic
data interchange (EDI) and related means of trade data communication, see http://www.
uncitral. . org/ uncitral/en/ commission/ working_gronps/4Data_Interchange. html.
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of promoting electronic trade—the security, liability, and authenticity of
e-signature. On 23 March 2001, the Model Law on Electronic Signatures
was promulgated on the basis of absorbing experience from other legal
instruments.

3. The ECC

The ECC is actually the replacement of two model laws.

UNCITRAL presented the draft of the ECC in 2002 for public -

comments. The drafting group believed that an absolute convention can
promote the stability and  prediction. of international e-commerce
legislation. The ECC focuses on the uniform of e-contract formation
regulations so as to eliminate the uncertainty of electronic commercial law.

The Model law and 2002 Model Law on Electronic Signatures have
become the framework of forming and promoting e-‘contract: legislation.
However, these two legal instruments are not effective international laws
they are just the model laws for countries to accept. There is no
responsibility for a country to declare acceptance of model laws to UN or
other countries while the ECC must be authorized and accepted by its
member state béfore being effective.

The ECC adopts foundational principles of two Model Laws: the
functional equivalence principle and the technology/media neutrality
principle. (The functional equivalence principle means: if the information
contained in an electronic communication is accessible to the
requirements, it meets the functions of a paper, but a data message, in
and of itself, cannot be regarded as an equivalent of a paper document.
‘The technology/media neutrality principle means: the validity or

enforceability of a contract will not be denied on the sole ground that it is
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formed via electronic communications. ) The- ECC insists the principle of
party autonomy, which is not only ithe foundational principle of the model
laws, but also the basic principle of CISG (1980).

In addition, the ECC revised some principles of international laws,

_including time and place of dispatch and receipt of contracts, invitations

to.make offers, automated massage system, and electronic errors, etc.

On 4-15 July 2005, UNCITRAL passed the finalb documents of the
ECC on the 38th Assembly in Vienna. The United Nations General
Assembly adopted the ECC on 23 November 2005 and opened for members
to sign since 16 January 2006. As the delegate of China, Wu Zhengguo,
Vice Director of Convention and Law Section of Ministry of Commerce
signed the ECC on 6 July 2006.

The ECC has followed most of the principles adopted in the aforesaid
two model laws. The aims of the ECC are to. remove obstacles to the use ofb
electronic communications in international contracts, to enhance legal
certainty and commercial predictability for international contracts, and to
help the member states gain access to modern trade routes.

3.3.2 Comments on the ECC

The ECC has four chapters

Chapter I Sphere of application: Scope of application, Exclusions,
Party autonomy.

Chapter II General Provisions: Definitions, Interpretation, Location
of the parties, Information requirements.

Chapter Il Use of electronic communications in international
éontracts; Legal recognition of electronic communications, Form

requirements, Time and place of dispatch and receipt- of electronic
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éommunications, Invitations to make offers, Use of automated ‘message
systems for contract formation, Availability of contract terms, Error in
electronic communications.

Chapter IV Final provisions: Depositary, Signature, ratification,
acceptance or approval, Participation by regional economic integration
organizations, FEffect in domestic territorial units, Declarations on the

scope of application , - Communications exchanged under other international

conventions, Procedure and effects of declarations, Reservations, Entry.

into force, Time of application, Denunciations.

1. Status of the ECC

With respect to the regulations of e-contract, we believe the status of
the ECC is: (1) only applicable to deal with the legal problems of
contract formation; it does not handle all problems related to contracts.
(2) only applicable to deal with the issues of e-contract in international
commerce; it does not handle all issues related to e-contract.

The ECC does not handle all issues of contract law, recognizing that
both international laws and domestic laws exist mature regulations and
theories of contract. Thus, on the principle of not influencing and
destroying the existed rules and theories, the ECC deals with the special
problems of using electronic communication in e-contract. Therefore, the
ECC’s regulations on e-contract are focused on four parts; the judgment of
offers or invitations to make offers online, time and place of dispatch and
receipt of electronic communications, use of automated message systems
and electronic errors.

The ECC does not handle all problems of e-coniract. In respect of

_provisions on special issues of e-contract, international law and domestic
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law obviously have different functions; some issues should be solved by
domestic law while others should be solved by uniformed international
rules. Even regarding the provisions of electronic communication, the
ECC just determines the time of arrival, and leaves the problem of the
effectiveness of the arrival of message to the domestic law or substantial
law to regulate. Therefore, the ECC leaves dozens of problems in e-
contract formation to the demotic law, and it just provides principles on
the level of international law.

2. Experience of the ECC

The ECC is not only an instrument for international e-contract
disputes but also common rules for member states, including China, to
learn and embody it into national legal system. The functions of the ECC
are: first, it provides acceptable rules in contracting through e-
communication ; second, the ECC leaves space for signatory states to make
some national rules to regulate e-contracting.

On the one hand, the ECC is an international legal instrument on the
basis of two model laws. The aims of the ECC are to solve the legal
obstacle to international electronic trade, and to determine fundamental
principles of e-contract formation by adopting mature regulations of e-
commerce from international laws. For example, such provisions as the
judgment of offer and invitations to make offers, the iegulations of
electronic errors, are all worthy to be adopted into the PRC Contract
Law.

On the other hand, the ECC actually keeps silent to the rules of e-
communication or e-contract due to its international trait, which shall be

governed by relevant national laws. For example, the principle of
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[ i disclosure (Article 7)., the availability of contract terms ( Article 13 ),
v ~ ete., could be all regulated by domestic law. In the amendment of the

PRC Contract Law, these articles can be considered to adopt.

4. Solutions for the E-contract

“Regulation in China

4.1 Reasonable and feasible solutions
for China to remove the legal obstacles

to e-contracting

4.1.1 Solutions for the e-contract regulation
in China
The legislation of e-commerce has been
discussed for 10 years siﬁce the promulgation of the
Model Law in 1996. By the model effect of two
model laws, many organizations and countries around
the world have made a great effort to deal with legal
obstacles to electronic commerce with various acts.
Especially, the issue of the ECC symbolizes the
maturity of regulations on e-contract in . the
- international society.

According to the legislations of e-commerce
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around the world, the prevalent method of solving the special problems
brought by contracting through e-communication is to make single law or
special law as e-commerce law or e-signature law. The core of such laws
is to deal with problems of electronic evidence by equating electronic
records with paper, and equating electronic signatures with written
signa’mfes under the principles of functional equivalent and integrity of
information. Further, the regulations of the arrival of e-communication
and the electronic error can solve special problems broﬁght by contracting
through e-communication. However, these regulations all exist outside
current contract law so that the e-commerce law is regarded as the special

law which merely attracts attention of businessmen.

In this connection, we believe that e-commerce law should be-

integrated into traditional contract law system, in which e-contract is also
a contract that needs to integrate the special rule into traditional contract
law to form harmonizing rules to make it enforceable. In this regard, the
amendment of UCC Article 2 has made a great progress in essential , while
in Europe, the legislation of e-commerce is still in the level of making
single law without absorbing e-commerce law into contract law, but
commonly in the judicial practice, the regulations of e-commerce or e-
signature can be applied (11,

In China, we have taken the first step of e-commerce legislation with
the promulgation of ESL, and what -we needb to do now is to adopt the
regulations of ESL and other international e-commerce laws into the PRC

Contract Law. The main purpose of such absorption is to solve the

(1] The amendment of Obligation Law of Holland is an exception.
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:pmblems of concluding and performing e-contract, but the enforcement of
¢ coniract still depends on the procedure laws as evidence law. In order to
colve the problems of the legal validity of e-contract thoroughly, we should
Frstly establish the rules of electronic evidence. Therefore, we believe
_ that the reasonable and feasible solution for the e-contract regulation in
' ”China is to amend the PRC Contract Law and enact e-evidence law.
4.1.2 Reasonable solutions for the e-contract regulation in China
1. Reasons for Amending PRC Contract Law
“According to the form of e-contract, th(? PRC Contract Law initially
adopted "e-contract into iraditional legal system, recognized the legal
. validity of data massage, and established foundational principles of the
_ timie and place of the contract formation. However, compared to detail
_ provisions of e-contract formation in other countries, such principles of
Contract Law are rough and unclear. By reviewing the e-contract
’ legislation of Europe and USA, especially the amendment of UCC Article
2'and the ECC, we think that the PRC Coniract Law should be amended
to adapt to the development of e-commerce.
The broject of e-contract legislation seems to predict the
’ establishment of single e-contract law, but after the research work, we
believe it’s nét feasible to prepare a new separate e-contract law, since
there’s no precedent in EU or in USA as well as in other countries, and
’, the e-contract still has to follow the foundational principles of contract
law. Further, some special problems resulted from the application of e-
communication into commerce also -should be settled under the traditional
framework of contract law. Therefore, the harmonization of current

regulation is the best choice to adapt contract law to e-commerce.
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2. Reasons for promulgating e-evidence law
To cope with challenges of e-commerce, UN took the lead in seeking

methods to confirm the validity of evidence for electronic records. As a

result, a single law of e-commerce was established to enable electronic.-

records equal to a paper-based document on the basis of distinguishing
data massage from oral and written form, and a new system of data
message principles was- set up. These principles constituted the Model
Law.

The Model Law was classified as international trade laws. The Model
Law created a new word of “data message”, but no words related to
electronic evidence was mentioned, which seemed that e—commerce»law is
only applied to ensure the validity of data message in business. However,
the core of e-commerce legislation is to regulate the effectiveness of e-
evidences. The Model Law is an evidence-related law in essence, since it
established fundamental principles, such as “writing” , “signature” , and
“originality” rules for data massages.

However, in the process of nationalizing the Model Law, nearly no

country transplanted or legislated laws from the view of e-evidence;

instead, such laws similar to the Model Law as e-commerce laws or e-
signatures laws were established. Moreover, these special laws just exist
outside the whole legal system since lacking of study and absorption.
Since the principles of the Model Law have not been converted into
implementation rules,let alone evidence rule in court, which caused the
failure of nationalization of the Model Law. Therefore, the legislation of e-
evidence is a good way to harmonize ESL with the current legal system,

and only when the ESL integrates into current legal system, is it an
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active Jaw.

Actually, e-evidence law is not only the method to deal with the

"effectiveness of e-contracts, but also the legal foundation to solve legal

problems in digital age. E-communication has been extensively used in
business, - government  affairs, c‘ofnpany’s operation, . and - the
communication between individuals, so the e-evidence principles are the
fom;dation to solve disputes ( including contract, tort, administration; and
criminal ,- ete.-) . ‘

-4.1.3 Feasibility solutions for the e-contract regulation in China

1. Feasibility regarding amendment of PRC Contract Law

. The PRC Contract Law, as the first law that equals e-contract to
written contract, harmonizes e-contract with other forms of contract in
essential , adopts the experience of e-commerce legislation preceding UCC.

However, since the Model Law was issued just during the time of

 lawmaking of the PRC Contract Law,, the adoption of e-commerce in the

PRC Contract Law was advanced but rough. The PRC Contract Law does
not touch upon the problem of how to equal e-records to paper-based
documents in judicial practice, and the.problems of the formation and
implémentation of e-contract. Nowadays, the Model Law has been issued
for 10 years, and China has transplanted the Model Law and enacted ESL
as well, so it’s time to adopt the principles of e-commerce into the PRC
Contract Law systemically. The promulgation of ESL and the experience of
UCC Article 2 amendment provide good reference and create feasibility for
the amendment of PRC Contract Law.

From the point of the enforcement of statutory, if’s always easier to

revise laws than to make new laws or regulations. This is also the

108



TR T4 R Sr ok R s

experience from European legislation regarding e-contracts. Therefore, it’s
feasible to amend the PRC Contract Law and make it applicable in the
digital age.

2. Feasibility regarding promulgation of e-evidence law

First, the ESL is the legal‘ foundation for e-evidence legislation,

Actually, the ESL creates the- principles of functional . equivalence to

enable the data message to be equivalent to ‘paper-based document, but.

the provisions in the ESL are just fundamental principles that need.to be
supplemented by relevant implementing rules or regulations. For example
article 4 ( data messages functions as written form ), article 5 ( the
conditions for a data message to function as an original document) , and
article 8 (the examining rule for the authenticity of a data message as
evidence) are all general legal principles ; which need to be supplemented
by specific’ implementing rules.

Second, judicial practice provides experience to the legislation of e-
evidence. To date, the application of e-evidence in court is st difficult,
but there exist many cases ‘such as Internet tort and e-contract " dispute,
which need to be judged by e-evidence. Therefore, it’s necessary to
specify evidence rles for the effectiveness of e-records and e-
communications. These cases are helpful for lawmakers to find problems
in legislation and adopt rules into law.

Legislation of e-evidence law is more difficult than the amendment of
the PRC Contract Law. Practically speaking, judicial explanation by the
Supreme Court is currently an alternative solution to establish an e-

evidence rule in China.
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'~4;'2~Solution5~of amending the PRC Contract Law

4.2.1 Foundational solution of amending the PRC Contract Law
1. Legislation Plan: to persuade the Standing Committee of National .

People’s Congress to list them in legislative agenda.

2. Drafting: to authorize the State Council or relevant agencies to

. eonduct preliminary legislative investigation and to draft laws. -

3. Academic research: to appoint qualified academic institutes to-do
préliminary research.
4.2.2 Some thoughts on amendment of the PRC Contract Law
In the amendment of the PRC Contract Law, it is advisable to apply
the following rules:
1. To separate electronic contracts from traditional written contracts ,
and to set up a set of rules that enable electronic record to be equivalent to
written record.
2. To amend the principles of offer and acceptance-information
attribution rule in electronic communication. The PRC Contract Law-has
specified the arrival time of offer and acceptance in the form of data
message, but not mentioned the arrival time of the -data message
transmitted to recipient’s special information: system.

3. To follow the UCC Article 2, and define e-signature included in
signature. . .
4. To adopt the legal validity of acknowledgement of receipt.
| Supplement the provision of the legal validity of confirmation of receipt in

the ESL by implementing rules and adopt it in the PRC Contract Law.

1
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. . c . . : i th
5. The effectiveness of automated transaction. Legislation shoulq ence such as the principle of following current evidence rule, the

confirm the atiribution and validity of automated transaction applied in neiple of technological neutrality, etc. and to define relevant terms.
business, since the use of automated transaction has become popular. Part Two : Definition and recognition of electronic signiature.
6. Electronic error. To create supplementary principles -of how to ' Part Three: The effectiveniess of eléctronic communications using
deal with electronic errors and how to guide parties to: avoid disputes of ital signature.
electronic errors. Part Four: The effectiveness of electronic commumications without
7. Amendment of standard clauses. China also needs supplement digital signature.
principles such as the scope of standard clauses online, and the demand of Part Five: Discovery and forensic examination of e-evidences.
disclosure, etc. ,.so as to protect the rights ‘of accepters. Part Six: Verification of e-evidences.

© Needless to say, the rules above are high-level. We believe that
much more problems of e-communication need further discussion in the

future.
‘4.3 Solutions of the legislation of e-evidence

4.3.1 Foundational solution of enacting e-evidence law
. 1. Legislation Plan; to convince the Standing Committee of National

People’s Congress to-list the enaction of e-evidence in- legislative agenda.
If necessary, China may establish an electronic evidence Tule in the. form
of judicial interpretation. -

2. Drafting: to authorize the State Council or relevant agencies to
conduct préliminzuy legislative investigation and to draft laws.

3. Academic research: to appoint qualified academic institutes to do
preliminary research.

4.3.2 Framework of enacting e-evidence law

Part One: General principles. To establish foundational principles of
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5. Conclusion

In 1996, the Model Law initiated the legislation
of e-commerce in the world. By the effect of the
Model Law, many countries have been _exploring
methods to face the challenges of e-commerce for 10
years. Nowadays, it’s significant to propose the
suggestions of promoting the application of e-contract
in China through learning the experience of
international society and other countries, especially
USA and EU countries.

That promoting industrialization by
informatization is the fundamental strategy for
economy development in China. Under ° such
instruction, the ESL was - promulgated in 2004.
However, the legal obstacles have not been cleared
by the ESL as people expected. To study the
obstacles and measures that Chinese government

should take to remove such obstacles are basic aims
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5. Conclusion

of this project.

For this purpose, we prepared this report. based on our research and

. study for over one year, and we also tracked the legislative activities all

over the world. Moreover, we analyzed the situation of the application of
e-contract in China, and showed the experience in e-commerce legislation

of 'USA and EN; Accordingly, we proposed é resolutiori for e-contract

legislation based on the comparative research: amendment of Contract Law

and enactment of e-evidence law.

This report concludes the viewpoints of experts both from China and
FEurope. We believe this resolution is reasonable, feasible, and
foreseeable,, hoping that this resolution will be recognized and accepted by

relevant authorities.
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(2]
(3]
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(3) Art.6paral a—cESD 1999/93/EC.
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134

L. R TRSLEEN

b) #H
FEEE, SCRFELES) MM EZ ERHE T 2000
#2419 “the Loi 2000 — 230 du 13 mars 2000” (1)1 2001 48 H & #9

* “the Décret n°2001 —272 du 30 mars 20017027 , RN E KEHES

MFAFTEE, KA TEERSERT 1997 FEH AR, “£RH”
AYERIEREH. FEHET “ B BRESAAZ R TEME
KRB FH ik, TR 23 T8 E B BT R, R A IR R

. BEMNBFELNERELTHE, FRTFELERNTFFEE
%o SFEZHMERML, EEIBRFEZXTHRIEEZ NI E.
¥ EIAIFZE 514 ( COFRAC, Comité francais d’accréditation) f34R¥SH T
1994 4E3k B FHRAFIIA KM

c) FEH .
EEXMCRTFELES) WRAS LT, BLET 2000 £

WA T (B F RN IEZE) (the Electronic Communications Act 2000,
ECA)(4) Fyk 2 F 2002 Hi78 T (T8 & W) (the Electronic
Signatures Regulations 2002)(5), (B FERILEIE 7 &5 1 K EIH
IR T U FAR T RSB W30, IR AR ME B SR B SK
PN e R B UEYR o

(RTEREE)EE 8 KM O KT RA KT TR PRl 2 AR
RIPEAIIITE . TR, 3L T 2002 SR8 T (R FEE ) , NEGE:
BTFELE(E2 K) JAERSWEE (53 &) HRTRE(E4
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[{1) Cass. civ. lere 28.04.1987, J. C. P.1987 II, 20893, note paisant, but contra,
Cass. civ. lere 18.04. 1986; R.T.D. 1987 Vol. 2, p. 86.

(2] Céss. crim. 27.06. 1989. D. 1990. Som. p. 360.

.~ [3) Lilian Edwards, The New legal Framework for E — Commerce in Europe, 2005,
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(4] Préjet de loi sur la Société de I'information, Doc. Assemblée Nationale Nr. 3143.
[5) Lilian Edwards, The New legal Framework for E — Commerce in Europe, 2005,
p. 104. .

(6) Statutory Instrument 2000,/2334. ,

(7] Lilian Edwards, The New legal Framework for E — Commerce in Europe, 2005,
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(1) ECD, as referred to in the following.
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COUNCIL of 8 June 2000 on certain legal aspects of information society services, in particular
electronic commerce, in the Internal Market ( Directive on electronic commerce).

[3] Art 2 Directive 2000/31/EC.
(4] Ar.2 Nr. 2 lit. a Directive 1998/48/EC.
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" {2] e.g England: Electronic Commerce (EC Directive) Regulations 2002.Sec. 2 lit.

*b; Finland: Act on Provision of Information Society Services 2002 Sec 2; Spain: Ley 34/
2002, de 11 de julio, de servicios de la sociedad de la informacién y de comercio electrénico
Portugal ; Decree — Law no. 7/2004, of 7 January Axt. 31.
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Kryczka, Intemational Journal of Law and Information Technology,:p. 55.
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BAFNSIRBE MFE BT, RAFN BRI b 2 W7 SR FEEERIE T BAURABEER. Sl A=
Ry P o 1) FEREHBEEAF D, BIURAMERE R AR AR 2) &
ETEBEEITE El%z‘éﬁliéz‘*ﬂﬁ A R AT (PR AT S ) I (SR AT 4) SR ST 2 A
ﬁﬁﬁmﬁﬁzxuuuzmrfﬁwpwﬁ$ﬁﬁ%?m#%ﬁ BRI, BMEAREE 1978 SR LR EMB) 45 1 %, B
BIErTR] , 22 SR A A i e R 3438 FIBE M 3 LRI B3 SR T e T%ﬁﬁﬁ%%ﬁb%ﬂ?%ﬁﬁﬁwi%%fﬁ,E’,?’E‘ﬁ‘ﬁm)ﬁ%_t

L T T NP ———— B AN SR LS 570
NI o F SR04 s R LS S50, B EHHEMER. XTMEIBRRITHASST ok 07

y Z B I (6)
B2 T R F PR GTBI A 11 3, B ey T B B A, 2 RERRTEAMATRRIRRTE, F;%
SR TR A5 S T B 35 P A BN Ao g 311 SCB TS &) IR
HlikL4) o) A RGL

' R E R BRI 55 1108 2L, A R A0 BT 53K R A
BN FESE S, IR SR B S TR B e PRERRRIOR mAEAE -

~ S5 RIS A X 2 FURGEE T L s g 2
ST YRR R e e e , / i
OB, IR IR IR SRR M SRR A IR s T ALE T & B AR R
BB RRBHTE WRE ORI, K AT 2

-7 BREFRE RS, X ER A AN ER R

%%%Jﬁﬂ‘ﬁ%ﬁgﬁ% i — &klﬁéﬁﬂjﬁiﬂlo ?ﬁﬂgﬁ {ﬁ%g‘ﬂﬁ éﬁﬁﬁ,ﬁﬁ%ﬂﬁ?‘%ﬁ%{ﬁ*ﬂ%ﬁﬁé[“ ,ﬂ;]% %?Eﬁﬁﬁﬁ“ﬁ'/\ﬁﬂﬁ

AT SRR A S S, BRI B BARRREA (AR RAIEL, B R L R4 3t
G ETTE AR RIS IE4) ST AT, 3 % T 5 4 o ey | |

VR BB R 5o, BB T L. (BRI ,
T, & IR TR A AR, (1) Law of Property Act, 1925, sec. 52 and 54(2)..

(2) Law of Property Act (Miscellaneuos Provisions) Act 1989, sec. 2 (1) and (3)

(3] Copyright, Designs and Patents Act 1988, sec. 90 (3).

(1) Brinkibon v. Stahag Stahl ~ und Stahlwarenhandel GmbH (1982) 1 AIl ER 293, ~ (4) Bainbridge, p. 305.

(2] Rowland/Macdonald, p. 307. ' (5] Bainbridge, p. 305.

(3} Chissick/Kelman, p. 80. . N (6] Lloyd in Edwards/Waelde, p. 139.

(4] Rowland/Macdonald, p. -306. ] ) [7) Ferid/Sonnenberger, Vol. 1/1, Mn. 1 F 214.

- (5] Chissick/Kelman, p. 83. (8) Ferid/Sonnenberger, Vol. 1/1, Mn. 1 F 222, p. 437.
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SO T AR B S A, SR, B4 AT LA
ORI SE A B 2 e, T LB A Sy I, 3
IRIEHUE T RN W ERMEAL, B, (B RRER, AT S s
PRBRRRBHODLE M, WREENEY, BRIUEE L
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RIS W5 2 43 2K, BN 26 4 TR0 35 3 3
G AN R R R BT T 5, 4 A R
FITRB B — IR, o B S A M R 2 H T 305, %
EPIS A P 2 0, (B ST # B Minite RUGE/ERI7e2
BRI 95 8 O SO B B 5 T AR R 690,
LR F M4 A FRRET T2 A, ATk, B E (s 2
BIBEBINT EAHE A TREE MK, Kl T RS S
Pl RTEITHT LATIR & ARG - F LR, B TR
PTG FI, I S M R X TR A B e
PR T ESMA TR WA, MBENRE LA T B2
RERS 9 RIS 0 ( HE3h2t) T FREANSHEL, T2 W20
R NI S TR RO o S 3 2
SRR L126 - 16 S FBMAEMME 5 L 121 - 19 S LT 50
R AFRBAMMNE, X ERHE FORRHBES) i
SCHti R A, |

A, — BB R B R B SRS ¥ (HE Bl

BELE BB E . X TR, B 5 vente &
cile) "SI, L HHE L) 121 —21 S Hse,
EOMBE N P02 T 4, T 460 e 00 s = f
I B, T P S 0 ) TR (vemte & distance) B2, {EL%f
AR, NRLE ok B RIS B — IS, 5 S 3 [
AL R 72 LS SRR T, HO A
WEL BLRE ORGSR, RIE A NE L . 4
BRI R R AR N A E (1)
b) AR AR
- ATIGAR A, — B ARSI L ST R 5
TR A SR, B, & B 45, T
P2 FRIRSL A DOROR BRI T , 452 B AR (&
ATRERRRY) RBE NI (A RTREL AR RN
RS M B (A FIF B A BB RS RT ) EE (4
AFREANERRATRFNRRT) 2) At 3T
B A R, AR AR R T i 73 R T
B () — ST, 236 T B, e,
RSB RE, AR, 3R A A
R,
OBREH i | |
TEREE RN T IO St A DT RO ) R 3
ETHS . HAREEMREIE TAEES. AMEESEET .

(1) Bensoussan, hitp://www. creda. ccip. fr/colloques10e - comm/10acolmel. pdf.
[2) Ferid/Sonnenberger, Vol. 1/1, Mn. 1 F 233 , p- 441 et sqq.

{3] Renard/Barberis in Spindler, E -~ Commerce Law in Europe and the USA p- 78.
(4] Ferid/Sonnenberger, Vol. 1, Mn. 1 F 501.

(1) Ferid/Sonnenberger, Vol. 171, Mn. 1 F 221 ; p. 437. )
(2] Ferid/Sonnenberger, Vol. 171, Mn. 1 F219 and 1 F 223, p. 436 et sqq.
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R T4 RS2 B B B 5

2766 ZHRE , NS R BEIE S FIENZEER, R
BURTFRBAMBAENEEETR, BB 492 £5 1 Zp0ME,
WREZERGAAUBEERES, ABUEAFERIT T RS
BER PRI EGISMLES(RTFRSES)E 9 KRS

SRR KFEIBRAZ BT LM 4R (HFASTEZ Ay
SE 5 NS AES LB A Z B00)02) R i A
RIS PR A IS M P20 A R 4D M50, 35 BB HLAE . v |
WHERRABEER 4R, FR A BRI, & FTR. bl

BB R TR 00 A SR A5 o e S
P 312 RERREN F(HEFHSIES) AN S PRz BEEN RN R TERN AR o

3.1.2.1 &  REEL)FHMEEYE. @%,%?%?ﬁﬁﬁﬁ#ﬁ%gﬁ%ﬂ%

O RU(BTRHEEVE O S T4 FHHH AR o
zjiz%@g@z&mmlj? AT T AL A2 L) fy - DRBRTRSES) B0 F—mRLS

| | BB TESES)E S KT EAN S WA, (R
T3 5 MBS B M % 55 (s F R S48 80 B 0 S Y 3120 (8 TR P ) HE R £t T
e, BN TRTEALE (R EEE, o HTEEREI) EIFHAA T CETF 4184 AR, 1T

?%ﬁﬂ%Tfﬂ’ N TR 4 FTF, WL FEERNHUEER L — IR RIS AL T ¥ A
%?&?Uﬁﬁ’]ﬂﬁ?ﬁ#ﬁﬁ“ﬁm !—:,I’th*ﬁ{l,(%?%%ff»ﬁﬂ% *%%Yﬁﬁﬁ,nEﬁ&ﬁﬁTKﬁ%ﬁﬁﬂETﬁﬁ%ﬁ:@%ﬂﬁﬁ

TRREAT, MAR T TR, TR, 115 9 BRI L S B L, TR 0 (TR R J0) 85 3120 401
R 2 AL ATV BB AR RH LI 19 6 WA T 2 B T BB T AT B AL B A X 5, 5
AL IR AR TR OIS0 E R A 89 12 o 48 (1) S 2 TR AT B
RS BV AE A (BRTAG  TE 880 R A 3L, SR — 5 5 4 E 10 2 T A 2, JE AT LI A s 7
HHEAEE S A S8 T BFE 5 0 04, F AR TR — . BT BEBRT R AN 57D (6Tt 50 it
HERREWHER B Bl AR A FOF R I35 312 o 2688 (1) IR G B Y 4575 At B g
TR ERAAH RSO BHE SEES . RE(EEREHR) 1) 85312 ¢ S8 (2) TSR T3 6 TERA BT 3
| | SRR TAR) B, LS B DS A 2 53 A > ] 57 25 6,
FERURSE | T8 | 5B 3 S, E, R G 2
SEMAT LTRSS LT WA M,

(1) Anticle 1250 No. 2 Code Civil.

(2] Article 1250 No. 2 Code Civil.

(3) Adicle, 2127 Code Civil.

(4] Article, 1394 Code Civil.

(5) Artcle L.313 =7 Code de la Consommation.

(6] Wellbrock, p. 128. (1] BT -Drs. 14/6857, p. 20.
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w2 S TFRIRT RS BB, N TR % B R R IE M
| FEITERB, TR T, BT — AR, 2 s
BUBFIRE . 55312 ¢ K55 1 TUE | S, AT R A NAES
| BRI T A AR A R R A SER I8 2 A AR
ERRHARTE. 52 THET , B I B T S A0 A U
 RAEEBEZ AT AR, A E R TR T i SR,
TR, SR S R B R AT (T
BSIEAVE 1L RIOE . X T4 R AR L, 4 T 80 L
P R BRI RS S B R R, A R R, R, 7
it BB B EEF BT AR T , B3 EE S BT,
B LTI TR LSRR 1 B BB A, AR
FRBER. Hi, LT B B RR R AR, b T4 R0
AR T R R T e (1) !

| GBBITE (BEREH)RAT (R TS F s
BB T FURBRI S B, B0 b RN B
AT R B SRR G T B (94, (e B S B R o, 3
MESHWIN T, RRE T WHIE” 2. 16 R
BET, B el R T AL I 6 45 5 B , Tl R4 S0 A,
A REP A R B X 0BRSS S R IR R , B “ B2 O —
TATRIARE W HE . MU M A% WS, BH T
(BRI 6752 BT RSV 12 £ 6T BALE KA,
BB T WRH S, B, 4 T R AR R — Sk R
SEIAF A L2) L

(BEREIH 312 e K083 EMET , W FLUABIL = 2y

B ER LSRRI, 55355 K52 58 1 0RA, He
FRERER 355 AR ZER AR R LA IR R e A 1 485 1 i 1 &
PR X RIBATZ R H S 1) X F s F APt Bl e
TRV, W% I Rk ) 9 — SR B0 F D b 2 B, SR
HIFBA LU M T, B T SR AR T B H o
BRETRBRR MATRE(EEREI)E 119 25, s
R TR 2) fRIBCIBE RIS 45 311 448 2 1.8 041
AR5 2 LI TR 280 ARHORLE , B T A FIFRE T 5 —F T SRR
ER“HERERXE"( culpa in contrahendo) , IR # & TEfTH
BRI Y XI5 B TS5 10, I SRR, BRAT
X EROIE FEWE, ST, e 0T, AT sy
BEAFLER 3] .
CO)(RFRSES)E 11 f—BhEmy .

ARIEEST T 6 IR A T T 400 R 305 — ke, O by
IERRBLHE, TG0 AR TS MBS E A, I
RATRERBA NI LR, LREDEL AR, & R4S, 5 |
TRFRMMARALH S Hilk, AR B YRR RAER
WAEMES, RATER R B R, A RN E A (4)
fEE ( H 2% & 5 Y 3E 32 #54 ). (Purchase of Consumer Goods
Directive) BIRHEITR T4 7 X4 WIALRE, SS90 T 3 (T R 455
UL SERBINAT . RICEE RIEI12 ¢ 255 1 T8 3 508

(1) Wellbrock, p. 131.
(2) Grigoleit, WM 2001 p. 597.
{3) BT-Dms. 14/6040, p. 173.
(4] Compare: 11 d.

(1) Compare; I1 c.
(2] Rudolph, p. 49.
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3.1.2.2 ¥&H

) (M TRIEIEL)E 9 S—— B F AR

SEEE R EESRFARAE T 4 RIS, K27 5t
EMERT & RMAERE S S, REES T HF 4R ER, 8

R TR T RIS E ) SOMRT, B M0 37 BN UM B 2N I TR T

RBlo FERREACHLFAE4H4) BTHLE SOVE R 1Y, 2000 4EAO3EEI( i T
BIRE)HE T FME 8 KA TFAFRBRTUTHE, 87 2300
TERTEAMREIE, 8 8 KIURT TS B 2 iy
AT B A FREIT I WA FBA T 1) RipE
HARAIE T — YIRS A A AR T, U0
B B, S EHN B R R ECRE, o T T B
HHUEF SEGRAN AR RSN, Fh 0T mERsE &
BIRANE AR RETHE (R FHSHL)E 0 KN B
BAREFHINAEFE T ILTFNRIE, ARG E T A RS
FTFEEER, XBUEBRETRRERL)

REFBA LS WA TRISIE5) 8 0 M AE. ET,
S I T IE A SR R BRI O 28, A F R 45 96 ) 75
B E SRR AL,

b) %5 10 H——45m X 45

SR TR0 2002) 85 0 A5 W T (o F i 540 ) 55
10 FRTFEMIS WHE, W98 T b T RB 5T, 2y LK
R SEFATE T XS5 LR FRS2A)E 13 &>

(1) Transposition Note for Directive 2000/31/EC, http://www. dti. gov. uk/industry
_files/pdf/transposition. pdf(Oct 18, 2006) ; Wellbrock, p. 138.
(2) Pothmann, p. 259.
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3. BOM B EXTETA 0T

HE MREEEBR TARYE, HRETUSEE SR e Ve
e, BRI ERAL, B S EME IS (L FRISZH)E 16 ) B
ho RCETFRISIESVE 10 5658 2 M2 HE, MBS S UUE R
ERRRRETIER T 4555, B 0E Rt i, o
FEPER “SLEME IR T AR, IETRMLE X TR 5 404 R 4 S AT — g
TEUUT £ B3 54 0 45 RO AT , L RTREE A
~e)HE1 £—TiTH
SEE(BTFRIFE)E 11 £XTHA R B A THE, BIES

11 4655 1 3K a T, JR 45 20 B RO AU E N 3R E 3 1) 0 20 3 W Sl 3T
B 8 13Kb FUUMET 8B D S R — 2 AR 4 DL 7
HERB IR IIE AR SIS R, A5 2 T B,
— B AN RES B R A A BB R AR & ST BT T 2 A B i
R E AT AMCE . WA RO H I B E R T TE
BRI R, BRI AR T8 '

SEEC IR TFRISE)E 9 455 | 500 “ T8 AT T2 X,
511 4655 1 30 TUUHLE THABEIER 5 12 £H & FEAL
B BR, FEHMBE S, MR “IT8 Wh o FAEL M —Fs
LD

(AR, ZEN B AR I 7 T A AR 28 A TR A L |, JRAT 7T I
B IR — YRS IR HH R L, IR e I B
BFS IR I 5 B TR N B AR T, TE 4 8 28 ik < FiT
SIS, B, TR E B R RE SR T

[1 J> Reg. 12: “Except in relation to regulation 9(1) (¢) and regulation 11(1) (b)
where  order’ shall be the contractual offer, ¢order’ may be but need to be the contractual
offer for the purpose of regulation 9 and 11.”
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W, R R T IT, AR GE LR % AT L AW, RATRAE
BRPS IR R — R E B B ELHE, (IR M R MR
7 BRI B E A, BR A A R B4 .

RIBEE 11 4858 (2) 30 b T, 3¢ T3E i oo FHR B 2k s A T,
— BRI R A A MRS , AT AT DL R , Bk Bl
A3 BR, N T IEBFBIRRRT R REAR BRI, RITE
DEXE T IR AFET TR, EAHARE T HEI R
HE#RRE RN ER R 8RN B M HABIZ L 1)

B, EA(ETRSFES) LG, EREE P, X FHETF

& R A AR AA I SE 2 B H , FTER B 2 4k EXFFHESHE

fEMLRE , SEE AR AT 3 T L T AR 1L

3.1.2.3 H

HEEE, TR FRSHE ) WRARI I BFETEEE)
(the law for the confidence in the digital economy) &% 25 Z 27 L&HIHE
(“Loi pour la confiance dans ’économie numérique” ) ,

a) (R TFRSHELSIE I F— B TFERNES

KTFBRTFERNST  BEREDH 1108 -1 4&H 1108 -2 £&H

MEFIACEEREL) (D AT BT ERMBSFUMEHE

o WIE(EERIEM)E1108 - 1FHIE, MR B TERAMEZE
51316 -1 % 1316 ~ 4 K (TR S) WH L) HE, B
2B FRAGENERANHEERAEN BEERNES, (BE
E&ﬁﬁmmsl FE 1316 -4 FMET ARMERES, FH
FARSEBE S FBETE, AR T AR E T 4K

(1) Compare German law: I1 c.
(2] Wellbrock, pp. 144, 145.
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3. WA EX TR FERILEHRST

TR, BN, BT AR SEA SR, AT AR
B ATTVHER S, T A A A R LIS R b, SR
TR AT, RS RERA NS ARG
i T T AT A A 4 (ORI R ML) 5 1108 -
R (2) ) . HAh, (B R ) 5 1108 -2 KIEFIZET REM
TR, e T (B F RS ) B 9 A2
R BB, HIE, R E SR B AR TS
AYERKEEN, ERTFEREU ZEH.
) CRTFRSEO)E 10 K—ER LSS
R TAA(RTEAEA)E 10 £HHE, kEERL R
T (51369 14 1369 -3 %), AN A TRRMAR"
{ “Des contracts sous forme &lectronique” ) , {IEHE EEH)E 1369 -1
ST (AT REHA)E 10 £XTF HANE WHE. 5
1369 -3 &I FIREH IANBIZE 7 0 T BT S 1 & L HRBRTEST o
ST T (M TR MAABLER, R, K%
(SRR ) L 134 2 KHLERE R T RS R EEUNE
s T B RS A SR T A R RS R AR5
IEFHINS . :
)BTRSV 11 £——FiT#
HECE RS54 ) 11 RIER, 3 0 SLHAUH R (U
T, TTABRZEHET ER RGN, (3 ERER)
1360 -2 2635 T A 7 B U A SR L, 645 BT M e e — Pl DL
aﬁam@ﬁﬁ (1) P TR 2 TR AR B L 2R R B TR
s o) FTR . AE VA HUE , % T AR X T AT

(1) Compare: Il 3 a.
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R RATERARIZE . (A R N b LB A7 % N
o TSR R BB RS, FRHE K S
TR R, SRR BT RN R, AKE
PR AR, AR SRS — A2 T M RE RIS
SRR T, ZEDCATE B B RS — AL RSB BT AT
0, LU 2 RS IR AT, AT BB B m &7 v
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S TR RIS, &R Bk, st
& RSN TRt B WA R TS, s BT 2y
ST R A 5T 39 P
TR s &5 Er A BT AEA P A OB, (3
PL)H 1369 445 3 SHLE T HUC e A RE X o T 6 o 05 e
PR W MEIB AR . R T 20 L, 51
Ot R BRI S) B T WA 23T 7 4 9 e
TR, BT B 5 28 T S S bR L
P A A B

BTS2 SRS AR T (i TR 58 0) 1990 AT, 2
ST EERE RN, AL THAE4) ER

3.1.2.4 /hEE .

REFA R AR B, 45 ot 7545 0 5 T 52
PR JERARAK I, FOb, 3009 0 AR T LM
AFMER, i FH AN BT R T RS SN, 45 HE
AR PG T )73 S0 T30V, e H i A B
A8 TN T SIS, AT Ad T 7 2
AT, TSR R B 4 (E 24 A B Ay
AT A R, B, H AT E A T g
S IR LI R 55 2L, (40 80— B 6 2 T 3
B

 HTRTRS SIS 10 4, SRR EHE B mHET 55

HIEI X AT AR 34— B, B TR A et
Bk, |

3.2 HEXN(RTEAES) HIPAT

LT EUE SO TELIES) BIE ), 4 B H A 5
Mg A B R L M T B, A R R R R, R T L

{1] Lehmann, ZUM 1999 p. 180.

(2] Compare: I 3 a.
(3) In the next paragraphs referred to as the “Directive” .

(1) Wellbrock,pp. 144, 145.
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A (RTELESY AT RAERAESERERSE. EE
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WHEFTILE . ERE PRSI R YR B FEEZNENLHE
FUUE, \
EEE PRBITE, B TFELABEE T ST EALRASHIEENR
. AT, BV SR T BT Ak e , T4
B FIARAR D o BRIE BB, JEAUM AU & T 32, 000 /-6
FAR  BABC SRR B AR, SR RO L B B
EFBRHETULR. ~
BRI R R R, RATAT LUE B FEAEE, B T
T4 S R SR, Tt R B A B, i
VL 240 i i R LA R 0 B PR A PRI -
(I AR B, TN TAT LUAENT , ANIS T o Tl £
BREAREEEEN TS, ThaTHEFRBEETS

BT HAERAMARNE, SERT IR o WL, (s
FELHEL)OEFNRBRBNERRAG . H i, RF 7
HWFELE A B AR A2 ST AN, AT, gy
REMTORTELH ) RMSCH T RAEHERAT 5, 5
FIEAEE TR MU & AR UL SR AT,
R B B T B T4 A 0 R R R '
ETRRMERIES, BN B S AER 0R AR, by
REMERER LT RIERRIE (droie oivil) T, 10 3 e
RN HE A (oAU S 0 IR 2 25 06, S
HAeGto it B4 N T T R ER B R R AR s
ERREHE. ~ .
AR, R A R A SEE 0 T B (.
BEIES)H XM, W E e BT,
3.2.11EF -
T2 1999 SE(HL T B OV 280, BEME S0 T2 4
THE. 1997 48 RS A ERTN, 15 TR T 14
HIH AR BER AN RS A T2, (A SR o i
., |
%JT%%’((%%%Z?S%WEﬁ%ﬂ%,_%@%ﬁﬂz%ﬁ,ﬁﬁﬁﬁﬁw
FMHEIE, B~ (EEAL%) RIS R, e T
ERMERER LD B BEN AR 4 RO R T

-
(1) Gesetz zur Anpassung der Formvorschriften des Privatrechts und anderer

Vorschiiften an den modernen Rechtsverkehr (FormAnpG) of July 13, 2001, BGB1 2001 - I,
p. 1542.

. [1) Gesetz iiber Rahmenbedingungen fiir elektronische Signaturen und zurAnderung
weiterer Vorschriften, BGBL. 2001 —I Nr. 22 vom 21.05.2001.
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PRI TR TR, B R Mok 40 e, 1997 45 35
PR R BEAE WAt T F RO BV b W e 5

PSR R A HAE MR ESR L) Ry

%E%iﬁ%’%ﬁ‘é,#ﬂﬂﬂ?%%ﬂ@%%k%ﬁzEﬂ%ﬂ&‘@%ﬂo
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R b, e R T RS E 3 R R M T
ERTMES A E SR, -
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T T SO it — BT |

3.2.3 %E .
HTHIT R TFELHS) SRR LB FRER I T P
Boret, (R TEEEEN ST 45 1 SMET, MARA TSI
ﬁ%%?‘%@%%?’i#,ﬂ%@%ﬁ%ﬁ*,ﬁiﬁéﬂﬂijﬁﬁ%ﬁ
TS STEEL—HEARENN. $7 482 ZUMET
BAHATT N 558 £RE 9 4(1) (a) MXAIRA BT AL
REEMTRE, R E SEER (L FELE) WHE—
L2 THE,(RTFELE) A R T4 FRAE, W F
B3 R R B M AT SR IR B R AT S A, 5 4K

(1] Beschluss vom 20.04. 2006 - 5 U 456,06 ( LG Regensburg).

(2] Décret No 2001 -272 du 30 mars 2001 pris pour i’appIicatiori de article 1316 —
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1. General Introduction of EU Legislation on Elecironic Contracts

yof ordinary. contracts, in order to specify the key defining elements of

glectronic contracts simultaneously.
Pursuant to sec. 145 et seq. of the German Civil Code ( GCC)

contract formation requires declarations of intent, which are concordant in

1. General Introduction of EU
LegiSl‘ation on Electronic
Contracts |

their content, manifested. by at least two persons. The declaration of intent

which is expressed first is termed “offer” whereas the subsequent is an
P qu

“ acceptance”( 1.
t». 1.1.2 Electronic declaration of intent -

. A declaration of intent is a manifestation of .will directed towards a
legal resulf 21. In-the process, the expressing person has to act with the
consciousness to. emit a legally relevant declaration outwards. The premise

is thereof, that the declaration is based on a- human will. Electronic

1.1 E-contracts - The Civil Lafv

; ' Framework declarations of intent are characterized by the fact that the expressing

person and the addressee help themselves with electronic devices such as

All of the e-commerce experts and officials in computers not only for dispatching and receiving declarations but also for

! Europe a : .
‘ pe agree that electronic contracts hold the same creating. such a declaratiol3J. Due to this, electronic’ or digital

characteristics i - . . :
as ordinary contracts conclhided in declarations of intent can be divided into two sorts.

‘ ; common business 1i in di . o ‘ i i i
- life. The main difference, as it is 1. Digitally created declarations of intent / automated data, processing

embedded in th “ C
‘ e word “electronic” , 1s that these Digital declarations can be created automatically by a specific

coniracts are i O
specifically concluded via internet and algorithm in the form of a computer program. In doing so, both the

recorded digitally, . . .
content and the time of dispatch of the declaration can be left to an

1.1.1 Ordina ’
Ty contract automatic procedure. Consequently, one can suppose that these

Since the ordinary contracts constitute the initial

(1) Brox, Allgemeiner Teil des BGB, Rn. 165.
(2] Brox, Allgemeiner Teil des BGB, Rn. 82.
(3] Heun, CR 1994, 595, :

point- of electronic contracts, it js inevitable to

illustrate briefly the main features of the conclusion

196
197




YA T RS s

declarations uttered by a computer lack a specific human will which then

would not fulfill the prerequisites for a declaration of intent.

has to be bome in mind that the computerized process can eventually b

Therefore automated declarations suffice the premises of an ordinary

declaration of intenf{ 2] .
2. Digitally transmitted declarations of intent

These are declarations which are drafted by the expressing person and

transmitted via electronic devises, for ‘example via e-mails or via fax.

Such an electronically transmitted declaration distinguishes itself from an

ordinary declaration only by its way of conveyance. Thus, there is no.

doubt that it fulfills the requirement of a human willl 3);

3. Disposal of digital declarations of intent

In order to have a declaration of intent o become effective it has to

be emitted. For this it is necessary, that the expressing person has uitered

his will to be legally bound in a-way that there is no doubt about the

finality of his manifestatior{ 4) - In the internet such a disposal is carried

out by clicking the mouse or in case of e

to send [5),

-mails by giving the definite order

If for example such an e-mail containing a declaration of

Intent is sent, it can be undoubtedly assumed that this e-mail has been

_—

(1]
(2)
(3]
(4]
(5]

Heun, CR 1994, 595 (596).

Kahler, AcP 182 (1982), 126.

Heun, CR 1994, 595.

Palandt/Heinn'chs, § 130 Rn. 4.
DeviHe/Ka}ﬂthegener, NIW-CoR 1997, 168.
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traced back to a human will by previously setting up the algorithnf ! .
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1. General Introduction of EU Legislation on Electronic Contrac
. Gen

0 . thlS
1 ht mto commerc everiheless 3 a lot Of pl'oblems arise from

pmcecmre.blem could be that the expressing persons did not have the
i t%;ltl:xojrt(:) send out the (ieclaration. For example, is the orde'zr to send
1aI;ci'dentally activated then this declaration .would be cat.egonzez Sasthz
“1ost” declaration of intent (2]. In this‘case, the ejmall reacne -
ddressee without -a willing disposal of the expressing person. !

:)re-wiailing opinion (3 Jireats these cases the same way as'clasest‘ I:Ci:f
oﬁsciousness of manifestation. The unwilling disposal of def: aj.ra 10. 1
:)‘e'put on a par with willingly emitted declarations if the unwilling disposa

i ’s fault (4],
erce can be traced. back to the expressing person
into comm

Another opinion {5 evaluates the Jegal consequence ofnthc.ase unv:ﬂijgz
disposed declarations by using the objective interpretation cri Z e
declarations of intent. If the addressee is fairly allgwed to assum»(.-) thai j
- declaration was-sent to hﬁn willingly then his reliance on .th.e emst::: "
Il deserves protection. The preference of this opinion consists.
:::hpjs:bli]ity for the expressing person to distance himsel.f 'ffom tfe ;eid
consequences of his unwillingly emitted declaration by rescission. rfnlm 1g
so, the damage of the addressee resulted from his reliance on a willingly

lalatloll Of mtent WOUld be COIIlpensated puISl.laIlt to sec. 122
S
d.lSpOSed dec

GCC.

Fritzsche/Malzer, DNotZ 1995, 3:(11).
Ultsch, DZWir 1997, 466 (469).
Palandt/Heinrichs, § 130 Rn. 4.
BGHZ 65, 13 (14).

Koch, Internet-Recht, S. 137.

(1)
(2]
(3)
(4]
(5]
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. . 1]
ive i i i ¢ jecti ng of the declaratiorl 1],
Yet another problem is the point in time of the disposal. = The normative interpretation, i. e...the objective meaning

moment 1s nlatellal f()l i l 1€ (I[[estlon lf a ! ],] ‘ 1 d b tre d um b f d de and
I1 f W t y p T.
g t 0, eb S1tes can be Visite emenaous n €T O ETrsons wo: w1

i i i oods and services is to be seen as an
withdrawal was exercised in due time. The so-called queuing has to be theoretically, if the presentation of g

”
i icking the “order” button.
enti ‘ . is 1 i an accept this offer by clic
mentioned in this context. This is a procedure where e-mails are offer, everyone c¢ P

i imited capacity of the online
programmed in a way that they would be transferred in a waiting queue However, this would probably bust the limite pacity

shops. Hence, the offer of those websites can only be judged as an

before being dispatched. It-can be imagined that the relevant point in time

I € OutbOX due to t l t vitation to visitors to ve an OﬂeI{ 2 ] . F()ﬂOWlng thlS Py th
the gl e
) ’ he ac 1’

ini i iscretion to decide whether to accept
that by this tiime, the expressing person hasalready done everything which admiriistrator of the website has the discr

. . . di i “or not based on his capacity.
Is necessary for the disposal into commerce and the sending procedure - this offer o

. . . .1.4 Acceptance
oceurs automatically. However, up to the time of the actual sending 1.1 P

' After recéiving the offer by ‘the customer, the content provider
process, the expressing person still have the possibility to influence on the v

l » Temovin the €-m m th [0) the Of}el or not. Ihe acceptance can be Inan]fested
‘ g all frO e deCIdes 118 acceptlng

by several means. - The traditional one is to send a confirmation mail to the
“outbox” | revising it or even deleting it. Therefore, the point in time of y

i nerated - declarations by - self-
the disposal is determined by the actual dispatch of the e-mail, i, e. the customer. Furthermore, automatically genera

to be t[ansfelled to 1 f ove: 1c agenis are a].S() C()]lS]deIed as’ aCCepta]lCe due to the
g med electron g »
. the ]]_box ()

the addressed 17,
1.1.3 Offer

fact that by installing the agent a preparation action has béen undertaken
deliberately, therefore the action of the agent can be ascribed to the
used 3). Similar to this, e-mails stating that the order will be performed

Goods and services are offered . on . several . internet pages. The

are regarded as a declaration of intent and therefore an acceptance,
customers can order the specific good or service from those websites. First

whereas e-mails referring to the order being worked on do not constitute ‘
of all, the question is how the legal aspect of these offers on these

‘ i such an acceptance.
websites are to he assessed. Whether the presentation of goods and :

services is to be seen as an offer in terms of sec. 145 et seq. GCC or as

mere invitation to treat ( invitatio. ad offerendum ) , is specifie d by the .
| v ) ' ’ ’ (1] OLG Oldenburg, CR 1993, 558. 5
(2] OLG Oldenburg, CR 1993, 558; Emst, NJW-CoR 1997, 165.

2495 Heun, CR 1994, 595 (596); Kohler,
- ’

[3] Hoeren, Skript Internetrecht, S.

(1) Hirting, Internetrecht, S. 43 Rn. 73. AcP 182 (1982), 126.
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1.1. 5 Effectiveness of electronic contracts

1.1.5.1 Point in time of effectiveness
i The question is when an -electronic contract concluded via internet

becomes effective. In German law one distinguishes between a declaration

of intent between aitendees or absentees. On the one hand, a declaration.

between attendees is received and becomes effective by the moment the
addressee is able to perceive the manifestation (1), On the other hand, a
declaration of intent between absentees becomes effective upon receipt by
the addressee pursuant to sec. 130 GCC (2). Material for the time of
receipt is the moment the manifestation has arrived into the addressee’s
sphere of control. .In doing so, the addressee is able to take note of the
declaration. If the actual notice has not taken place, the relevant point in
time of receipt is the moment a receipt can be assumed under normal
conditions {3, In the case of online communications-online chats-the rule
of the attendees is applicable (4). On the confrary, situations, such
! contract conclusions at an online-shop, are determined as declarations
o between absentees.(5] Consequently, the relevant point in time for the
I receipt of declarations of intent via e-mail is the time when a retrieve of e-
mails can be ordinarily expected. Here one has to differentiate between

0 business and private addressees.(6] A regular retrieve of business e-mails

3 (1] Brox, Allgemeiner Teil des BGB, Rn. 156.
- {2) Brox, Allgemeiner Teil des BGB, Ru. 149.
(3] Hoeren, Skript Internetrecht, S. 256; Brox, Allgemeiner Teil des BGB, Rn.
: 150. ’ .
. = . (4] Hoeren, Skript Intemetrecht, S.- 256 ; Fritzsche/Malzer, DNotZ 1995, 3 (9).
L ['5) Hoeren, Skript Intemetrecht, S. 256; Fritzsche/Malzer, DNotZ 1995 , 3 (11).
(6) Hoeren, Skript Internetrecht, S. 256; Emst, NJW-CoR 1997, 165 (166).
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can be expected from business people. Therefore, if e-mails arrive at the _
«inbox” during office hours, the declaration of intent contained becomes
effective simultaneously. Declarations arriving at the “inbox” out of office
hours become effective by the time the business usually starts. It can be
’éssumed that private addressees check their e-mails at least once per day.
Due to the lack of a standard stating a usual point in time for’ checking e-

mails, the declaration of intent is regarded as received the-day after the
b

actual arriving at the “inbox” .
1.1.5.2 Rescission of electronic contracts

Basically, there is no concern about allowing contracts concluded via
2

ary isi ission
internet to be avoided if the necessary prerequisites of such a resciss

are fulfilled. Pursuant to sec. 119 para. 1 of the GCC, only errors

i i i d justify a
occurrinig during the disposal of a declaration of intent would justify

i i ; into
rescission. ‘Therefore, errors which occur in forefront cannot be taken

consideratiorl 1). In the Internet there could be errors concerming data

input or data transmission in particular.

a) Declaration error

1 alt. 2 of the GCC a contract is voidable

Pursuant to sec. 119 para.

by reason of a declaration error, if the expressing person did not intend to

manifest such a declaration with the specific content. Common cases for

the

such a declaration error could occur during data input, for example,

. .. . d
customer makes an error while writing the declaration or of transpose

digits. Clicking the wrong button could also constitute such an error.

i is - entitled - id his
Upon these constellations, the erring person 1s entitled ‘to avoid

{1) Mehrings, MMR 1998, 30 (32).
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declaration of ‘intent. He remains liable for damages arising from his
rescission towards -the addressee pursuant to sec. 122 para. 1 of the
GCC.

b) Transmission error

Pursuant to sec. 120 GCC there is a right of rescission at existence of
a transmission error of the declaration messenger. In case of the mailbox
system, the provider by which the. expressing. person operates his mailbox
is the declaration messenger of the expressing person. If an error occurs.
while transferring the declaration by the provider as a declaration
messenger, the expressing person. has the right to avoid his falsely
transmitted declaration. On the contrary, if the error arises after the
declaration has already arrived at the addressee’s messenger ( which would
also be a provider) , a rescission is ruled out. The liability for damages

resulting from a rescission remains the same as the ordinary concept for:

" non-electronic contracts.

1. 1. 6 Nullity due to lack of legal capacity

Due to the anonymity of the coniracting parties in the internet a
question concerning the balance of protection of confidence and protection
of minors arises, since the content provider of an online shop, for
example, is not able to identify the party with whom he is concluding a
contract. - However, if a six-year-old emits a declaration of intent by
clicking the “Buy” -button on the website, this declaration of intent is
nevertheless void (sec. 105 and sec. 104 GCC). The content provider

cannot rely on'his protection of confidence since there is no bona fide

204
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regarding the legal capacity of the contract partnerl 11, Cases of a limited
 legal capacity are treated the same way. As long as there is no app'roval. by
the parents or the legal representative, the concluded contract is void.
’Th'ere is mo protection of the contract partner’s confidence either 21 .
Consequently, there is a permanent risk of concluding a contract with

minors or persons with limited legal capacity in the internet.

1.2 The Current EU Regulatory Framework

1.2.1 The legal system of the European Union

To understand the current EU regulatory framework one should have a
glance at the current legal situation in the EU. The EU comnsists of 27
sovereign nations which have different legal traditions. As a result, the
process of law making depends on the conveyance of responsibilities by the
Member States to the EU. The EU does not intend to create a uniform
‘legal order. In fact the Community goals are to facilitate trade,

investments and mobility of the. citizens. To achieve these goals the EU

principally uses regulations and directives. As the regulations are binding’
on states when adopted and therefore limit the sovereignty of the Member
States, directives are used more frequently. They only set out a binding

result that must be achieved within a cerfain time but leaves a wide margin

of discretion to the Member States with regard to the actual transposition.

(1) Palandt/Heinrichs, Einfv. § 104 Ru. 4.
(2) BGHZ 120, 170 (174). :
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. i kept ve
1.2.2 R fi k for e-C form, which cannot be directed in total, the requirements are kept very
- 2.2 Regulatory framework for e- ontracts ’

sbstract. (1) This Article also names the exceptions to the ECD, namely
At the moment, the EU regulatory framework for e-contracts mainly ' ine the creation or the transfer of rights in real estate
consists of three directives. The two basic ones are the Electronie comtracts COnCerming

Commerce Directive 2000 ( ECD, 2000/31/ EC) and the Electronic
Signature Directive 1999 (ESD, 1999,/93/ EC). Another very important

directive is the Distance Selling Directive (DSD, 1997/7/ EC) but thig

(a), contracts requiring by law the involvement of- courts, public
a),

isi i i tracts of
authorities or professions exercising public authority (b), con

.. . e f
urety granted and on collateral securities furnished by persons acting for
s -

lHle p acts
] ( ) ? "
; 0ses ou Sule Il[ell I['a(le I)Ils][[ess or ['()Iessl()n C contract

one does not apply to e-contracts only.

governed by family law or by the law of succession’ (d).(2)
e 501 s Article 10 deals with aspects of consumer protection. It clarifies how

The ECD is aimed at facilitating electronic commerce. As specified nf - mation has to be Vpresente d and according to paragraph 3 the user must
1 3

by the EU official, it takes quite long time to draft the ECD, which is have the possibility to save and reproduce the general terms just as the

interactive in the market between the member states only. For Article by

terms of contract.

Article Comments to Directive 2000/31/EC, please follow this link, The third article having to de with electronic contracts is article 11.
hitp ://papers. ssm. com/sol3/ papers. cfm? abstract- id = 1009945 Tt regards the issue of placing the offer.(3)

One main aspect of this directive is the principle of the country of As stated above the directives issued by the European Union have to

origin. Explain the principle in a few words! This aspect also concerns a be transposed into national law by the legislation of the Member States.

prohibition of any restrictions imposed on information society services the

Since there are several different legal systems in the EU,

offered by other Member States and commitment to. supervise - the transpositions differ a lot. These legal systems basically could be divided

compliance with legal guidelines. In addition, the directive emphasizes These are the German section ( Germany, Austria,

Portugal, Italy, Belgium,

into four groups.
Greece), the droit civil ( France, Spain,
Netherlands, - Luxembourg )., the Common Law ( United Kingdom,

aspects of information requirements, the liability of intermediary service
providers and the electronic conclusion of contracts.
The last aspect, the electronic conclusion of contracts, is regulated

in the 3rd part, Articles 9 to 11,

Article 9 discusses the question how to render e-contracts and how to

e th 1 W el].brock Ein kohirenter Rechtsrahmen fiir den elektrc ynischen Gesc ~hftsverkehr
[
tes are boulld to creat e

in Europa § 6 AL
(2] Ar. 9 para?2 ECD 2000/31/EC.

(3) Ar. 11 ECD 2000/31/EC.

background for the conclusion of electronic contracts. Since the civil law

in the distinct states knows different obstacles, in particular the written
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Ireland ) and the Scandinavian section (Denmark ; Sweden , Finland) (1)

In the following I will tum my attention to Germany, France and the

United Kingdom.
a) Germany
In Germany the legislation decided to transpose the directives by
altering the Teledienstgesetz (TDG) and the Teledienstdatenschutzgeset;
(TDDSG ). In TDG one can find regulation concerning the aréa of
application, definitions, the country of Vorigin pﬁncipie, duties to inform
and the responsibility. of providers.[zj_ Section 4 TDG rules that service
provider settled in Germany will be judged under German law and
transposes in so far the country of origin pﬁnciple into German law. In
Germany there are some exceptions to the country of origin pn'nciple.v ThisA
principle is not appﬁcabie to anti-trust law, conflicts of law in insurance
policies, surveillance law of insurance companies , data privacy laws and
intellectual property law.[3]
Another change affects the civil process order and guarantees. a more
efficient legal protection. According to section 1031 para. 5 civil process

order an arbitration agreement including a consumer can be provided in

“electronic form.(4)

Most changes concern consumer protection. The German Civil Code

(1) Miller/ Roessler, DuD 1999, p. 497; Note that after the accession of ten new
Member States in May 2004 these groups might have to reassessed and altered in the future,

[2)] Wellbrock, Ein koh'a‘renter Rechtsrahmen fiir den elektronischen Geschiiftsverkehr
in Europa § 3 A p. 38

(3] RIW 2002, p. 184; Schack MMR 2000, p- 53.
[4] EGG Ar. 2.
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CCC) has been amended by section 312 e, whereby an entrepreneur has
fulfill several duties while concluding a contract by electronic means.

isis the transformation of the articles 10 and 11 ECD.(!) This
insformation may be, in addition to the regulations concemigg the
untry of origin principle and those transposing article 9 ECD, the m0§t
important one regarding the issues of electronic contracts. The section 312
_GCC is applicable if an entrepreneur uses tele or media services for the
ﬂe’liVery of goods or the rendering of services.(2) Relevant services are
ccording to the Teledienstgesetz for example online banki?1§, online shops
or»' online auctions. The entrepreneur’s duties are in detail to provide
’:ade'quate technical means in order to correct @stakes, to inform the
consumer and to approve the consumer’s orders.(3 ) However this approval
is no acceptance of a contract.(4)If the entrepreneur fails to fulfill these
dities the contractual partner is entitled to damages.

b) France

In France it took a bit longer to transpose the ECD into national law,
but in the end the Loi n°® 2004 -~ 575 du 21 juin 2004 pour la confiance
dans Déconomie numérique was passed.(5) Articles 1 —4 concern general
regulations, arcticles 5 — 9 regulate the provider. responsibility, by
émending the Loi relative & la liberté de la communication and the Code

— . _ the
de postes et télécommunication, and the articles 10 — 28 affect

(1) Palandt section 312 e para 1.
(23 Palandt section 312 e para 2.
"(3] Palandt section 312 e para 3.
(4] AG Hamburg NJW-RR 04, 1284.
(5] J.0. n° 143 du 22 juin 2004, p. 11168.
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remaining transformation of the ECD.

¢) United Kingdom 1ectr0nic signature” and the “qualified electronic signature”.(13

. . ... _ +The first one comprises data in electronic form that may serve as
After some difficulties the British parliament passed the Electronis ‘ P v
_method of authentification, the second one is reached when the signature

Commerce Regulations 2002.(1J So they transposed the majority of the
aspects of the ECD. Two months later the extension of the StopNow can be related to only one single person and to comply with the third
Orders (EC Directive) Regulations 2001( 2 ) included consumer protecting level, the electronic signature has to meet further requirements. In Article
elements of the ECD. The main aspects of the Electronic Commerce 5 the directive rules that qualified electronic signatures are equal to a
Regulations 2002 consider the Country of Origin Principle. So the online andwritten ono and may even be presented in frontk of court as
‘sellers and advertisers are subject to the laws of the UK if the trader is evidence.0>J Another main aspect of the ESD is the question of liabilities

established in the UK. Contracts with consumers and contracts where in each Member State. This aspect is dealt with in Article 6 ESD.

another law has been chosen are excepted. Online traders have a duty to According to paragraph 1 it has to be ensured that a certification-service-

render clearly defined information about the trader, the nature of provider is liable for damage by issuing a certificate as a qualified

commercial communications and how to complete an  online cettificate to- the public or by guaranteeing such a certificate to the
transaction.(3 ]

1.2.2.2 The ESD

public.03 JThis liability applies to issues of content, ownership and the
use of data.(4)

The ESD has the ambition to secure the acceptance of electronic a) Geﬁnany

signatures across national boundaries.(4 )Tt regulates difficulties associated " The German legislator already passed a signature law in 1997051,

to security levels of electronic signatures as well as questions about but unfortunately this law contradicted the ESD in some points. So

liabilities.0 3} In Atticle 2 of the directive three levels of security are Germany transposed the directive by adapting several rules of the GCC,

defi i i « T L : . '
efined, i particular the * electronic signature ”, the “ advanced the civil Process Order and this signature law. The new section 4 of para 1

SigG ¢ rules that operators of certificate services do not need an

[1] http://www. opsi. gov. uk/si/si2002,/20022013. him,

(2] http://www. opsi. gov. uk/si/si2001/20011422. htm.

(3) hitp://www. dti. gov. uk/sectors/’ ictpolicy/ ecommsdirective/page10133. himl.

(4] Hoeren-Skript Intemetrecht, p. 259, hitp://www. uni — muenster. de/Jura. itm/
hoeren/.

(5} hitp://europa. eu/scadplus/leg/de/Ivb/124118. htm.

(1] Ar. 2 ESD 1999/93/EC.

{2) Art. 5 ESD 1999/93/EC. )

(3] Art. 6 paral ESD 1999/93/EC.

{4} Art. 6 paral a-c ESD 1999/93/EC.

(5] http://www. online-recht. de/vorges. html? SigG.
{6) http://bundesrecht. juris. de/sigg_2001/index. html.
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( Comité francais d’accréditation ) which is a- system of accreditation

authorisation. However these providers have to satisfy certain criteria and

founded in 1994 inherited this task.

are obliged to notify the appropriate authorities. Furthermore the SigG

o ' ' ¢) United Kingdom

transposes the definitions of Article 2 ESD into German law and regulates Tn the UK the process of transposition of the ESD was carried out in
e

the provider’s liability.(1) Outside the SigG, section 126 a GCC The fi the Electronic C ications Act 2000
e nhirst one was (53 ectronic ommunications C

_two steps.

introduces the electronic form of signatures and section 126 a para 3 GCC ( ECA) (1) th 4 e Electronic Signatures Regulati
, the second one the Electronic Signatures -Regulations

equates the electronic foml With the handwritten one ,I‘h C]‘Vil ]I()()es t 7 ara I |Ilat dOCllIIleIltS Wlth an
. e £ [ section
» 2002 N 2 ] I he ‘.[['51 one rules in i P i B

Order was amended and now contains adopted rules concerning prima. facie »
electronic signature are admissible as evidence in respect of authenticity

evidence (section 292a) and demonstrative evidence ( section 371 phrase

2).

anid 'integrity of the document.
In sections 8 and 9 the responsible secretary is authorized to pass

b) France
regulations in order to regulate details. These regulations are the

The two important laws in ‘France regarding the ESD are the Loi Thi ati )
is regulation comprises

2000 -230 du 13 mars 2000 (2] and the Décret n°2001 —272 du 30 mars

Electronic Signatures Regulations 2002.
definitions ( section 2), the surveillance of the - certificate providers

. T aw alte[s the Frell gu once: - -1z ]‘ ]‘ 4 i h ()Vlde]: S dlltv to data‘
200 1 [ ] I he f()I me: ]. Ch Te; latlons tion
Ci I'l'ung ( 1 3 ) the la_b b y ( Sect1o: ) a.nd e pr

documents of evidence. It acknowledges the jurisprudence of the French
protection (section 5). Since formalities are very uncommon in the UK

Supreme Court ( Cour de casation) which accepted in 1997 a fax as )
the British transposition mainly deals with the clarification of procedural

1 E- .l 1 1 ] “ . »» 1 ] . E- .
aSpeCtS Of the 13‘“'

1.2.2.3 The DSD
The third important directive, the DSD, regulates problems related to

does not have to match any formalities.(4) Therefore e-mails are
admissible in front of court as documents of evidence. The latter lav}

defines requirements of electronic signatures so that these are treated
distance selling as for example protection against demands for payments of

equally to normal signatures. In contrast to many other countries France .
' unsolicited goods and high pressure selling methiods. In addition the buyer

abstained from an accreditation of certificate providers. The COFRAC
' - gets a special right of withdrawal since he has no chance to inspect the

o o v goods before the purchase.
. www. uni-leipzig. de/ — - urheber/ressre/ material/seminare/ infoges/seidel-
digitalsignatur. pdf,

{2]) J.0. n° 62 du 14 mars 2000, p. 3968.

7[ 33 J.0. n° 77 du 31 mars 2001, p. 5070.

(4] Cour de cassation, Chambre commerciale, JCP 1998 , Jurisprudence, p. 178

[1] hitp://www. legislation. hmso. gov. uk/acts/acts2000,/20000007. htm.
{2) hip;//www. legislation. hmso. gov. uk/si/si2002/20020318. htm.
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. . L . . (1lbut a
The exclusive use of means of distance communication in the wholg arm device is considered as a comsumer bu

agent who buys an al

bought a fire extinguisher was considered as an

period of concluding of a contract is essential to apply the DSD. weler who

ntrepreneur. (2] These problems of definition- have not been solved until
et .

(3) Since the former French regulation was almost identical with the

Since a special directive exists for financial services, it is important

to distinguish whether goods and services are related to financial services
now.

or not. DSD, there has not been a successful attempt to

,pmvisions of the.

a) Germany DSD into French. 1aw. Now, the LSI [#Jadopts some

uanspose the

The DSD first has been transposed into German law outside the GCC . regulations of the DSD to clarify individual aspects (5]

The legislator created a separate law concerning contracts of distance ¢) England
selling.( ] Later, this law has been introduced into the GCC. Sections 13 The issue of the Consumer Protection ( Distance Selling) Reg. 2000

and 14 GCC are now defining the - consumer and the entrepreneur. as the British transposition of the DSD.(61 1t covers among other things

Sections 361 a, b GCC is about the consumer’s right to withdrawals. aspects of e-commerce, maﬂ télephone and fax. The withdrawal from a

During the modemtzation of the law of obligations in 200102 the contractual obligation has to be presented in wntten or another durable

legislator had introduced the regulations of the F emabsatégesetz into the form.[7)
GCC. Now sections 312 b to d GCC constitute the German rules in respect
of contracts of distance selling. Whereas section 312 b GCC represents.a
definition of contracts to which these rules are applicable sections 312 ¢
and d GCC regulates the duties of entrepreneurs using distance selling

contracts and the consumer’s rights.

b) France

[1]) Cass. civ. lere 28.04. 1987 , J.C.P.1987 II, 20893, note paisant, but contra,

Ciiss. civ. lore 18.04.1986, R.T.D. 1987 Vol. 2, p. 86.
(2] Cass. crim. 27.06..1989. D. 1990 Sem. p. 360. . o0s
(3] Lilian Edwards, The New l;agal Framework for E-Commerce in Europe, s

p. 102.

(4]
(5]

A general problem in French consumer protection law is that it is not
exactly clarified who is consumer and who is entrepreneur. This has

always been an issue in front of the courts. Unfortunately even the French o
| Projet de loi sur la Société de l'information, Doc. Assemblée Nationale Nr.

Cour de Cassation has decided in ambigious ways. For example an estate Lilian Edwards, The New legal Framework for E-Commerce in Europe, 2005,

p. 104.
6) Statutory Instrument 2000/2334.
571 Lilian Edwards, The New legal Framewotk for E-Commerce in Europe, 2005,

p-285.

(1) Fernabsatzgesets: http; //de_]ure org/ gesetze/ FernAbsG.
(2} BGBL 2001, p. 3138.
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contracts.
This chapter will focus on the general information about' the E-

Commerce Directive and the Electronic Signature Directive as follows :

2. The Relevant European Expenence .2.1 The ECD (1)

on E- contract Regulation .
The ECD (2 aimed at facilitating electronic commerce to the greatest

extent possible.

One main aspect of the directive is the principle of country of origin.

- L P Tt contains a prohibition of any restrictions im osed on information socie
As pointed out above, the current EU regulatory ’ g p g

services offered by other Member States and a commitment to supervise the

framework for electronic contracts mainly consists of . . . o
' compliance with legal guidelines.. Additionally the directive emphasizes on

three directives;-
aspects of information requiremerts, ‘the liability of intermediary service

+ Directive 2000/31/EC of the European

providers and the electronic conclusion of contracts. -

Parliament and of the Council of 8 June 2000 on
2.1.1 Definitions . ;

g aSpeCtS ()f 11]{01"1 1] 1et y services riant erm ed are the I
certamn ].e a.]. atio SOC: Ci r I‘h st 1
> € mo mpo an B S . us )

in particular electroni ;
¢ commerce, in the Int
ernal . . " . . .
conclusion of electronic contracts like information society services,

Market ( “E-Commerce Directive ”Y);

* Dlrectlve 1999/93/EC “of the European

(established) service provider, recipient of the service, consumer and the

coordinated field. These definitions are provided in Art. 2 of the ECD.

Parhament and of the Council of 13 December 1. Inf i i i
. Information society services

. . ] i . . . : e services sha I I l)e LuldeIStOOd as
] 9 9 9 on (a Comlllulll ty f]: amewor {OI electronlc I he mn Iorma’[lOIl SOClL t}
Slgnatmes the ectr Dn‘l C lg'nEl[uI e D 1T eCtl © 3 W llhlﬂ the meanir g
1 EI S ) . E Q cle P [¢) Dlr / /

and

*  Directi
ctive 97/7/EC of the European [1] ECD, as referred to in the following:

(2) Directive 2000/31/EC of the europedn parliament and of the council of 8 June
in particular electronic

Parliament and of the Council of 20 May 1997 on the

2000 on certain legal aspects of information society services,

pI otection Of consumers In respe € commerce, 11 the I
ct o
p f dlstanc ( )
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amended by Directive 98/48/EC.(1) In this Directive information society
services are defined as any service normally provided for remuneration , at
a distance, by electronic ‘means and at the individual request of
, recipient of services.(2) N
At a distance” means that the parties are not simultdneously
present. This does not comprise services like ireatment at a doctor’s
surgery or plane ticket reservation at a travel agency when electronic
equipment is used but when the client is physically present. Another case
is-the consultation of an electronic catalogue in a shop with the customer
on site.(3)So the absence of physical presence is a key element of the
definition of at a distance. o
The term “by electronic means” describes that the- service is sent
initially and received at its destination by means - of electronic equipment
for the processing ( including digital compression) and storage of data
and entirely transmitted, conveyed and received by wire, by radio b),r
optical mearis or ‘by other- -electromagnetic' means. Exemptions éfe’ for
example automatic cash or ticket dispensing machines, telefax/ 'telex‘
service or services provided via voice-telephony or fax.(4]
Finally the expression “at the individual request of a recipient of
services” means that after an individual process the service vi
Tvices are provided

through the transmission of data.(5) The so called point to multipoint
the t in

(1) Art. 2 Directive 2000,/31/EC.

(2) A2 Nr 72 Lit. a Directive 1998/48/EC.
(3) Annex V1 Directive 1998/48/EC.

(4) Annex.V 2 Directive 1998,/48/ EC.

[5) Art.2Nr. 2 lit. a Directive 1998/48/EC.
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transmissions do not form part of the information society services. These
are services provided without individual demand for simultaneous reception
by an unlimited number of iridividual receivers, such as television or radio
broadcasting services as well as teletext.( 1) Looking directly at the
wording, all so called Hybrid Transactions (Tranéactions which take part
in the offline world, too) would be excluded from this directive.
However, this would not make any sense since the biggest number of
contracts concluded online implies an offline part. So it is very unlikely
_-that the draftsmen intended such an exemption. Why should there be
different tules applicable for the purchase of an é-book or a real book.
The content would be the same. Or imagine a Hybrid Transaction where
the Country of Origin Principle would apply to the online part but not the
offline one. This was clearly not intended by the European Commission,
so the Hybrid Transactions have to be included -in the scope of
appli;:ation.[zj Many Member States have directly adopted the definition
as it is stated in the directive,(3)but as it is very complicated, there are
some States which decided to take a different approach. The Polish
legislator for example replaced “information society services ” by “q

service provided by electronic means » {4) That means transmitting and

(1) Annex v. 3 Directive 1998/48/EC.
{2) Hormle, International Jounal of Law and Information Technology, p. 333 et

sqq. .
(3) E. g England: Electronic Commerce ( EC Directive) Regulations 2002 Sec. 2 lit.
b; Finland: Act-on Provision of Information Society Services 2002 Sec. 2; Spain: Ley 34/
2002, de 11 de julio, de servicios de la sociedad de la informacién y de comercio electronico

Annex a) ; Portugal : Decree-Law no. 7/2004, of 7 January Art. 3 1.
(4] Kryczka, International Journal of Law arid Information Technology, p: 55 et sqq..
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collecting data by means of tele-information systems, through a public A

network, at the individual request of a service recipient, without the

parties being simultaneously present. While maintaining most of the

elements included in the European definition the polish Law introduces the -

£ - - . -
term “ tele-information system”. This is understood as any set of co-

operating hardware and software that ensures processing and saving
b

transmitting and collecting data through networks, by means of wire, radio -

waves, optical means or other means using electromagnetic energy.[ll
Additionally the Polish definition putsr more emphasis on the term public
network. It thereby excludes services provided through an intranet.
However, the Polish definition concerns the same broad catalogue of
services that the European Commission wanted to comprise.[2]

2. Service provider

A service provider is any natural or legal person providing an

information society service.(3] For example a retailer who sells his wares

online, an organisation that supplies a data bank or the operator of search

engines. This service provider shall be considered as established if he

effectively pursues an economic activity using a fixed establishment for an

indefinite period. Where upon the simple presence and use of electronic

means do not constitute an establishment of the provider, in themselves.( 4]
3. Recipient of the service .

Any natural or legal person who, for professional ends or otherwise

(1) Kryczka, International Journal of Law and Information Technology, p. 55.
(2] Kiyczka, International Joumnal of Law and. Information Technology, p. 55
(3] An 2 lit b Directive 2000/31/EC. ’ '
(4] At 2lit ¢ Directive 2000/31/EC.
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uses an information society service is a recipient of these services if he

wants to make them accessible or seek information.(1]

4. Coordinated field
With coordinated field the EC legislator describes the requirements

laid down in Member States’ legal systems applicable to ecommerce,
particularly to information society service providers or information society
services, regardless of their general mature or their special design.(2] Tt
only covers aspects in relation to online activities and not those in relation
to goods as in particular safety standards, labelling obligations, or the
liability for goods.(3) In detail the coordinated field concerns the taking
up of the activity of an information society service by a service provider
such as qualification, authorisation or notification. Furthermore the
pursuit of the activity of an infoﬁnation society service, like the
’behaviour, quality or content of services or their liability fall into the
scope of the coordinated field.

5. The internal market and the freedom of admission

Even if the ECD does not intend to render new provisions concerning
International Private Law, the internal market needs some regulations
concerning the Member States’ behaviour among each others and the
admission of foreign kservice providers.

Therefore a prohibition of restrictions is contained in Art. 4, which

concerns the admission of foreign providers in the Member State.

(1] Art 2Lt d Directive 2000/31/EC.
(2] At 2 lit. H Directive 2000/31/EC.
{3) Recital 21 Directive 2000/31/EC. .
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Exceptions are admission procedures which are not aimed at the
of:spam. On the other hand the Country of Origin Principle binds the

information society specifically.(1] ,
Member States to supervise the providers’ settled on. their territory-

A litle more complicated is the “ Country of Origin principle”
_ adherence the “local” laws which fall into the coordinated field. In

contained in Art. 3. It is the most important regulation in the whole '
 contrast to this thie British legislator seems to understand the country of

directive. While it applies to information society services including Hybrid v
' origin Tule as an enforcement of the freedom to provide services in the

Community ,

_ implementation that Art. 3 have as its objective the implementation of the

Transactions, as mentioned above, the Member States may derogate from ‘
' as it is stated in the Consultation Document - of the

this principle if it serves the protection of public health, public security or

consumers, including investors.(2)
“The principle covers two different aspeots. On the one hand it deals pﬁnciple of the freedom to provide services under Art. 49 of the
with the Member State’s duty not to restrict any services of the informatioh ” Treaty.( ) So the scope of the Country of Origin Principle is distinctive in
society rendered by providers established in other Member States. (3 ) That the different Member States. It is therefore likely thai the weakest

means that the Member States have a duty to. acknowledge the other mterpretatlon will prevail. (2

Although Recital 7 states that, these rules shall not create a new - rule

Member States’ legislation.(4) Unfortunately this is not always possible

because of the common interest or because of the fact that in some areas a for the International Private Law (IPL) , the relatlonshlp between the IPL

sufficient harmonisation is still missing.(5] To aveid such difficulties the and Country Of Origin Principle remains controversial. (3]

ECD names certain exemptions to the country of origin principle in. the 6. Dutles to 1nf01'm and commermal communication

Annex. These are the copyright law, the emission of electronic money, According to the Directive, prowders have to render easy and direct

access to certain information.(4] These are in particular their names,

choice of law in contracts, contractual obligations in consumer contracts, address of their settlement, e-mail and if available the number of the

certain aspects of the transfer of I’ig-hts in real estate and the perm.lssﬂolhty commercial register, the VAT number and the responsible authorities.

Prices and shipping costs also have to be easily notable. (5 J Unfortunately

[1) Wellbrock, p. 33.

(2] Ari 3 para4 Directive 2000/31/EC. -

[3) Haubold in Gebaner/Wiedman, Chapter 8 Mn. 22.

{4) Tettenborn, Europaeischer Rechtsrahmen fuer den eléktronischen Rechtsverkehr,
K&R1999 p. 252 et sqq. .

(5] Wellbrock, p. 46.

[6) Wellbrock, p. 45. ~

(1) Hornle, International Journal of Law and Information Technology, p. 333;

Waelde in Edwards/Waelde, p. 6.

(2] Haubold in Gebauer/ Wiedman, Chapter 8 Mn.. 22.
[3) Seenextpat I 3a.

{4]) Art. 5 Directive 2000/ 31/EC.

(5] Wellbrock, p. 91.
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the ECD only states. that information has to be “easily, directly ang
permanently accessible” , therefore it is not clear whether it is sufficienttg
only link the information. The French legislator primarily decided to force
the providers to render adequate information both on the homepage as oy
each site on. which it is possible to conclude a contract.l 1] This wouid
have -clarified some uncertainties but in the final version the 'Frer;c};
legislator decided to assume the wording of the ECD. The British and»;hé
German legislator also adopted the text of the ECD. But while the or;ly
recommendation on the part of British experts is to use hyperlinks ,[2]1'#
Germany Fhis problem is discussed very controversially. One ﬁew is th;t it
is sufficient to use a hyperlink which would satisfy the legal requitl'rements
explained as “to be easily notable and detectable without unn;ecess;ry
delay”(3J . The other one is that according to the {‘ Twé—Clicl;s-Away-
Principle” a hyperlink is no direct accessibility.(4] The German co.m;ts

decided that the use of hyperlinks is a frequent technique in the

internet {5 J and that it would be even sufficient to providé the information -

on the second layer.(6]

Another area in which the recipient of the services shall be profected

(1) See Art.9 in the original version of the “Projet de loi pour la confiance dans
Péconomie numérique, n° 528”7, déposé le 15 janvier 2003, on hitp://www. assemblee-
nationale. fr/12/projets/pl0528. asp.

(2] Rigby/Marsden, p. 8 et sqq.

(37 BT-Drucksache 14/6098, p. 21; Hoenicke/Hulsdunk, MMR 2002 p. 415 et
sqq-

(4] Steins, WM 2002 p. 53 et'sqq.

(5] OLG Hamburg NJW-RR 2003, p. 985 et sqq.

(6] OLG Miinchen, MMR 2004, p. 36 et sqq.; see also -OLG Hamburg MMR
2006, p. 675. ,
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is the scope of commercial communication. Special duties to- provide
information are established by Art. 6. A commercial communication has to
be clearly identifiable and the-providers have to be detectable. The same
principle applies to advertisements and lotteries.( 1]
2.1.2 Conclusion V

The ECD was issued to facilitate the electronic commerce to the

greatest extent possible. This attempt has been successful in large, areas.

The directive regulates important aspects of the liability, electronic
contracts ‘and electronic advertising.. Unfortunately the regulations

concerning the Country of Origin Pnnmple and the dlstmctlve deflmtlon of

the consumer respectively the service pr0v1der create an amount of

uncertainty. However, besides all its problems this dlrectlve has reached

its aim in creating a legal framework for electronic commerce in Europe.
2.2 The Electronic Signature Directive

The key aspects of thev Elecﬁonic Signaturé Direc"nive will _be
summarized below. H
2.2.1 Scope of apphcatlon
The scope of application is defined as to facilitate the use of
electronic 51gnatures and to establish a legal framework in Tespect of a
oning internal market.[2] Whereas it is mnot intended to

smooth funecti

harmonise the provision of services relating to confidential information, if

(1] Wellbrock, p. 95.
{2) A1 Directive, 1999,93/EC, OJ L 13, p. 12.
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- there are existing rules in the Member States conceming public policy or
security.( 1] An important exemption to the scope of applicatioﬁ is that the
directive does not render any -assistance whether a contract is concluded;
valid or in compliance with form prescriptions.(2] -

2.2.2 Definitions

Art. 2 of the Directive distinguishes three lévels of -security, in
particular the “electronic signature” , “the advanced electronic signature”
and the “qualified electronic signature”.(3) 7
| “The first and lowest one comprises data in an electronic form that may
serve 4s'a method of authentification, for example a written signature that
has been scanned. These s)ighétures do not have to be -fraudvresistant and
on account of this they do not contain any guarantee of security.

The second level is reached when the signature can be related to only
one single person who has to be clearly 1dent1ﬁa_ble It has to be possible
to recognize changes to the signature with means which can be controlled
by the signatory. ‘This level does not comply w1th form requirements if
somethmg has to be presented in wrltmg (4]

To comply with the third level the electronic signature has to be
based on a qualified certificate. A qualified certificate is used in the so
called asymmetric cryPtography.. This technique uses a pair of keys. The
data isA encrypted with Vt}rlg “secret key” of the sénder. After that, the

{1]) Recital 6 Directive, 1999/93/EC.
(2] An. 1 Directive, 1999/93/EC.
(3] At 5 para 1 Directive 1999/93/EC.

(4) Lammich in Moritz/Dreier, Rechtshandbuch zum E-Commerce p- 120 Mn
323. o .
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recipient can decode the data with the “ public key”, which is
corresponding to the private one.( 1] Therefore only certificates that have
been created with this technique of cryptography are permissible for
qualified electronic signatures.(2]) Additionally the certificate has to be
created by a secure-signature-creation device. This is configured software
or hardware used to implement the signature—creatioﬁ data which must
ensure that the data can only occur once, that it cannot be derived or
forged and that it can be protected by the signatory against the use of
others. (3]

Whereas the first two levels of signatures are not connected to special
technical methods, the third level demands, as stated above, a special
technique to be used.

2.2.3 Status of electronic signatures

Qualified electronic signatures are considered to be equal to
handwritten ones and may even be presented in “front of court as
evidence.(4)In order to meet the security level of a handwritten signature
qualified electronic signatures have to fulfil special requirements. These
requirements have to be determined as exact as possible.(5 ] Therefore the
directive renders for qualified certificates further specifications éonceming
the essential technical components. As these are only described to be

confidential, protected against manipulations and able to guarantee the

(1) Strémer, p- 304.

(2] Gravesen/Dumortier/Van Ecke, MMR 1999 p. 577 et sqq.- -
[3) Art. 2No. 4~5, Annex 3 Directive 1999/93/EC.

[4) Ast. 5 Directive 1999/93/EC.

{5) Schwemmer, DuD 2000 p. 70.
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technical and cryptographic security the specifications are kept very

abstract.(1) An unexpected issue is that although the directive tries tqo
establish a standard independent from the technique 2)at the moment
due to the technical possibilities the qualified certificates are limited to th;
technique of asymmetric cryptography. As a result of this the directive
may have to be adjusted in the future if new methods are devéloped which
match the current security level of the asymmetric cryptography.(3]

2.2. 4 Liability

Another main aspect of the ESD is the question of liabilities in each
of the different Member States. According to Art. 6 para. 1 it has to be
ensured that a certification service provider is liable for damage by issuing
a certificate as a qualified certificate to the public or by guaranteeing such
a certificate to the public.(4) This liability applies to issues of content ,
ownership and the use of data if the harmed person relied reasonably on
the -certificate.(5) To be on the safe side that occurring damages can be
compensated the certification providers have to be effectually funded.[6]
On the other hand the providers can restrict the use of the certificate in
order to- minimize their liability so they will not be liable for damages‘
caused of the defiance of these restrictions.

2.2.5 Accreditation of foreign certificates

A very interesting aspect is the accreditation of qualified certificates

(1] Annex T f) Directive 1999,/93/EC.
(2] Recital 8 Directive 1999/93/EC.

(3] Rossnagel, K&R 2000 p. 313 et sqq. .
(4] Art. 6 para 1 Directive 1999/93/EC.
{5) Art. 6 paral a-c Directive 1999,/93/EC.
(6) Anmnex I h) Directive 1999/93/EC.
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issued in the third countries which is contained in Art. 7 ESD. Foreign

certificates will be acknowledged if they accomplish the requirements
stated in Annex I and II of this directive. Unfortunately this cannot be
assured with the existing control system. The provider of the certificate has
to be either accredited voluntarily in one Member State or the provider has
to be acknowledged in a bilateral or multilateral agreement. Another
possibility is that an accredited provider vouches for the certificate.[ 1]
While the German legislator decided that this list has to comprehend a
complete list of requirements of certificates issued in third countries, so
that the recognition does not depend on treaties between the third country
and the EU, the British legislator even decided not to implement this
regulation because he thought that it was not necessary. He stated that the
requirements in Art. 5 ESD do not depend on the place where the provider
of this certificate is established.(2] As a result of this distinctive
appraisal, it would be much easier to directly regulate the
acknowledgement of advanced electronic signatures or secure signature-

compilations-devices. Unfortunately such rules have not been issued by

the EU yet.

2.2.6 Conclusion

The idea of the directive is to provide a legal framework for electronic
signatures. Until today electronic signatures have not been established as a
common instrument in commerce , it is therefore not clear whether this aim

has been achieved. But it can not be dismissed that a uniform status of

(1] Art. 7 paral lit a-c Directive 1999/93/EC.
(2] http://www. dti. gov. uk/sectors/infosec/ electronicsig/ Note/page10058. html.
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electronic signatures or the acceptance of electronic signatures originating
from foreign countries is fundamental to establishi electronic signatures

Therefore the directive constructs a very good basis for a framework that

contingently will be altered in the future.
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3. The National Implementations
of EU Regulation on E-contract

3.1 The National Implementations of the

E-Commerce Directive

After having discussed the key features of the
F-Commerce Directive, this chapter will offer a
detailed analysis dealing with the conclusion of
electronic contracts and the specific legal framework
of paniéular Member States ( with the focus on
Germany, United Kingdom and France ), which
existed before the ECD was implemented. The
conclusion of electronic contracts is an issue of a
vital economic importancé and it therefore deserves a
chapter of its own. The second part concentrates on
the E-Commerce Directive and highlights the

regulations which are relevant for e-contracts.
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Subsequently, attention will be drawn to the realization of the ECD by the
individual Member States.

3.1.1 The legal framework before implementation of the E-Commerce

Directive

3.1.1.1 Situation in Germany

As previously discussed, electronic contracts hold the same
characteristics as ordinary contracts concluded in common business life.
The main difference, as it is embedded in the word “electronic” , is that
these contracts are specifically concluded via internet and recorded
digitally.

Since the ordingry contract constitutes the starting point of electronic
contracts, it is inevitable to illustrate briefly the main features of the
conclusion of ordinary contracts, in order to specify the key defining
elements of electronic contracts simultaneously.

Pursuant to Sec. 145 et seq. of the German Civil Code ( GCC)
contract formation requires declarations of intent, which are concordant in
their content, manifested by at least two persons. The declaration of intent
which is expressed first is termed “offer” whereas the subsequent is an
“acceptance” (1]

The offer is a manifestation of intent which requires receipt and by
which the conclusion of a contract is offered in a way that the

accomplishment of the contract only depends on the consent of the

{1] Brox, Mn. 165.
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offeree.l 1) The consent is the corresponding acceptance thereof.( 2]

In addition to the details specified in Sections 1. 1.2 to 1. 1.5
above, the German law has the following regulation regarding formality
requirements before implementation of the E-Commerce Directive.
Particular contracts in the German law are sﬁbject to formality
requirements. For example, a contract of personal security pursuant Sec.
766 GCC must be in written form. Other contracts as a purchase of real
estate pursuant Sec. 311 b (1) GCC or a promise to make a gift pursuant
Sec. 518(1) GCC needs to be notarized. The requirement of the written
_ form means puréuant Sec. 126(1) GCC that the certificate is to be signed
personally or by notarially certified emblem. According to adjudication a
declaration transmitted by fax machine does not suffice the written form
requirement. (3] This means that a declaration via internet does not meet
the demand of Sec. 126 (1) GCC either. However, independently from
the realization of the ECD, the German legislator has already counteracted
this problem in the context of the Signature Directive (99/93/EC) with
the Formality Requirements Adjustment Code (4) which added Sec. 126
(3), Sec. 126 a and Sec. 126 b to the GCC. Pursuant Sec. 126(3)
GCC the written form can be replaced by the electronic form if this is not
explicitly excluded by law. For the effectiveness of the electronic form,

the name of the person making a declaration has to be stated and this

{1) Brox, Mn. 165.
(2] Brox, Mn. 176.

(3] BGHZ 121, 224.
(4] Gesetz zur Anpassung der Formvorschriften des Privatrechts und anderer

Vorschriften an den modernen Rechtsgeschftsverkehr from July 13 2001, BGBL I, p. 1542.
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declarati : . i '
ion has to be furnished with a qualified electronic signamire the il tation of the ECD tracts which
, e the implementation of the contracts which were

Hence, befor

pursuant. to the Signature Code.(1)Pursuant Sec. 2 no. 3 Signature Code d which ired notarizati uld not b
and which required notarization could not be

exempted explicitly

a fied i - L .
qualified signature is-a electronic signature which enables the defin;
1nite concluded via electronic means.

relation to the signature is i ificati
gn key owner, his identification and the exclusive " i “ i
In addition, due to the importance of the treatment of “ electronic

control of : .
of the key owner over the particular signature. This signature has this section deals with the main rules of German Legislation and
N 1s section deals wi € main es O €T egislation aru

_errors”

to be Connected to t i y n I h frea
][e dOCuInent m a wa that Subsequent modiﬁcati()n ca f 1 i
]"ts case law on the tre tment ol e. ectronic errors.

b as, y d cled. In Py Ihe P
€ € [I etect ll a(l(]llli)ll to t]lat the Slgnatule haS to be based llpon arties d601alatlolls Of intent d E

a qualified certificate i ; .
and it has to be issued by a secure signature creation , . . .
_ what they originally intended to declare. Quite often they express

institution.
Parties might have mistyped or misspelled their

themselves erroneously.

Thereb ; .
ereby, contracts subjected to form requirements could already be ieht h d themsel fly but th
mig ave GXPI‘CSSG emselves correctly U €n

declaration or they

concluded in Germany before the implementation of the ECD. In ¢ their declarati (1) Whil law found
g of their declaration. ile case law foun

erred about the meanin

particular coniracts as the contract of personal security, Sec. 766 GCC ;
’ ways to deal with the errors occurring during the exchange of papers or the

and the consumer i
credit contract, Sec. 492 (1) GCC, are still excluded . . ) 4
electronic environment presented new

oral conclusion of contracts, the

explicitly.
ems occurred that the traditional

challenges. New types of errors and probl

H . . . .
notarization is demanded the form requirements depend on the local X had - odat
€g amework had t6 accommodate.

Authentication Cod “ rT ar
e (Ger. ; “Beurkundungsgesetz” ). There are specific ) Exrors of declarati f i
obligations to which the n i j ) e maltent
ot inati
ary is subjected, for example, the examination Traditionally errors of declarations of intent were divided into 4
onally

and indoctrination du
ur: .
ty pursuant to Sec. 17 seq. of the Authentication . . . sivati d
errors in will errors in ‘motivation an

categories: errors in’ scripture,

Code. Furth .
e. Furthermore, a transcription has to be made pursuant to Sec. 8
’ errors in transmission.

Authenticati ;
uthentication Code which has to be rtead out, approved and signed. - . 1 informed about all'th
: ure : e parties are well Informe out [

+ Errors in seript
e formed their will, but then they make a

Sine
e such a procedure cannot be conducted via electronic means - or '
terms of the contract and hav

internet .
properly, contracts which are bound to notarial form cannot be
xpresses their will incorrectly.

mistake in typing or spelling which e

concluded electronically.
% Errors'in will; The contracting party knew what it was declaring

erty Y and declares this, but
ally wanted to purchase.

1 ] . .
(1] Gesetz tiber die Rahmenbedingungen fiir elekironische Signaturen (SigG) from

May 16 2001, BGBL. I, p. 876. {1} For example A declares he wants to purchase the prop

- only because he confuses property Y with property X which he origin:
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but assumed that what it declared had another meaning, negligence might give rise to damages, especially for damages for the

# Errors in motivation: Errors in motivation concern i violation o re-contzaotuel  duties  ( the  so-called e
the formation .of P ’

~will, e.g. the buyer intends to purchase a gift for a wedding which then contrahendo” ). To answer the question whether & paxy cosld be held

does not take place. As these errors lie before the actual declaration of liable for an error that occurred, the risk needs to be allocated between

the parties.

intent, they usually do not have any impact on the formation of the
% The burden of proof: Closely connected to the question of the

contract. To extend the rights of the buyer to render a contract void tg

such i i i isks 1 ' |
ch errors would expose the vendor to incaleulable risks. allocation of risks is a procedural question. Who needs to demonstrate in

* Errors in transmission: This category of errors traditionally refers front of court that he submitted all information comecty or informed the
other party properly?

b) Electronic errors

to situations where a party uses a messenger to transmit his or her

declaration of intent. Although the party perfectly expressed its

The treatment of errors is a frequent issue in German contract law and

declaration, the messenger himself might mistype or misspell it

Sometimes, errors i ission 4
, rs in transmission are not seen as a separate category of the case law has over the years developed principles to deal with all types

errors but as a sub “ i i ’ - i i . . |
category to the category of “errors in scripture”.(1] of cases. But the imtroduction of electronic contracts created a variety of

The treatment of i i i »
errors occurring during the formation of the contract new constellations of errors the law had never dealt with, before. The use

touches upon three questio : i issi i
p questions of law: the right to rescission, the allocation of digital technologies increases sometimes the risk for errors in contract

of risks and the burden of
proof. formation. This partly due to inexperienced consumers who are not apt to

# The right to rescission: i i i : |
ig n: As mentioned above, certain categories of use these online-technologies properly and sometimes the technology itself

errors give the parties a right to rescissi
g rescission. As a legal consequence, the is not developed to an extent that it functions in the expected way.

CGOHtIaCt Wﬂl be rendered void from the beginning. ~§ 119 par. 1 of the Frequent examples in German case law were online-shops that used

emlar-l C“'nl Code gives a right to rescission for errors in scripture and software that displayed product prices in an incorrect manner which was
en'ors*m ;:lﬂ' 8 12-0 stipulates the same right for errors in transmission. often very favourable to the consumer. [ ' J Another example are password or
tho allocation of risks: An error might occur due to- the log-in systems that were insecure and did therefore not refer to the contract

negligence of a party to inform the other si i i
; other side or the erring party might not partner that the other party was expecting.( 2) The law of contract had to

have considered the received information carefully enough. Such

(1) Palandt-Heinrichs, § 120, Rn 1.

(1) Palandt-Heinrichs, § 119, Rn 4. (2) See for example LG Bonn, MMR 2004, pp. 179, 180.
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find a way to integrate these new phenomenons. As a general principle,
the European legislators did not draft a new “e-contract law” but seeked
to adapt its traditional law to e-contracts. To deal with electronic errors
the German legislator again applied its traditional contract law.
ba) Allocation of risks
The allocation of risks is especially an issue in claims for damages for
the violation of pre-contractual duties. The legislator did not set up
general principles to govern e-contracts: or gave examples of new types of
errors. Rather the allocation is guided by general principles on a case-to-
case basis. The couris determine “ spheres” of responsibility according to
which they allocate the risks. ‘Risks that relate to the software used to
display the offer or to generally present the online-shop are usually
allocated to the irendor, irrelevant of ‘whether he could have avoided the
damage by diligent behaviour or .not. First, the use of software and digital
technologies is under his control and second, if he wishes to benefit from
the commodities of e-commerce, he also has to bear its risks.( 1)t should
be kept in mind that EU regulation very often follows a Very consumer-
friendly policy.
In a case decided by the District: Court of Hamm
( Oberlandesgericht) in 2007 , a minor got hold of his fathers Ebay log-in
without any negligence of the latter and bought a car in an online auction.
The father then rescinded the contract but the vendor claimed damages
because he had now failed to sell the car to a profitable price. The

question before the court then was who bears the risk that the person

(1) LG Bonn, MMR 2004, pp. 179, 180.
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behind the log-in really is the registered party. Does the father have an
obligation to control his password and can be held liable if someone abuses
it or does the provider bear the risk that his password-system is not
foolproof? The court decided that there is no general duty of the user to
protect his password. If the provider uses a system of passwords that can
be easily abused by third parties’ he has to bear the risk.(!] This line of
aIgumentétion has been followed in many other court decisions.{ 2] But this
approach has been fiercely criticised by scholars as undermining the
integrity of electronic means of communication.(3) Following this line of
thought no e-mail could be attributed to its author since the system used
does not guarantee the authenticity of the document. The user would
receive a general right to revoke an electronic contract, as long as he does
not use an electronic signature. The problem should therefore be solved on
a procedural level. The user should bear the burden of proof that he was
not. using his password himself.

To define the liabilities for electronic errors, European consumer
regulation often pursues a preventive strategy. Art. 10 and 11 of the E-
Commerce Directive oblige the provider to install sufficient mechanisms on
his website that permit the consumer to check and correct his input. If
these mechanisms are provided in a satisfactory manner, the liability for
errors in séripture will be attributed to the consumer. Furthermore,

sufficient information about the terms of the contract need to be provided

(1) OLG Hamm, NJW 2007, S. 611.
(2) LG Bonn, MMR 2004, pp. 179, 180.
(3] Mankowski, NJW 2002, S. 2822, 2827. Compare also the comment of

Mankowski on LG Bonn, MMR 2004, pp. 179, 182. :
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according to the Distance Selling Directive. Providing this information also

limits the provider’s liability.
bb) Burden of proof
As a general principle, the party that wants to rescind a contract or

claims damages has to prove its allegations. Only in cases where the

circumstances are impossible to prove for a party because he or she does

not have access to the relevant infofmation, the burden of proof is shifted
to the accused party. For example, the burden of proof is reversed for
cases of product liability because the consumer can impossibly prove that
the production process follows best practice standards.

The above mentioned principles on the allocation of risks also have an
impact on the rules of civil procedure. For example the fact that a party is
registered with a certain password does not create a prima facie evidence
that the act or documeﬁt can be attributed to this person. The
Jurisprudence still does not have enough confidence in online authorisation
systems such as the password-system of ebay. The allocation of the burden
of proof is strongly linked to the confidence people have in new
mechanisms of electronic communication.

be) Right to rescission

To rescind a contract because of an electronic error the same rules

apply that were drafted for non-electronic documents. For mistypihg a
declaration or “clicking” the wrong option, § 119 dealing with errors in
scripture would apply.(1J For technical or software problems that hinder

the transmission of the declaration of intent, § 120 applies. The means

(1) See for example BGH, MMR 2005 , 8. 233, 235.
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’of electronic communication are thereby equalized with the use of a

messenger that delivers the information from A to B.

-¢) Conclusion

To conclude, the traditional legal framework is surprisingly well
prepared to- accommodate the phenomenon of electronic errors. More
critical is the question of the allocation of risks in case an error oceurs.
This field of law is submitted to permanent changes and will evolve at the
same pace as people accept electronic means of communication as a
reliable and seeure information system.

3.1.1.2 Situation in the United Kingdom

a) Elements of a contract

A legal definition of contract can be found in Part II Sec. 2(1) Sale
of Goods Act 1979 (SGA): “A contract of sale of goods is a contract by
which the seller transfers or agrees to transfer the property in goods to the
buyer for a money consideration, called the price”. Although this
regulation explicitly applies. to purchase of goods only, it describes
nonetheless the essential prerequisites for a contract conclusion. This
consists of an agreement between at least two parties by meeting of the
minds and a consideration. There is no general doctrine of declaration of
intent and legal transaction. Therefore, the central term is the “actionable
promise”. Consequently, a contract is composed of one or more promises,
on which a consensus .has been reached.

So, just as in German law, a lack of human intervention does not

impede a contract concluded by for example, an electronic agent to
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become effective (1], «-aa ) The offer

The most important difference to the continental European law ig the The English law also distinguishes between an offer and an invitation

i

to treat. In order to be qualified as an offer it has to be emitted with an

requirement of a so called “ consideration ’ - A binding coniractyy]

obligation can basically only become effective if any kind of consideration. intention to contract. It depends on the specific situation whether an offer

return service-exists. A consideration can be any kind of right, benefit or is given or rather an invitation to treat. The doctrine which draws the line

advantage of the one party which at the same time causes forbearance, 4  between them is the same as in German law.

' ) . . ; 2
disadvantage or an encumbrance of the other party.(2) Tt has to be botme Just as presenting goods in shop windows (1] and magazines (2J and

in mind, that only the person receiving the particular promise can render sending catalogues, the presentation of goods and services on the website

the consideration, not a third party. Whether the promise and the _is to be classified as an invitation to treat. So, the order by the user is the

consideration are balanced in value is irrelevant to the effectiveness of the actual offer(3J. Even if the service provider promises to fulfil every single

contract.[3]) Consideration is only disposable if contracts under seal are 6rder, an intention to contract can still not be subsequently concluded

required. Here, the sincerity to enter into a coniract is already displayed since the service provider usually would want to verify the capacity of the

by the formal document; therefore the function of consideration  ig customer to perform (to pay) before entering into a. binding contract.
fulfilled. (4] Only if an explicit will of being legally bound can be found on .the

The element of consideration can be easily affirmed in electronic website, then this declaration can be regarded as an offer. This could be

fransactions where services of goods are purchased-money consideration; the case at downloading-contracts which can be fulfilled immediately and

However, this could be difficult in cases where services or goods are without restrictions.

offered at no charge, for example, free websites, shareware or freeware. ab) The acceptance

Nevertheless, in order to enjoy such a service or goods the user has to According to Anson (4], « Acceptance means, in general,

agree to non-warranty clauses or commercjal utilization restrictions. (5] communicated acceptance, which must be something more than a mere

. ... e
[ mental assent. A tacit formation of intention is insufficient”. The offeree

(1) Smith, p. 455; Thornton v. Shoe Lane Parking (1971) 2-Q.B. 163. has to objectively carry out an action to declare. The declaration of

(2) Curmie v. Misa (1875) L. R. 10 Ex. 153.

(3] Consideration need not be adequate, but must have some value, however slight
[-..], Thomas v. Thomas (1842) 2 Q. B. 851; William v. Roffey Bros & Nicholls (1991)
1Q.B.1.

(4] Von Bemnstorff » P- 54 et sqq..

(5] Chissick/ Kelman, p. 93.

(1] Fisher v. Bell (1961) 1 Q.B. 394, 399.

{2) Partridge v. Crittenden (1968) 1 W.L.R. 1204.
[3]) Chissick/Kelman, p. 82.

(4] Beatson, p. 41.
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acceptan ; .

ptance need to be communicated and it has to be possible to perceive on a website fall under the rule of receipt, (1) whereas contract conclusions
¢

via e-mail were for the time being classified as cases of the postal rule. (2)

itl1) i .
- This could happen by a written document, an oral statement ¢

: T
However, after the jurisdiction set up the receipt rule for fax as the rule to

even by conclusive conduct. Silence is generally not sufficient (2)
be applied, contracts via e-mail are also assessed by the receipt rule.

b) Point in time of effectiveness
Subsequently, it was discussed, when exactly the e-mail artives; upon

The general rules are: on the one hand, the receipt rule which: ;
- ig

also th
, ¢ normal rule and on the other hand, the postal rule. As it ig arrival at the server of the addressee or upon retrieve of the e-mail.(3]
alread ; « s ' ,

y embedded in the word “receipt” rule, the ‘declaration of intens In addition, it is possible in English law that the service provider sets

becomes effectiv i — )
e upon receipt by the addressee {3 ) whereas if the postal up the exact way of the acceptance in the terms and conditions. According

rule is applicable ;
PP , the declaration becomes effective upon dispatch.(4) to this, the service provider can state that the website is an invitation to

The main as istingui
pect to distinguish between the both rules is whether the treat but the acceptance of the offer already becomes effective upon

parties have communi ; 1 . . ]
unicated directly and instantaneously.(5) However, this dispatch. In doing so, the long revocation term can be held as short as

possible (43

criteri i L ..
rion alone is not sufficient for a definite classification. Particularly in
In conclusmn there was still lack of clarity about the exact pomt in

situations where the declaration does not arrive, it has to be determined
who was responsibl ‘ i
ponsible or who should be held responsible for the failure of time of effecnveness in the UK before the lmplementatlon e B

arrival.[ 6] o
However, according to the general rule, a contract becomes effective upon

arrival of the acceptance.

c) Formality requlrements

there is mno restriction to formalltles Therefore, a

The jurisdiction has decided to generally apply the recelpt rule when

the acceptance is emitted via telex or fax due to the fact, that the person

issuing the acceptance can re
cognize a fallure of arrival more easily than the In general ,

addressee. Thus , he be i
- ars the risk i . . ;
’ of potential error of the transmission.(7) conclusion of a contract via electronic means is basically possible.

Based on the criteri i
criterion of dire mmunicat . o . .
ct communication, contracts concluded Nevertheless , as in German law, there are specific contracts which require

the written form. These coniracts are for example: land tenancy contracts

(1] Holwell Securities Ltd. v. Hughes (1974) 1:'W.L.R. 155, 157
(2) Chitty, Chapter Il , Mn. 84. , .
(3] Treitel, p. 12 et sqq. .
(4) Adams v. Lindsell (1818) 1 B & Ald 681.
[5) Entores Ltd. v. Miles Far Eastern Corp (1955)2 Q. B. 326
(6) Rowland/ Macdonald, p. 304. .
7 .
(7] Brnkibon v. Stahag Stahl- und Stahlwarenhandel GmbH (1982)-1 All ER 293

(1) Rowland/Macdonald, p. 307.
[2] Chissick/Kelman, p. 80.
(3] Rowland/Macdonald, p. 306.
(43 Chissick/Kelman, p. 83.
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f
of more than three years which demand notarization (1]
’ is still capable to perform (1 1. In

purchase of real estate (2] nding as the service provider

» other contracts g4

certain agreements
about the copyri 3
pyright (3], “ offers assorties d’une

ddition, there is the legal construction of the
This is equivalent to reservation to revoke or disintegrating

consumer credit contracts {4 ) hay v 0 French
ave to be signed y
personally. Even thoye
ugh
the Fren

Schedule 1 T p Y 1
Of the Inte retation ACt 1 9 ; 8 states expllclﬂ that writl
ng 8

also, among other examples ,

fréserve ) .
condition which terminates the binding effect of the offer. Yet,
pursues the principle of free revocability of an offer,

“ réserve” , it has to be

the reproduction
of words in a visibl '
o thus, before

Wthh COuld 1 ] )4 w [5 . '
C. ude the dlspla Of Ords on the Computer ScC. J ’ )
reen !

_ ¢ategorizing an offer as one attached to a

still, the maj ini
am opinion does not classify the display of words on th
isp n
€ screen r is already given or whether it is only an

a ; .
s written form. It Jetermined , whether an offe

is merely a siring

Impulses (6] B - irnging together of electronic invitation to make an offer (invitation to treat) .23
3.1.1.3 Situation in France The question of how to classify a contract conclusion via internet,

a) Contract formation whether it is a coniract between attendees or absentees, was discussed as

an aspect of consumer protection. The internet issue as one of the distance

y the. French legislator since there

(33In

€ rellch ].a.W I qul p . ].
I h E e Tes ursuant A 1t I l ‘)8 (:Ode ClVl a

“cons »
entement selling has already been dealt with b

(agTeement) for th .
or the coniract formation. The Code C; )
.» e C
' vl already existed a kind of online-shopping via the system of Minitel.

does not explicitly regulate offer and

“«©
consentement”

acceptance,  still, the
: and “vente o

¢4 .
demands an accordance of the wills (7] The F-ren h1 context to this, the categories of “vente & domicile”
) cn law

were introduced to the Code de la Consommation ( consumer

basis of these two

does not hay ‘ :
ave a RS . :
. term of acceptance which means that the off, i distance”
effective and bindine . er remains .
nding until it is accepted or rejected (8] code). The internet contract was discussed on the

concernin, “
g so called “offers ay public”

HVOWGQer
, which are offers mad ’ types.(4) In order to distinguish between the two types, it has to be
ade at an
active or passive. A consumer is rated

unclear number of
, persons ( to the public ) , determined whether the consumer is

es in the website address of the service provider

the

the CiEI Tremams as lCIlg active 1f lle C } :
as ac a

io look for the offers ( so-called pull media). In these cases,

These include among

_

1
(1) Law of Property Act, 1925, Sec. 52 and 54(2)
: regulations of “vente & distance " should apply.

[2] Lawof Property Act ( Misc isi

(5) o, Do st P ps o e o 552 (1) 0 5.
(4] Consumer Credit Act, Sec. 61 e

(5] Bainbridge, p. 305. .

(6] Lloyd in Edwards/ Waelde, p. 139

(73 Ferid/Sonnenberger, Vol. 1/1, Mn 1F214

(8] Feﬁd/Sonnenberger, Vol. 1/1, Mn. 1 F222. p. 437

others the Art. L 121 — 16 seq. Code de la Consommations ( duties to

(1) Terid/Sonnenberger, Vol. 1/1, Mn. 1 F221, p. 437.

[2) Ferid/Sonnenberger, Vol. 1/1, Mn. 1 F219 and 1 F 223, p. 436 et sqq..
(3) Renard/Barberis in Spindler, E-Commerce Law in Europe and the USA, p. 77.
(4) Bellefonds,http://www. creda. ccip. f/ colloque/10e-comm/ 10acolmel. pdf.
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inform) and the i :
requirement to suppl
pply the contract docu
ments purgy
ant

Art. L 121 - 19 Code de la Consominations.

dunn the 1my ]emen ation o lhe l)[Sia[[()e e”lll l) rective

On the contrary,

the offers via radi
adio or television (
so-called push medi
ia). Here

Of <6 N .
vente ¢ domlcﬂe P ,

regulations (Art. 121 —

21 seq. Code de 1 .
applicable (1) e la Consommations ) would be

Contracts via i
a internet were generall i
y classified as pull i
mediqa; thug
b

the regulatlons Of ente d dlstan - ‘ -
v ce were faV()LlI ed F or non consun
€rs

g -
the enelal Iu].eS 0.{ the Code CIVI]. Should be app].led Slnce theIe 1S no

« E - . . ] . f ] 1 E .
CCnStIuCthn ot nvitation to tleat, the pIeSeIltatIOn of the goo 8 O Services

on € webpsiie wou C 5 p t() a léSelVe.
th b b ld onstitute a Vall(l (i“e[ except T

’ g
IIOHeieI aCCOIle to the theOI) Of the OﬂeI au publlc’

pIOVl €r 1s ()nly 1 €
d S ff 0 h t h s p rf
d 1 boun to h] olier tne extent ()i ormance

capability.
b) Point in time of effectiveness

] he I’ule amon; attendees 15 that the acce ptance beCOnleS bllldlllg or
g
CO! S y
H tiv h V
tl 1€ C € partl €S are Ob
ontract he me: eective when th Jectl el and

Sub]ectlve].y n accor € .
C danc about the eSSentlal 1ssues Of the contract [ ]

For ¢
ontract
S among absentees, there are four theor
ories ,

Tespectively : the declaration ( declaration )

decisive is
the dispatch (emission) , the

reception i
(reception) or the notice by the offeree ( informati )
ation ). The

—_—

[1) Bensoussan,h
S 1ttp ://www. creda. cci
. - ecip. fr/coll -
(2) Ferd/ Sonnenberger, Vol. 1/1. Mg, 1 Fc02302que/ 13: comm/10acolmel. pdf,
? ) s p. 441,
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jurisdiction favours the theory

Both artiel
cles wer . .
© Passed conclusion ; nevertheless, it has als

recent cases.(2) Assuming the theory of dis

a passwe consumer 1s Someone Who takes no {5 f W()uld mea
tlc 0

’ the rule

whi ifi e
_ch refers to specific consumer Protectip; i p
n

3. The National Implementations of EU Regulation on E-contract

of dispatch (1Jin case of the internet
o applied the theory of receipt in
patch as the general rule, it

r would become effective

atch. This would also mark the point in time of .when the

contract becomes valid.

¢) Formality requirements

In France, there is also a general principle of no formality.( 3]

However, the French law contains some exemptions from this principle as

well. Important is the provision of “forme authentique” , which is the

notarization. This prerequisite applies to for example, gift contracts (4],
creditor (3], the creation

t (73, Furthermore,
s to nullity if

the contractual appointment to the rights of the

of a mortgage (6Jand the matrimonial goods contrac

the French law has the simple written form which only lead

this is stated explicitly by law. One example is the personal securities

contract of consumer credit (813,

3.1.2 Transposition of the E-Commerce Directive by the Member

States
3.1.2.1 Germany | '

e

{1) Ferid/Sonnenberger, Vol. 1/1, Mn. 1 F233, p. 441 et sqq. -

(2] Renard/Barberis in Spindler, E-Commerce Law in Europe and the USA, p. 78.
(3) Ferid/Sonnenberger, Vol. 1, Mn. 1 F501.

[4] Article 931 et sqq. Code Civil.

(53 Article 1250 No. 2 Code Civil.

(6) Article 2127, Code Civil.

[7) Article 1394, Code Civil.

(8] Article L313 —7 Code de la Consommation.
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a) Transpositi
sposition of Art. 9 ECD-Validity of electronic contract,
s

With the intr i
oduction of the el .
ectronic form and th ;
e regulations a},
out

the dlgltal Slgnatule [ J y
IIOHe[eI s eéven aitel the lntIOdHCtlon Of the e]-e0t10nlc fOIIH’ thele are Stlu
Obstacles to € Co 0) v the ermet re dlng paItl(:l] ar
th coniract C nChlSlOn 1a h intern gar
l:ypes Of Contla()ts. S]Hll]al to t]le (;e] man law the ECD p()StU_].ateS ce la[[[
’
p ty C it
exemptions to ”le Va]ldl ()l e]e(l“()]ll(: ()]lila(:ts. Art. 9 pa.ra. 2 ]. . b

excludes contra i
cts which requi .
quire the involvem
ent of courts
>

g -
aU.thOI ities or pI OfeSSIOIIS €xercisin, pubhc authollt y I hls eXenlptlon
OV ellaps W lth the qu uirement Of HOtaI]Zathn b y G erman la W ’ because the

g g ’
n()tary 1S an In(lepe"de[[i a e[l()y ()I a [)]ll) 1C (:hal (5] S50 he carries out

publlc authOI 1t Y. [] 1 ac id ition to ﬂ 118 I eal estate contracts are aIS( )
2

cover ed s Since the pUI Chase Of Ieal estate qu uires Ilotallzatlon. Ihe
exemy ptl ons Of the peISOnal sur ety Shl p conir acts pu1 suant Sec . ; 66 ( 1 ) 1
GCC alld the consumer Credlt O p
Ci ntl'a(fts ursuant SeC 492 ]. 2 GC
. ( ) C

also matches the ones stipulated in Art. 9 of the ECD

Ci O
Py Tman la has ab h i f 0n via
In onclusion the ';e w en, lell the conirac ormatio:

electronlc means to the extent den]anded m the ECD thelefOIe fmthel
3

I eallzatlon pr Ocedul es ty
g g
regar dln the V alld.l Oi electI onic C()ntracts were

not necessary,

b) Transposition of Art. ld ECD-Duties to inf
orm

The issues the ECD .
postulates are main] - .
GCC which refers to Sec. 3 ¥y converied into Sec. 312e

of the Duties to .Inform Regulation ( Ger
S : .

(1) Wellbrock, p. 128.
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GCC, the practical process of leg

the Germa z .
n legislator did not recognize further lati
important regulations ar

impending split of law

understanding and interpretation of legal terms can be avoide
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« Informationspflichten VO™ ). By integrating the ECD regulations into the

al working has been simplified since the
e then summarized in one code. Furthermore, the

into several complex codes with different

d. The new

provision has clarified that the information has to be provided before the

placing of the order. Sec. 312 e (1) no. 4 GCC contains the prerequisite

of enabling -the retrieval and storage of the contract terms and general

conditions. According to considerations of the Bundesrat (federal council

in order to meet the regulation purpose of the ECD, this

of Germany) ,
onclusion.(1) The

requirement has to be met at the time of the contract ¢
second paragraph states that these prerequisites do not apply to contracts
via e-mail (individual communication) and it Tegulates the exemptions for

non-consumers -if they have agreed otherwise. Thus, the German legislator

has comprehensively transferred the required duties to inform.
Concerning the sanction of breach of duties to inform Sec. 312 e
GCC merely regulates that the term of the revocation right pursuant Sec.
355 GCC does not start until the service provider has properly met his duty
to inform.(2] Remaining questions about the liability are judged by the
of the GCC. Thus, there could be a rescission of the

general regulations
119 GCC if the customer

contract due to misapprehension pursuant Sec.

was not informed properly and so unwillingly emitted a declaration of

{1) BT-Drs. 14/6857, p. 20.
(2) Wellbrock, p. 131.
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intent based on. false perceptions.( 1) Another possibility could be 4
liability out of “culpa in contrahendo” pursuant Sec. 311 (2), 241 (2)
in connection with Sec. 280 GCC if besides the breach of the duties t¢
inform other duties of protection and considerateness are also infringed:
Consequences could be damages, termination of contract or in specific

cases adjustment of contract.(2)
¢)Art. 11 ECD - Placing the order

The question of the point in time of effectiveness was answered by the
German law in the following ‘way: a website Is, according to. the main
opinion, an invitation to treat. In cases of a contract conclusion among.
absentees, offer and acceptance become effective and Iégall); binding upon
receipt ; Actual notice is not necessary-merely the possibility to retrieve the

declaration of intent 3 ) .
The implementation of Art. 11 ECD has already been carried .out in
the context of the Purchase of Consumer Goods Directive by the

modernisation of the law of obligations.

e(1) 1 No.3 GCC,

According to the current Sec. 312
the entrepreneur has to confirm the receipt of the
order immediately. The point in ‘time when the declaration becomes
effective is the moment when the retrieval thereof is possible under usual
circumstances. The requirement of providing a device -for detecting and
revising input errors has been verbally transferred to Sec. 312 e (1) 1
‘No. 1 GCC. Paragraph 2 postulates the exemption for individual

—_—_—

(1) Grigoleit, WM 2001 p. 597.
(2] BT-Dms. 14/6040, p. 173.
[(3]) Compare: I1 d.
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communication among non-consumers.

To conclude, the German legislator has basically transferred Art. 11
ECD literally. Following the main opinion, the point in time of
effectiveness has been specified. The contract is concluded, when the
customer is able to retrieve the acceptance of the service provider.
However, uncertainty still remains at the classification of an automatic
reply message as a legally binding acceptance or merely as a cr;nfinnétion
of order. Therefore, there could be different possibilities for the point in
time of effectiveness according to -the.respective interpretation of the
automated declaration.[ 13

The GCC substituted the term “user” which is used by the ECD for
the term “customer”. The term “recipient” was used in a previous draft
of the Bundestag. However, this term was discarded in the final version

&

which.only contains the term “customer”. The reason for this decision
was a concern about ambiguity since “recipient” could be both the service
provider and the purchaser. The only term which seemed to be suitable to

<

avoid this confusion was “customer”. “User” was discarded due to the
fact that “customer” has already been used in Sec. § 675a GCC in
connection with Sec. 12 Duties to Inform Regulation and thus an addition
term should not be introduced in order to maintain uniformity.(2)
3.1.2.2 United Kingdom

a)Art. 9 ECD -TV/alidity of electronic contracts

As in German law, UK law also had specific form requirements which

(1) Compare: I1 c.
{2] Rudolph, p. 49.
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complicate or even impede the validity of. electronic contracts. However,
the British legislator had already reacted to - this problem before the
implementation of the ECD. Within the scope of the Digital Signatyre
Directive, respective regulations were set in Sec. 7 and 8 of the Electronie
Communications Act 2000. Sec. 7 dealt particularly with the probative
force of electronic signatures whereas Sec. 8 empowered the responsible
ministers to alter existing law, so that contracts can be concluded
effectively via electronic means.(1) These modifications should mnot be
definite but they should refer to individual cases. In doing so; the English
government had not chosen the way of a horizontal regulati(;n which would
put an electronically concluded contract on par with a traditional contract
as other member states did. The reason for this case by case inspéction,
whether particular form requirements met Art. 9 ECD was that the
regulations on written form and signature have been developed through
hundreds of years and a sudden equalisation of electronic contract and
traditional contract would lead: to consequences  that were not
foreseeable. (2]

However, further transpositions to meet the requirements of Art. 9
ECD have not been carried out. Thus, it depends on the actions of the
minister of how the ECD will be realized in the British law. S

b)Art. 10 - Duties to inform

The duties to inform the customer before electronic ~contract

(1] Transposition Note for Directive 2000,/31/EC ,http://www. dti. gov. uk/ industry_
files/pdf/ transposition. pdf( Oct 18, 2006) ; Wellbrock, p. 138.
(2) Pothmann, p. 259.
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_conclusions were completely transposed in Reg. 9 EC-Regulations 2002.
In:case of breach the user has a claim to damages arising out of a breach
of statutory duty pursuant Reg. 13 EC-Regulations. In addition to that a
Stop Now Order is issued (reg. 16 EC-Regulations). No damages can be
’ Glaimed in case of a breach of the duty to inform about the code of conduct

of Art. 10 para. 2 ECD. There is only the possibility of a Stop Now

Order. The same applies to the breach of the duty to inform about the
contract terms and general conditions.

¢)Art. 11 — Placing the order

The specifications regarding the placing of an order can be found in
Reg. 11 of the British EC-Regulations 2002. Pursuant paragraph 1 lit. a,
the receipt of the order has to be confinned immediétely by the service
provider. Paragraph 1 lit. b postulates the providi;lg of a technical device
for identifying and correcting input errors. Correspondingly, paragraph 2
sets up a regulation that the order and the receipt confirmation are
regarded as received as soon as the addressee is able to retrieve the

declaration. Above mentioned regulations are not applicable if the parties

who are .non-consumers have made other agreements or if individual

communication was used.

In Reg. 12, the British legislator has defined the term “order” in
Reg. 9 (1) and 11 (1) b, which are the regulations about the technical

device, as a contractual offer. Whereas, in other regulations “ order”
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does not neécessarily has to stand for a contractual offer.(1)

By interpreting this regulation referring to-its wording and systematic
position, it can be concluded that not every click on the “order” -button
constitutes an offer; it could already be the acceptance if the presentation
on the website can be regarded as an offer. Thus, a clear classification
whether a website, according to the main opinion, is an invitation to treat
and when exactly the contract is concluded cannot be made. It can merely
be assumed that a website is generally intended to be an invitatiqn to
treat; yet, if the website is constructed and designed as an obvious offer,
it should be categorized as a contractual offer.

In cases of contract conclusions via e-mail, pursuant Reg. 11 (2)
lit. b, the declaration of acceptance is regarded as effective when the
retrieval thereof is possible. However, the content of such an e-mail
should be considered, in order to classify the declaration properly, since
not every automated answer intends to be an acceptance but merely a
confirmation of receipt.(2] Thus, the words of such an automated e-mail
should be chosen wisely.

In corclusion, even after the implementation of the ECD, there are
‘sti]l ambitious issues regarding the point in time of effectiveness in the
British law, yet, the other requirements were transposed correctly.

3.1.2.3 France '

In France the transposition has taken place in the articles 25 — 27 of

[1] Reg 12: “Except in relation to regulation 9(1) (¢) and regulation 11(1) (b)
where ” order“shall be the contractual offer” , order” may be but need to be the contractual

offer for the purpose of regulation 9 and 11”.

(2] Compare German law: I1 c.
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the law for the confidence in the digital economy ( “Loi pour la confiance
dans I’économie numérique” ).

a)Art. 9 ECD - Validity of electronic contracts

The validity of electronic contracts has been incorporated into Art. 25
of the Law for the Confidence in the Digital Economy by introducing the
Art. 1108 -~ 1 and 1108 — 2 into the Code Civil.[1]) Pursuant Art.
1108 —1 Code Civil, -the electronic form suffices the legal written form if
the Art. 1316 —1 to 1316 —4 Code Civil. ( transposition of the Signature
Directive) were observed. The Art. 1316 — 1 to 1316 — 4 Code Civil
regulate the requirements which have to be fulfilled, if an electronic
contract is supposed have the same probative force as written documents.
The possibility of identifying the composer and the verification of integrity
at composing and storing the. electronic document are the main
prerequisites which to be met. A handwritten signature can be substituted
by an electronic one, if the identity of the person signing can be
guara.ntee& (1108 —1 (2) Code Civil). Furthermore, Art. 1108 — 2
Code Civil enumerates the exemptions where the electronic form is not
applicable. These exemptions cover the ones stai‘:ed by Art. 9 (2) ECD.
Thus, the French legislator has enabled the /electronic coniract in the
required scope of the ECD.

b)Art. 10 ECD — Duties to inform

In order to meet the requirements of Art. 10 ECD, France has
introduced a new chapter VI (Art. 1369 —1 to ~3) to the Code Civil

with the heading “ Contracts of electronic form” (“Des contracts sous

(1] Wellbrock, pp. 144, 145.
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forme électronique” ). Art. 1369 ~ 1 Code Civil transposes all duties to
inform of Art. 10 ECD. The exemption regarding individual commumications
is postulated in article 1369 —3 Code Civil. Thus, the duty of transposition
is fulfilled. Furthermore the French government has implemented an
additional duty of archiving for professional service providers when
concluding contracts with consumers. This is regulated by the introduction
of Art. L 134 -2 Code de la Consommations.

c)Art. 11 ECD - Placing the order

In respect of the demands of Art. 11 ECD, the French legislator has
exceeded the ECD. Art. 1369 —2 Code Civil regulated the exact point in
time of effectiveness. The construction of the double confirmation,(1]
which was discarded from the ECD because it was too complicated, is to
be applied. According to this, the contract is concluded when the
customer had the possibility to substantiate or revise his order and after
that when he confirms his order.(2) Thus, the following steps have to be
passed through: the order of the customer, the acceptance by the service
provider, the confirmation of the order and maybe particular adjustments
by the customer and at iast vthe immediate confirmation of receipt by the
service providér. Paragraph 3 of Art. 1369 Code Civil regulates that the
declaration is received when the retrieval thereof is possible;
consequently, the theory of re.ceipt (3J)is applicable. In addition, the

requirement of a technical device enabling the identification and correction

(1) Compare;: 1 3 a.
(2) Renard/Barberis, in Spindler, E-Commerce Law in Europe and the USA, p. 77.
{3) Compare; 13 b.
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of input errors does not have to be regulated separately since the
possibility to correct is already part of the process of contract conclusions.

To sum up, the French legislator has found a clear and persuasive
way to realize the requirements of the ECD.

3.1.2.4 Conclusion

The transposition of the ECD did not cause tremendous difficulties to
the Member States. Concerns arose about the wide scope of Art. ‘9 which
requires a general enabling of electronié -contracts. However, the Member
States have mastered this issue by modernising the formality requirements.
Particularly Germany and France have introduced the electronic form
which is comparable to the written form; whereas the UK has reserved the
rights for the responsible ministers to alter specific laws. Thus, the
transposition has not been completely put into effect, yet, the basis for
further steps is established. o

In terms Of*AI"t. 10 ECD, the Member States have adopted the duties
to inform comprehensively and-accurately regarding the wording, .so that
there is no further action necessary.

Also, Art. 11 (placing the order) has been transformed successfully.
France even exceeded the demanded scope and codified the -double
confirmation . construction. In Germany, the main rule is that the contract
is concluded when the service provider has accepted the offer by the
customer and when the customer is able to reirieve the acceptance. The
same rule applies to the UK, whereas in British law the website could also
be assessed as an offer in particular circumstances.

However, legal insecurity still remains conceming the exact time of

the contractual effectiveness on the national and in particular on the cross-
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boarder level. Even though the Member States which are scrutinized in
this report indicate similar regulations, thus corresponding resolutions can
be perceived, other Member States, for example, Spain, vclassi_ﬁes the
website as a contractual offer (1] | which would lead to another result. In
addition, the Spanish legislator postulates that an -electronic contract is
concluded when the acceptance is dispatched (2). In order to provide
more clarity for the consumers, a uniform regulation throughout' the
community level should be desirable, so that consumers would know. when

exactly they are legally bound to their-declarations of intent.

3.2 The national implementations of the Electronic Signature

Directive

To enforce the Electronic Signature Directive (3], changes in' the
national laws on- form requirements “for written docurﬁents as well as
changes in the procedural laws on the validity of (-electronically ) signed
documents as evidencé were required.. As “pointed out above, the
Signature Directive is quite straight forward and distinct in its
formulations. Only in some -details it leaves a margin of discretion to the
implementations of the member states. Nevertheless, the solutions found
by the Member States to enforce the Signature Directive are quite

dispersing and can hardly be compared with each other. The reason for

(1) Lehmann, ZUM 1999 p. 180.

{2) Julia-Barceld, CRi 2002 p. 112, 115; compare: Echegoyen/Girbau in Spindler,
E-Commerce law in Europe and the USA, p. 470.

[3) In the next paragraphs referred to as the “Directive”.
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thiis lies in the very different starting points of the national laws.

European national legal systems are based on different legal
traditions. French law for example is based on the so-called “ droit civil”,
German law follows the principles of “Germanic” legal tradition and the
Jaw of the United Kingdom finallryzbelongs to the “ Common Law”,
following a case-law tradition. The laws on form requirements for
documents as well as the national rules on civil procedure therefore differ a
lot from country to country.

The following paragraphs will briefly point out the amendments to the
national laws of France, Germany and the UK that were necessary to
implement the rules of the Electronic Signature Directive.

3.2.1 Germany

In Germany, Electronic Signatures were introduced and regulated
even before the iniroduction " of the Directive in 1999. The
“Signaturgesetz” (SigG) was implemented in 1997, but its technical and
organisational requirements for a valid electronic signature were so
demanding, that they were rarely used in practice.

To implement the Directive, two major amendments were necessary.
First, the SigG was revised according to the Directive and provides the
legal infrastructure for the use of electronic signatures.(1) The second

amendment referred to the law of contracts and its form requirements. [ 2]

{1] Gesetz iber Rahmenbedingungen fiix elektronische Signaturen und zur ? nderung
weiterer Vorschriften, BGBL. 2001 ~I Nr. 22 vom 21.05.2001.

(2] Gesetz zur Anpassung der Formvorschrifien des Privatrechts und anderer
Vorschrifien an den modernen Rechtsverkehr (FormAnpG) of July 13, 2001, BGB12001 -1,
p- 1542.
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§ 126a BGB introduced the electronic form. According to § 1264 BGR
an electronic document signed with a qualified electronic signature is e a;
to the so-called “written form” of § 126 BCB which requir N
handwritten signature. N

§ 371 par. 1 ZPO (code of civil procedure ) then clarifies that
electronic documents are equally permissible in front of court and ar
treated like paper documents.( 1) If 5 document is signed by a qualiﬁe(:
electronic signature, there is a legal assumption that it was generated b
the person referred to by the electronic signature. '

Furthermore, the Directive permitted the member states to introduce
a voluntary accreditation system. The German legislator made use of this
option in § 15 SigG. Accredited certification providers are supervised b
the state authority for telecommunication and mail. '

After these amendments, the electronic signature takes the same legal
effect as handwritten signatures. Nevertheless, electronic signatures f:re
effectively rarely used in Germany. Until today, only 32, 000 e-signatures
were distributed, which is a disappointing number. The reasons for the
preéent failure of this technique will be pointed out below.

A review of the court decisions .of the last years shows that
electronically signed documents have only rarely given rise to lesal
disputes. Since in addition electronic signatures are not frequently usei
there are no compelling conclusions which can be drawn from the cas;

law.

What can
be deduced from recent court decisions, is that there is a

(1] BGB12001 -1, p- 1542,

262

3. The National Implementations of EU Regulation on E-contract

growing acceptance and confidence in electronic communication in
general. F-mails—independent of .whethér they contain electronically
signed documents—are more and more considered to be a reliable means
of communications. Arguments by pa.fties that e-mails got lost and that as

a consequence they did not receive certain information are more and more

rejected by the judges.(1)
3.2.2 France

The French law was also amended in-two legislaﬁve steps. The first
law adapts the rules of civil procedure to the new technologies (2] and the
second regulates the requirements for a valid electronic signature, its field
of application, etc(3].

In France, evidence via written documents ( prevue littérale or
prevue écrit) is of central importance in court procedures. Art. 1341 of
.the civil code lays down, that from a certain value ‘ofr the claim onward,
no testimonial but only documentary evidence is admitted.t 4 ) In addition,
above this amount, the conclusion of ‘a contract cannot be assumed by an
analysis of circumstances but it has to be presented in a written form. But

the notion of “signature” had never been defined in traditional French law

{1) Beschluss vom 20.04.2006 - 5 U 456/06 (LG Regensburg).
{2) Loi no 2000 230 du 13 mars 2000 portant adaptation du droit de la prevue aux
technologies de I'information- et relative & la signature é&ectrique, Journal Officiel Nr. 62,

March 14, 2000, p. 3968 ff.
(3] Décret no 2001 —272 du 30 mars 2001 pris pour Papplication de Varticle 1316 -

4 du code civil et relatif & la signature &lectronique, Journal Officiel, Nr. 77, March 31,

2001, p. 5070 ff.
[4] This rule of law goes back to Art. 54 of the “Ordonnance de Moulins” of 1566.

The amount of money is adapted regularly through a regulation.
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of civil procedure. There is no section that stipulates the legal
consequences of a missing signature. As a consequence, the French case
law developed in a somewhat liberal way. The Cour de Cassation, the
French Supreme Court decided in 1997, that a fax can be admitted as
documentary evidence even if it does not contain any kind of qualified
signature.( 1)1t was considered sufficient that it is presented in a written

form and can be clearly attributed to an author.

The law on form requirements then developed accordingly. The lof |

2000 - 230 defines a document as anything that carries and supports
information, a signature is not required. Even e-mails can therefore be
admitted as documentary evidence in court proceedings.

Art. 1316 -3 CC attributes the same legal effect to electronic and to
paper documents. Art. 1316 —4 CC then lays down, that an electronic
signature js equal-in its legal effect to a handwritten one.

Because of the principle of unity of law, these procedural
requirements for the validity of documents as evidence apply also in
material civil law. Therefore, in contract law, qualified electronic
signatures will also be of eqﬁal legal effect. |

In contrast to the German legislator, the French law consciously
resigned from the idea to introduce a voluntary accreditation system.

The experiences with the use of electronic signatures are very similar

to the ones made in Germany and will be discussed further below.

[1]) Cour de Cassation, Chambre Commerciale (Cass. Com. ), Decision of 02. 12
1997, JCP 1997, p. 178 ff. '
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3.2.3 United Kingdom

The UK legislator has also implemented the Directive in a two-step
process. The Electronic Communications Act (1) stipulates in Art. 7 par.

1 that documents signed by a qualified electronic signature are admissible
as evidence in court proceedings and take the same legal effect. Sec. 7
par. 2 defines the electronic signature and Sec. 8, 9 (1) (a) gives the
competence to regulate details in a regulation. This competence was used
by passing the Electronic Signatures Regulation 2002.{2) The Regulation
sticks closely to the wording of the Directive and deals with issues such as
the supervision of the accreditation services, their liability etc.

Similar as in French law, the implementation of the Directive seems
to éffect procedural law only. Form requirements are very rare under the
Common Law system.(3 ] According to the Law pf Property Act 1989, only
donations need to be presented in a written document and signed by the
donating party and a witness to be valid. For all other contracts, no
specific forms are required. But if a contract is not presented in a written
form and has not been signed by the parties, -the contract remains valid
but it cammot be enforced in front of court. Since this is a major
disadvantage, it is obvious that this rule, even if it is only of a procedural
nature, has an impact on material civil law. Indirectly, the Electronic
Communications Act 2000 therefore had an impact on the form

requirements of contract law.

(1] Available at http://www. legislation. hmso. gov. uk/acts/ acts2000/20000007.

him . .
(2] -Available at http ://www. legislation. hmso. gov. uk/si/si2002/20020318. htm.

(3] See above.
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, : hived.
3.2.4 Experiences with the use of Electronic Signatures and Future it creates costs because the electronic documents need to be archiv

Perspectives Legal requirements to archive documents up to 30 years demand complex

- il ts f h a lon,
The European Commission reported in March 2006 on the applicati on technologies to guarantee the readability of the documents for suc g

time.( 1]

and use of electronic signatures in the EU.(1) The study mainly focused |
To conclude, the reasons for the lack of acceptance are of an

on advanced or qualified electronic signatures and found out that they are

i ifi i i . There is no economic incentive for
still rather the exception than the norm. Until today, qualified electronic economic. and technological nature

providers to develop authorisations that can be used with a variety of

signatures are mainly used in ‘the context of e-government or public
the technical

. . . e . : i . And in addition
services ot in the banking sector.(2) But even there, systems of individya] services which are not their own ’

i ic si i st-intensive which
passwords or PIN numbers are more frequent than electronic signatures infrastructure for electronic signatures is complex and co

attributed to a user. Several technological problems still render the system at the same time minimises the economic incentive to use it.(2)
of encrypted signatures inconvenient and economically unattractive.

First, there is no economic incentive for accreditation system
providers to authorize electronic signatures for other services than their
own. This is seen as the main reason by the Commission why users still

" have to register individually with every service.

Another obstacle is the lack of interoperability between the different
accreditation systems. The diversity in national systems of accreditation
further promoted the reference to individual passwﬁrds etc. instead of
using electronic signatures.

And third, the technology to use a qualified electronic signature is
still rather expensive and complex. It requires investments in an

infrastructure to distribute and read the encrypted signatures. In addition,

[1]) Report from the Gommission to the European Parliament and the Council—Report

on the operation of Directive 1999/93/EC on a Community framework for electronic
signatures, Brussels, March 15, 2006, KOM (2006) 120 final.
(2] KOM (2006) 120 final, p- 6.

(1] Seeid., p. 8.
{2) Seeid, p. 11.
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4. Conclution: Further Steps of

EU Legislation and Inspiration
to China’s E-contract Regula-

tion

4.1 Further steps of EU legislation

To deal with the afore-said problems, the EU
induced the *“ E-Confidence-Initiative” in May
2000. In order to this, the organisation for
Economic Co-operation and Development ( OECD)
released guidelines in 1999 and 2003 how to handle
e-commerce, how to judge reliable platforms, ete.
‘Companies could be labeled for quality and
reliability by a certification system developed with
the input of consumer organisations and industry

representatives at international level leading to a wide
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ﬁse and acceptance for these labels (1],

According to the Deputy Head of Unit of Information Society and
Media DG of European- Commission, there will be a new study on e-
signature regulation and its implementation in Member States. Due to the
importance of e-signature, such regulation will greatly enhance the
security of e-commerce.” For instance, the security of payments shall be
faised- by the adoption of the electronic signature. Directive on-the one
hand, on the other hand the awareness of, the teéhnological support for
shall be raised, e. g. by the duty of the business-seller to give the
customer a chance to” check his order for mistakes, Vetc. , and point- the
customer’s attention to that possibility. The ‘National Expert of European
Commission’s Retail Issues, Consumer Policy and Payment Systems,
Internet Market and Services DG believes that it will be helpful to the
market if there is a comprehensive regulation regarding e-payment. At the
EU levél, a comprehensive directive is expected to come to the public at
the end of this year, which will be thé basic requiréments for the e-
payment’ sector. ' o

‘Another foreseen mean is to develop the “System for Rapid Exchange
" of Information” (“RAPEX”) for competent nominated authorities to
swiftly ‘exchange information and communicate. urgent warnings (2)and a
soundly-structured national enforcement system staffed by well-trained,
cofnpetent authorities belonging to-a single rather than multiple ineffective

administrative organisation.

{1] Point4.3.4 of (2001/C 123/01).
(2) Point3.9.3 of (2003/C 95/01).
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Feedback from enterprises on concrete examples of unfair Practices:in situation respectively.

B2B e-markets will be encouraged, being collected through existing

bus_mess networks, such as Furopean e-Business Legal Portal [1] i« 4.2 Inspiration to china’s e-contract regulation

European B2B e-marketplaces portal (2)and the national .e-commerce

contact points (3], - . .
4.2.1To make full use of the traditional legal system in China

Th . . . - V
e On-line Dispute Resolution shall help those who became victim As discussed with relevant EU experts and EC officials,, an electronic

to malicious or negligent e- i i ’ ' i 1
gligent e-commerce in a quicker and cheaper way than contact law is unnecessary and thus it is not advisable for China to draft

B . C = p
n consumers ee alld PI oy UJ ate
courts [ J H Colﬁlden € 1 E commerce 1s to ex alld > ot d g ‘

speedy access to justice [ 5] ifi : '
peedy o justice’. > ). As specified by the Deputy Head of Unit of merely coniracts. From legal ‘perspective, the current legal system has

Information Society and Medi i
ed i j on .
ty ia DG of European Commissior, the. project dlready covers e-contracts. As:a matter of fact, the online transaction and

“ECODIR” regarding O S on
garding ODR has not attracted common attention and offliné transaction have many things in common and thus can generally be

regulated by the same legal principle.

Due to the same reason, some of the Member States of EU are

interests in the industry.

Currently, the European Commission has no intention to revise the

ECD. Instead, EU i iewi i )
i1s reviewing the ECD w1th. the help of- relevant reluctant to change their civil codes with the-development of e-commerce.

scholars/experts and id directives, i
P a report on the said directives. is expected to-be open As a non-member state, Switzerland even decides that it does not need

to the public in the near future. H i
ure. However, the Deputy Head of Unit of any special regulation on e-contracting after a several-year discussion.

ormation Society and Media DG of European Commission believes it wﬂl We should also keep it in mind that the courts in Europe seldom talk

be good to develo i i
€8 p.some simple and open regulation for e-contract issues e-contract/e-commerce much; instead,-they will make a reasonable and

and other e-commerce iss ;
ues, so as to set up basic requi ; A . . ) .
) p. quirements for its acceptable decision according to their understanding of the whole case.

Member States to i it i i i ;
: implement in thglr national laws accordmg to the actual The judges in Europe try to strike a balance between industry interests-and

consumer protection when they determine the legal issues relating to an e-

(1) p.5 of SEC(2004) 930. .
: contract. To some extent, less rules are more useful.

(2] Http +//www. emarketservices. com .
[3]) Htp://europa. eu. int/comm/; internal _market/en/ecommerce/ contactpoints_eﬁ. Therefore, China should make full use of the current legal e

htm.
(43 Point3.9.4 of Economic and Social Committee—397th plensry session, 26 and and relevant regulation, instead-of developing a new e-contract law.
27 February 2003 (2003/C 95/01). - ’

(5] Point3.6.1 (2003/C 95/01).
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4.2.2 To revise some regulation on e-contracts with basic and

comprehensive rules

In consideration that the e-commerce market is in the process of

transition, it will be better to keep the current regulations in China, such.

as the Electronic Signature Law, though they are far from perfect. The
social reaction of the amended contract law will guide us to the right
direction later.

Meanwhile, due to the requirement raised by the developing e-
commerce -business, we may regulate the electronic transactions by
updating the existing laws and regulations based on the characteristics of
the e-contracts. Most of the experts in Europe also believe that we should
extend the traditional laws to both offline and online contracts and made
necessary new laws for some specific issues. To take Netherlands as an
example, the Netherlands Civil Taw Code has set up the legal framework
for all types of transaction, with some new regulation on electronic
transactions.

According to the EU officials, the, regulation on e-contract is a
success at the EU level since the general principle is accepted by the
member states without material .problems in transiting. - However, it is
difficult to let all the member states accept all the regulation issued by the
EU. For instance, some of the Member State do not agree that there is no
obligation for any website to monitor the content. Therefore, the EU
officials believe that the regulation on e-contract should not be too striet.
As a matter of fact, the European> Commission is thinking. to make a
uniform simple regulation for both B2B transaction and B2C transaction,
though it will be a difficult task. /
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In this connection, it is advisable to make a uniform regulation with

hasic  requirements so as to meet the -requirements of the changing
ractice. - Further, China may revise relevant regulation in a
p -

omprehensive way so as to enhance the uniform practice all over the
c

4.2.3 To identify the outstanding issues for the revision of China’s
current laws .
Tt is .2 must to amend thé_traditional law by covering the specific

regulation on e-contract. Based on the previous introduction and

i i ience, we-believe
explanation of European relevant regulation and experi ,

i i to the
the revision to China’s current law shall attach great importance

following legal issues: -

4.2.3.1 Market entry

There is no license needed for the e-commerce business in Europe.
Specifically, no specific licenses are required for online payment, BBS
service and online retail. As a matter of fact, all the requirements for
online businesses are exactly the same as those for offline businesses. For
instance, both .online and offline gambling is restricted in most of
European countries ( UK is an . exception). With regard to the legal
protection of services based on, or consisting of, conditional access,
Directive 98/84/EC of the European Parliament and of the Council
provi(ies a minimum level of legal protectign within the EU of electronic
pay services against piracy and to approximate provisions in the Member

States concerning measures against illicit devices which give unauthorized
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access to protected services.[ 1)

China may have some reason to keep the ICP license system at thig

state. However, it will be reasonable for such system to-fade out step by

step. Further, it is advisable to learn the regulation regarding competition
law in Europe so as to foster a harmonious e-commerce market.

4.2.3.2 Legal validity of e-contracts and relevant liabilities

It is commonly agreed in both China and Europe that the e-contracts
have the same legal validity of the traditional -offline contracts. Further,
the requirements for an e-contract being in writing, being signed by the
party and beihg made available or retained in its original form are
specified.

However, the allocation of liabilities regarding e-contracts is at least
as important as the legal recognition of e-contracts. According to Prof.
Dr. Gerald Spindler in German, there is a hot discussion in Europe about

the allocation of relevant responsibility of the -e-agent. Actually, experts

in Germany and Spain do not'believe e-agent is an agent. They consider it -

as purely program or automatic system. While Italy’s judges-hold opposite
opinion. However, the legal result is similarly, that'is, the person uses/
controls such e-agent ( principal) should be responsible for relevant legal
Liabilities.

Therefore, it is advisable for China -to -develop more specific
regulations regarding e-agerit further to the regulation on legal recognition

of electronic communications.

{1]) For a detailed explanation of Directive 98/84/EC, please see: http://www.
abgs. gov. tr/tarama/tarama_files/10/SC10EXP_Conditional % 20 Access. pdf.
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4.2.3.3 E-signature

To decide the one responsible for certain legal activities and ensure
the. security of online transaction, e-signature is of great importance.

Germany has promulgated German Digital Signature Law in 1997 and
validity of digital signature is also regulated by relevant procedural law.
Fuither, Switzerland’s 2005 the Electronic Signature Law is a good
example to regulate electronic transactions.

To.clarify, the use of digital signature technologies in Germany is not
as common as expected. The main reasons are: (1) due to its own

interest and for the - security purpose, banks deny to use electronic

signatures; (2) the government declares that they have no enough money

. to enhance the common use of electronic signatures; (3) The insurance

company does not think -they shall be mainly responsible for enhancing the
common use of electronic signatures in Germany and have no strong
motivation for such; and (4 ) due to the necessary expense and
unnecessary adoption of electronic signatures, most of the customers are
also reluctant to use electronic signatures in practice.

Therefore, it will be a wise choice for China’s government to
encourage the use of e-signature step by step. As advised by the Dean of
the Law School of Amsterdam University, it will be good if the government
encourages the safety transaction -on the Internet. For instance, China
government may let the enterprise to use the e-signature first, followed by
individuals over 18 years old. Further, the large amount transactions
online shall be required-to use e-signature. In this regard, it is advisable
to learn form Switzerland’s experience in regulating e-signature and

relevant practice and Estonian relevant experience.
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Regulation on standard contracts in Netherlands is similar to that in other
4.2.3.4 Regulation on e-contracting

EU member states. For the terms and conditions on the website, they will

As advised by Prof. Spindler, the definition for the models of
be considered valid after the consumer shows the consent, unless there are

electronic transaction is flexible in Europe and it is advisable for China:ty

rethink the definition and/or category of C2C and B2C. Specifically, the

unfair clauses and both the consumer-and the court can make them invalid

according to default rules. According to the Deputy Head of Unit of

“power seller” on 'eB'ay is considered as merchant and thus will:‘be . ..
: Information Society and Media DG of European Commission ; Norway ‘has

required to pay value-added tax for their online businesses. In this s : .
good example in this regard. In what ever case, the regulation on. standard

connection, China may get large amount of tax from the power seller-on . . 3
contracts shall strike a balance between ‘consumer protection and business

various C2C platforms. IF it decides to regulate such sellers under the

framework of B2C.

development. .

In addition, for the amendment of relevant traditional contract law,:

As for the formation of e-contract, the information on the website is - . . .
the regulation on e-error should be counted in. According to the European

normally considered by European -experts as invitation of an offer, except ) .. .
experience., -traditional rules of -error, e. g., compensation to relevant

for' the information of downloading software. . . .
damages ;. still apply to e-error disputes. The websites or service providers

With regard. to the- performance of e-contract, the most outstanding . . . :
are merely required ‘to provide -a technical method to change any input

legal issue is how to protect consumers’ rights and interests. . ) .. . .
mistakes. Misunderstanding is not regulated by e-etror regulation, but by

As an experts appointed by the EC to review the ECD and . ‘ .
the traditional civil laws. For specific regulation on e-error, it is different

recommend relevant- revision in respect of websites’ liabilities; . Prof. ] .
in Germany and France. France experts believe the e-contract as a result

Spindler reveals that relevant liabilities will be decided according to the . . v
of e-error will be invalid contract ; while Germany treats such e-contract as

three basic categories, that is, access providers, cache providers and host ] . . . .
: valid agreement, which can be eanceled by parties with certain

providers.
compensation. In this connection, China may also regulate e-error

The e-commerce experts in Germany believe the regulation on . . S
according to the actual requirement and reasonable experience from other

standard e-contract is also similar to the regulation on-offline :standard ] . . . . .
countries. We believe China’s new regulation regarding e-error shall be in

contracts. For instance, German Civil Code is restrioted and prevented by line with the provision of the United Nations Convention on the Use of

the High Court from adding some regulation. for liability restriction in the . C e -
Flectronic Communications in International Contracts.

area of e-commerce. In fact, Article 312E regulates that consume t
: gul ; T mus 4.2.3.5 Dispute resolution and evidential pﬂes

be able to download relevant standard e-contract, or else, ‘the standard . .
The dispute resolution methods regarding e-contract normally have

terms and conditions will not be part of the agreement between the parties-
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three types. litigation, arbitration and ADR.

Generally speaking, there are few cases related to e-communicationg
or e-contracts in German and Netherlands. If there are any, the judge will
decide at their discretion case by case.

Similarly, there is less arbitration practice in Germany, let alone
ODR practice since the court can handle most of the cases related to e-
commerce with low. cost and public hearing. For time-efficiency purpose
and/ or privacy purpose, some case may come to the arbitrators. However;
the execution of relevant arbitration awards is sometimes a problem.

Due to the time-and cost-efficiency, ADR is the most common way

for dispute resolution in .Netherlands. According to a professor of -

Amsterdam University, only 5% —10% cases come to the courts. However;
ODR is still not very popular and growing gradually in Netherlands. e
However, the evidential value of electronic documents is very weak
in’ Germany and other countries. As confirmed by a Judge from ‘Hannover;
there are few cases considered as-e-contract cases and:few specific
trainings regarding-e-commerce for Judge. Instead, each case relating to
technical .issués must have a-technical expert give a professional statement
for Judge’s reference.: In Netherlands , the framework for online transaction
is also regulated in the Civil Law Code.and:there is no written evidence
law for dispute resolution regarding e-contract.
" .- 4.2.4 To-build a better environment for the ‘development of
e-commerce
The Deputy Head of Unit of Information Society. and Media DG of
European Commission believes that, generally speaking, buying online is

merely 6% of all the trans-border iransactions. In this conneetion, it is
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good to make mutual communications between Europe and China in the e-
contract sector so as to find an effective way to improve such rate.

It is also a good idea to make somie training activities in the
community of e-contract or even- e-commerce with ‘the help of both
European and China’s experts. The DG responsible for training issues is
Directorate-General for Education and Culture ( European Commission ).
For more information and further communication, please visit http ://ec.
europa. eu/dgs/ education_culture/index_en. html.

Consumers’ confidence to the e-commerce market is also of great
importance. To raise the consumers’ trust in é-commerce, a consiructive
dialogue between consumers and manufacturers and distributors should be
supported , including the consultation of consumer organisations to create a
climate of confidence (1], |

Last but not the lease, it is like Churchill said after the Battle of
Britain: “This is not the end. It is not even the beginm'ng:of the end. It is
the end of the beginning!” There is still a long way for China to go during

the process of revising the current laws based on its actual situation.

{1} Point 1.3 of (2001/C 123/01).
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EU Directive on Electronic Commerce

Directive 2000/31/EC of the European Parliament and of the
Council of 8 Junfe 2000 on certain legal aspects of informétioﬂ society
services, in particular electronic commerce, in the Internal Market
( “ Directive on electronic commerce’ ) Official Journal L 178 , 17/ 07/
2000 p. 0001 - 0016 ‘

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE
EUROPEAN UNION, o

Having regard to the Treaty establishing the Europea;n Community,
and in particular Aﬁicles 47(2), 55 and 95 thereof,

Having regard to the proposal from the Commission(1) ,

Having regard to the opinion of the Economic and Social Committee
(2),

Acting in accordance with the procedure laid down in Article 251 of
the Treaty(3),

Whereas ;

(1) The European Union is seeking to forge ever closer links
between the States and peoples of Europe, to ensure economic and social

progress; in accordance with Article 14 (2) of the Treaty, the internal

market comprises an area without internal frontiers in which the free
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movements of goods, services and the freedom of establishment are
ensured ; the development of information society services within the area
without internal frontiers is vital to eliminating the barriers which divide
the European peoples. '

(2) The development of electronic commerce within the information
society offers significant employment opportunities in the Community,
particularly in small and medium-sized enterprises, and will stimulate
economic growth and investment in innovation by European companies,
and can also enhance the competitiveness of European industry, provided
that everyone has access to the Internet.

(3) Community law and the characteristics of the Community legal
order are a vital asset to enable European citizens and operators té take
full advantage, without consideration of borders, of the opportunities
afforded by electronic commerce; this Directive therefore has the purpose
of «ensuring .a high level of Community legal integration in order to
establish a real area without internal borders for information society
services.

- (4) It is important to ensure that electronic commerce could fully
benefit from the internal market and therefore that, as with Council
Directive 89/552/EEC of 3 October 1989 on the coordination of certain
provisions laid down by law, regulation or administrative action in Member
States concerning the pursuit of television broadcasting activities (4-) , a
high level of Community integrationfs achieved.

(5) The development of information society services within the
Community is hampered by a number of legal obstacles to the proper

functioning of the internal market which make less attractive the exercise
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of the freedom of establishment and the freedom to provide services; these
obstacles arise from divergences in legislation and from the legal
uncertainty as to which national rules apply to such services; in the
absence of coordination and adjustment of legislation in the relevant areas,
obstacles might be justified in the light of the case-law of the Court of
Justice of the European: Communities; legal uncertainty exists with regard
to the extent to which Member States may control services originating from
another Member State.

(6) In the light of Community objectives, of Articles 43 and 49 of
the Treaty and of secondary Community law, these obstacles should be
elimigated by coordinating certain national laws and by clarifying certain
legal concepts at Community level to the extent necessary for the proper
functioning of the internal market; by dealing only with certain specific
matters which give rise to problems for the internal market, this Directive
is fully consistent with the need to respect the principle of subsidiarity as
set out in Article 5 of the Treaty.

(7) In order to ensure legal certainty and consumer confidence, this
Directive must lay down-a clear and general framework to:cover certain
legal . aspects of electronic ecommerce in the internal:market.

(8) The objective -of this Directive is:to create a legal framework to
ensure the free movement of information society- services- between Member
States -and not to harmonise the field of criminal law as such.

(9) The free movement of information society services can in many
cases be a -specific reflection in:~Community law of a more general
principle, namely freedom of expression as enshrined in Article 10(1) of

the Convention for ‘the Protection of Human Rights and Fundamental
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Freedoms, which has been ratified by all the Member States; For this
reason, directives covering the supply of information society services must
ensure that this activity may be engaged in freely in the light of that
Article, subject only to the restrictions laid down in paragraph 2 of that
Article and in Article 46(1) of the Treaty; this Directive is not intended
to affect national fundamental rules and principles relating to freedom of

expression.

(10) In accordance with the principle of proportionality, ‘the

‘measures provided for in this Directive are strictly limited to the minimum

needed to achieve the objective of the proper:functioning of the internal
market; where action at Community level is necessary, and in order to
guarantee an area which is truly without internal frontiers as far as
electronic commerce is concerned, the Directive must ensure a high level
of protection of objectives of general interest, in particular the protection
of minors and human dignity, consumei protection and the protection of
public health; according to Article 152 of the Treaty, the protection of
public health is an essential component of other Community policies.
(11) This Directive is without prejudice to the level of protection
for, in particular, public health and consumer interests, as established by
Community acts; amongst -others, Council Directive 93/137/EEC of 5
April 1993 on unfair terms in consumer contracts(5) and Directive 97/7/
EC of the European Parliament and of the Council of 20 May 1997 on the
protection” of consumers in respect of distance contracts (6) form a-vital
element for protecting consumers in. contractual matters; those Directives
also apply in their entirety to information society. -services; that same

Community acquis, which is fully applicable to information seciety
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services, also embraces in particular Council Directive 84/450/EEC of 10
September 1984 concerning misleading and comparative advertising(7),
Council Directive 87/102/EEC of 22 December 1986 for the
approximation of the laws, regulations and administrative provisions of the
Member States concerning consumer credit(8) , Council Directive 93/22/
EEC of 10 May 1993 on investment services in the securities field (9);
"Council Directive 90/314/EEC of 13 June 1990 on package travel,
package holidays and package tours (10), Directive 98/6/EC of the
European Parliament and of the Council of 16 February 1998 on consumer
production in the indication of prices of products offered to consumers
(11), Council Directive 92/59/EEC of 29 June 1992 on general product
safety(12) , Directive 94/47/EC of the European Parliament and of the
Council of 26 October 1994 on the protection of purchasers in respect of
certain aspects on contracts relating to the purchase of the right to use

immovable properties on a timeshare basis (13 ), Directive 98/27/EC of

the European Parliament and of the Council of 19 May 1998 on injunctions

for the protection of consumers’ interests (14 ) , Council Directive 85/374/
EEC of 25 July 1985 on the approximation of the laws, regulations and
administrative. provisions concerning liability for defective products (15),
Directive 1999/44/EC. of the European Parliament and of the Council of
25 May 1999 on certain aspects of the sale of consumer goods and
associated guarantees (167, the “future . Directive of the FEuropean
Parliament and of the Council concerning the distance marketing of
consumer financial services and Council Directive. 92/28/EEC of. 31
March 1992 on.the advertising of medicinal products(17) ; This Directive
should be without prejudice to Directive 98/43/EC. of the European
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Parliament and of the Council of 6 July 1998 on the approximation of the
laws, regulations and administrative provisions of - the~Member States
relating to the advertising and sponsorship of tobacco produets (:18°)
adopted within the framework of the internal market, or to directives on
the protection of public health; this Directive complements information
requirements established by the -abovementioned: Directives and in
particular Directive 97/7/EC. |

(12) It is necessary to exclude certain activities from the scope of
this Directive, on the grounds that the freedom to provide services in these
fields cannot, at this stage, be guaranteed under the Treaty or existing
secondary legislation; - excluding these activities does not preclude any
instruments which -might prove necessary for the proper functioning of the
internal market ; taxation, ‘particularly value added tax imposed on a large
number of the services covered by this Directive, must be excluded form
the scope of this Directive.

-(13) This Directive does not aim to establish rules on fiscal
obligations nor does it pre-empt the drawing up of Community instruments
concerning fiscal aspects of electronic commerce.

(14 -The protection of individuals with regard to the processing of
personal data is solely governed by Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free
movement of such data (19) and Directive 97/66/EC of the European
Parliament :and of the Council of 15 December 1997 concerning the
processing of personal data and the protection of privacy .in the

telecommunications sector (20) which are fully applicable .to information
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society services; these Directives already establish a Community legal
framework in the field of personal data and therefore it is not necessary to
cover this issue in this Directive-in order to ensure the smooth functioning
of the internal market, in particular the free movement of personal data
between Member States; the -implementation and application of . this
Directive should be made in full compliance with the principles relating to
the protection of personal data, in particular as regards umsolicited
commercial communication and the liability of intermediaries; this
Directive- cannot prevent the anonymous use of ‘open networks such as the
Internet.

(15) The confidentiality of communications is guaranteed by Article
5. Directive 97/66/EC+ in accordance with-that Directive, Member States
must prohibit any kind- of interception -or surveillance of such
communications by others than the senders and receivers, except when
legally authorised.

(16) The exclusion of gambling activities from the scope of
application of this Directive covers only games of chance,-lotteries and
betting transactions , which involve wagering a stake with monetary value;
this does not cover promotional competitions or games where the purbose is
to- encourage the salé of goods or services and where payments, if they
arise, serve only to acquire the promoted goods or services.

(17) The definition of information society services already exists in
Commumity law in Directive 98/34/EC of the European Parliament and of
the Council of 22 June 1998 laying down a procedure for the provision of
information in the field of technical standards and regulations and of -rules

on information -society  services (21 ) and in Directive 98/84/EC of the
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European Parliament and of the Council of 20 November 1998 on the legal
protection of services based on, or consisting of, conditional access(22) ;
this definition covers any service normally provided for remuneration, at a
distance, by means of electronic equipment for the processing (including
digital compression) and storage of data, and at the individual request of
a recipient of a service; those services teferred to in the indicative list in
Annex V to Directive 98/34/EC whjéh do mnot imply data processing and
storage are not covered by this definition.

(18) Information society services span a wide range of economic
activities which take place-on-line; these activities can, in particular,
consist of selling goods on-line; activities such as the delivery of goods as
such or the provision of services off-line are mot covered ; ‘information
society services are not solely restricted to services giving rise to on-line
contracting but also; in so far as they represent an economic activity.,
extend to services which are not remunerated. by those who receive them,
such as-those offering on-line information or commercial communications
or those providing tools allowing for search, access and retrieval of data;
information society services also include services consisting of the
transmission of information via a communication network, in providing
access to a communication network or in hosting information provided by a
recipient of the service; television broadcasting within the meaning of
Directive EEC/89/552 and radio broadcasting are not information society
services because they are not provided at individual request; by contrast,
services which are transmitted point to point , such as video-on-demand or
the provision of commercial communications by electronic mail are

information society services; the use of electronic mail or equivalent
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individual communications for instance by natural persons acting outside
their trade, business or profession including their use for the conclusion of
contracts between such persons is not an information society service; the
contractual relationship between an employee and his employer is not an
information society serﬁce; activities which by their very nature cannot be
carried out at a distance and by electronic means, such as the stamt;)ry
auditing of company accounts or medical advice requiring the physical
examination of a patient are not information society services.

(19) The place at which a service provider is established should be
determined in conformity with' the case-law of the Court of Justice
according to which the concept: of establishment involves the actual pursuit
of an- economic activity through a fixed establishment for an indefinite
petiod; this requirement is also fulfilled where a company is constituted
for a given period; the place of establishment of a company providing
services via an Internet website is not the place at which the technology
supporting its website is -located or the place at which its website is
accessible but the place where it pursues its economic activity; in cases
where a provider has several places of establishment it is important to
determine from which place of establishment the service concerned is
provided ; in cases where it is diffieult to determine from which of several
places of establishment a given service is provided, this is the place where
the provider_-has the' centre of his activities relating to this particular
service. A |

(20) The definition of “ recipient of a service” covers-all types of
usage of information society services, both by persons who provide

information on open networks such as the Internet.and by persons who
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seek-information on the Internet for private or professional reasons.

(21) The scope of the coordinated field is without prejudice to future
Community harmonisation. relating to information society -services and to
future legislation adopted at national level in accordance with Community
law; the coordinated field covers only requirements relating to on-line
activities such as on-line information, on-line advertising, on-line
shopping, on-line contracting and does not concern Member States’ legal
requirements . relating to' goods such ‘as- safety standards, labelling
obligations, or liability for goods, or Member States’ requirements relating
torthe delivery or the transport of goods, including the distribution of
medicinal products; the coordinated field does not cover the exercise -of
rights of pre-emption by public authorities concerning certain goods such
as works of art.

(22) Information society services should be supervised at the source
of the activity, in order to ensure an effective protection of public interest
objectives; to that end, it is necessary to ensure that- the - competent
authority provides such’ protection not only for the citizens of its own
country but for all Community citizens; in order to improve mutual trust
between Member States, it is essential to state clearly this responsibility
on the part of the Member State where the services originate ; moreover, in
order to effectively guarantee freedom to provide services and legal
certainty for suppliers and recipients of services, such information society,

services should in principle be subject to the law of the Member State in
which the service provider is established.

(23) This Directive neither aims to establish additional rules on

private international law relating to conflicts of law nor does it deal with
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the jurisdiction of Courts; provisions of the-applicable law designated by
rules of private international law must not restrict the freedom to provide
information society services as:established in this Directive.

- (24) In the context of this Directive , notwithstanding the rule on the
control at-source of information society services, it is legitimate under the
conditions established in this Directive for Member States to take measures
to restrict the free movement of information society services.

(25) National courts, including civil courts, dealing with private
law disputes can take measures to derogate from the freedom to provide
information society services.in conformity with conditions established in
this Directive.

(26) Member States, in conformity with conditions established in
this Directive, may apply their national rules on criminal law and criminal
proceedings with a view to taking all investigative and other measures
necessary for the detection and prosecution -of criminal offences, without
there being a need to notify such measures to the Commission.

(27) This Directive, together with the future Directive of the
European Parliament and of the Council concerning the distance marketing
of consumer financial services, contributes to the creating of a legal
framework for the -on-line provision of financial services; this Directive
does not pre-empt future initiatives in the area of financial services in

particular with regard to the harmonisation of rules of conduct in this

field; the possibility for Member States, established in this Directive,

under certain circumstances of restricting the freedom to provide
information society services in order to protect . consumers also covers

measures in the area of financial services in particular measures aiming at
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protecting investors.

(28) The Member States’ obligation not to subject access to the
activity -of an information society service brovider to prior authorisation
does not concern postal services covered by Directive 97/67/EC of the
European Parliament and of the Council of 15 December 1997 on common
rules for the development of the internal market of Community postal
services and the improvement of quality of service (23) consisting of the
physical delivery of a printed electronic mail message and does not affect
voluntary accreditation systems, in particular for providers of electronic
signature certification service. .

(29) Commercial communications are essential for the financing of
information society services and for developing a wide variety of new,
charge-free services; in the interests of consumer protection and fair
trading, commercial communications, inchiéling discounts, promotional
offers and promotional competitions or games, must meet a number of
transparency requirements; these requirements are without prejudice to
Directive 97/7/EC ; this Directive should not affect existing Directives on
commercial - communications, in particular Directive 98/43/EC.

(30) The sending of unsolicited commercial communications by
electronic mail ‘may be un(iesirable for consumers and information society ‘
service providers and may disrupt the smooth functioning of interactive
networks; the question of consent by recipient of certain forms of
unsolicited commercial communications is not addressed by this Directive,
but has already been addressed, in particular, by Directive 97/7/ EC and
by Directive 97/66/EC; in Member States which authorise unsolicited

commercial communications by electronic mail, the .setting up of
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appropriate industry filtering initiatives should be encouraged and
facilitated ; .in -addition it is necessary that in any. event umnsolicited
commercial communities are clearly identifiable as such in order to
improve transparency and to facilitate the functioning of such industry
initiatives; umnsolicited commercial communications by electronic mail
should not result in additional communication costs for the recipient.

(31) Member States which allow the sending of unsolicited
commercial communications by electronic mail without prior consent of the
recipient by service providers established in their territory have to ensure
that the service providers consult regularly and respect the opt-out registers
in which natural persons not wishing to receive such commercial
communications can register themselves.

(32) In order to remove barriers to the development of cross-border
services within the Community which members of the regulated professions
might offer on the Internet, it is necessary that compliance be guaranteed
at Community level with professional rules aiming, in particular, to
protect consumers or public health; codes of conduct at Community level
would be the best means of determining the rules on professional ethics
applicable to commercial communication; the drawing-up or, where
appropriate, the adaptation of such rules should be encouraged without
prejudice to the ‘autonomy of professional bodies and associations.

(33) This Directive complements Community law and naticnal law
relating to regulafed professions maintaining a coherent set of applicable
rules in this field.

(34) Each Member State is to amend its legislation containing

requirements, and in particular requirements as to form, which are likely
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to curb the use of contracts by electronic means; the examination of the
legislation requiring such adjustment should be systematic and should
cover all the necessary stages and acts of the contractual process,
including the filing of the contract; the result of this amendment should be
to make contracts concluded electronically workable; the legal effect of
electronic signatures is dealt with by Directive 1999/93/EC of the
European Parliament and of the Council of 13 December 1999 on a
Community framework for electronic .signatures ( 24 ); the
acknowledgement . of receipt by a service provider may take the form of the
on-line. provision of the service paid for.

(35) This Directive does not affect Member States’ possibility of
maintaining - or- establishing general or specific legal requirements for
contracts which can be fulfilled by electronic means, in particular
requirements concerning secure €lectronic signatures.

. -(36) Member States may maintain restrictions for the 'use of
electronic contracts with. Tegard to contracts requiring. by law the
involvement of courts, public authorities, or professions exercising public
authority; this possibility also. covers contracts which require the
involvement of courts, public authorities, or professions exercising public
authority in order to have an effect with regard to third parties as- well as
contracts requiring by law certification or attestation by a notary.

(37) Member States’ obligation to-remove obstacles to the use of
electronic contracts concerns only obstacles resulting from legal
requirements. and not practical obstacles resulting from the impossibility of
using electronic means in certain cases.

(38) Member States’ obligation to remove obstacles to the use of
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electronic contracts is to be implemented in conformity with legal

requirements for contracts enshrined-in Community law.

(39) The exceptions to the provisions concerning the contracts

concluded exclusively by electronic mail or by equivalent individual
communications provided for by this Directive, in relation to information to
be provided and the placing of orders, should not enable, as a result, the
by-passing of those provisions by providers of information society services.
(40) Both existing and emerging disparities in Member States’
legislation and case-law: concerning liability of service providers acting:as
intermediaries prevent the smooth functioning of the internal market, in
particular by impairing the development of cross-border services and
producing distortions of competition; service providers have a duty to act,
under certain circumstances, with a view to preventing or stopping illegal
activities; this Directive should - constitute the appropriate basis for. the
development of rapid and-reliable procedures for removing and disabling
access to illegal information; such mechanisms could be developed on the
basis of voluntary agreements between all parties concerned and should be
encouraged by Member States; it is in the interest of all parties involved
in the provision of information society services to adopt and implement
such procedures ; the provisions of this Directive relating to liability should
not preclude the development. and effective operation, by-the different
interested parties, of technical systems of protection and identification and
of technical surveillance instruments made possible by-digital technology
within the limits-laid down by. Directives 95/46/EC and 97/66/EC.
(41) This Directive strikes a balance between the different interests

at stake and establishes principles upon which industry agreements and
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standards can be based. oo .

-(42) The exemptions from liability established in this Directive cover
only cases where the activity of the information society. service provider is
limited to the technical process of operating and giving access to a
communication network over which information made "available by third
parties is transmitted or temporarily stored, for the sole purpose of making
the transmission more efficient; this activity is of a mere technical,
antomatic and passive nature, which implies that the information society
service provider has neither knowledge of nor control over the information
which is transmitted or stored.

(43) A service provider can benefit from the exemptions for “mere
conduit” and for “ eaching” when he is in no way involved with the
information transmitted; this requires among other things that he does not
modify the information that he transmits; this requirement does not cover
manipulations of a technical nature which take place in the course of the
transmission as they do not alter thé integrity of the information contained
in the transmissiomn.

(44) A service provider who deliberately collaborates with one of the
recipients of his service in order to. undertake illegal acts goes beyond the
activities of “mere conduit” or “caching” and as a result cannot benefit
from the lability exemptions established for these activities.

-.-(45) The limitations of the Liability of intermediary service providers
established in this Directive-do not affect the possibility of injunctions of
different kinds; such injunctions can in particular.consist of orders - by
courts or administrative authorities requiring the termination or prevention

of any infringement, including the removal of illegal information or the
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disabling of access to it.
(46) -In order to benefit from a limitation of liability, the provider of
an information society service, consisting of the storage of information
upon obtaining actual .knowledge or awareness. of illegal activities has t;‘k
act expeditiously to remove or to disable access to the information
concerned ; the removal or disabling of access has to be undertaken in the
observance of the principle of freedom of ef{pression and. of procedures
established for this purpose at national level ; this Directive does nof.affect
Member States’ possibility of establishing specific requirements which must
be fulfilled expeditiously prior to the removal or disabling of information.
(47 ) Member States are prevented from.imposing a monitoring
obligation on service providers only with respect to obligations of a general
nature; this does not concern monitoring obligations in a specific case
and, in particular, does not affect orders by national authorities .in
accordance with national legislation.

(48) This Directive does not affect the possibility for Member States
of requiring service providers, who host information provided by recipients
of their service, to apply duties of caré, which can reasonably be expected
from them and which are specified by national law, in order to detect and
prevent certain types of illegal activities.

(49 ) Member States ‘and the Commission are -to-encourage the
drawing-up of codes of conduct; this is not to impair the voluntary nature
of such codes and the possibility for interested -parties of deciding ﬁeely
whether-to adhere to such codes.

(50) It is important that the proposed directive on the harmonisation

of certain aspects of copyright and related rights in the information society
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and this Directive come into force-within a similar time scale with a view
to establishing a clear framework of rules relevant to the issue of liability
of intermediaries for -copyright: and relating rights infringements at
Community level. .

(51) Each Member State should be required, where necessary,. to
amend any legislation which is Liable to hamper the use of schemes for the
out-of-court settlement of disputes through elecironic channels; the result
of this amendment must be to make the functioning of such schemes
genuinely and effectively possible: in law and in practice, ‘even across
borders.

(52) The effective exercise of the freedoms of the internal market
makes it necessary to guarantee victims - effective access to means -of
settling disputes; damage which may arise in connection with information
society sérvice§ is characterised both by its rapidity and by its geographical
extent; in view of this specific character and -the need to. ensure that
national authorities do not endanger the mutual confidence which they'
should have in one another, this Directive requests ‘Member States to
ensure that appropriate court actions are available; Member States should
examine the need to provide access to judicial procedures by appropriate
electronic means. _

(53) Directive 98/27/EC, which is applicable to information
society services, provides a mechanism relating to actions for an injunction
aimed at the protecﬁon of the collective interests of -consumers; this
mechanism will: contribute to the free movement of information society
services by ensuring a high level of consumer protection.

(54) The sanctions provided for under- this . Directive are without
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prejudice to any other sanction or remedy provided under nationsl law,
Member States. are not obliged to provide " criminal sanctions - foy
infringement of national provisions adopted pursuant to this Directive:.
(55) This Directive does not affect the law applicable to contractus]
obligations relating to consumer contracts; accordingly, this Directive
cannot have the result of depriving the consumer of the protection afforded
to him by the mandatory rules relating to contractual obligations of the law
of the Member State in which he has his habitual residence.
(56) As regards the derogation contained in -this Directive regarding
contractual obligations concerning coniracts concluded by consumers,
those' obligations should be intérpretéd as including information on the
essential elements. of the content of the contract, including consumer
rights, which have a determining influence on the decision to. contract.
(57) The Court of Justice has consistently held that a-Member State
retains the right to take measures against a service provider that-is
established in another Member State but directs all or most of his activity
to the.territory of the first Member State if the: choice of establishment was
made with a view to evading.the legislation that would have applied to the
provider had he been established on the territory of the first Member
State. '
-(58) This Directive should not apply to services supplied by service
providers established in a third country; in view of the global dimension of
electronic commerce, it is, however, appropriate to ensure that the
Cvommunity rules are consistent' with international fules; this- Directive is
without prejudice to the results of discussions. within  internatiorial

organisations ( amongst others: WTO, OECD, Uncitral) on legal issues.

312

Appendix  EU Directive on Electronic Commerce

(59 ) Despite the global nature of electronic communications ,
coordination of national regulatory measures at European. Union level is
necessary in order to avoid fragmentation of the internal market, and for
the establishment of an appropriate European regulatory. framework ; such
coordination should ‘also contribute to theestablishment of a common and
strong negotiating position in international forums.

(605 In order to allow the unhampered development of electronic
commerce , the legal framework must be cléar and simple, predictable and
consistent :with the rules-applicable at international level so that it does not
adversely affect the ‘comi;etitiveness of European. industry or impede
innovation in that sector.

(61)-If the market is actually to operate by electronic means in the
context of globalisation, the European Union and the major non-European
areas. need to. consilt each -other with a view to.making laws and
procedures compatible.

(62) Cooperation with third countries should be strengthened in the
area of electronic commerce, in particular with applicant countries, the
developing countries and the Eﬁropea.n Union’s other trading partners.

(63) The adoption of this Directive will not prevent the Member
States from taking into account the .various social , societal and cultural
implications which are inherent in the advent of the .infonnation society; in
particular it should not hinder measures which Member States might adopt
in conformity with Community law to . achieve - social, cultural and
democratic goals taking into account their linguistic diversity, national and
regional specificities as well as their cultural heritage, and to ensure and

maintain public access to the widest possible range of information: society
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services; in any case, the development of the information society is to
ensure that Community citizens can have access to.the. cultural European
heritage provided in the digital environment. |

(64 ) Flectronic communication-offers the Member States an’excellent
means. of providing public services in the cultural, educational and
linguistic fields.

(65) The Council, in its resolution of 19 January 1999 -on the
consumer dimension of the information society (25 ), stressed that the
protection of consumers. deserved- special attention in this field; the
Commission will examine the degree to which existing consumer protection
rules provide insufficient protection in the context of -the -.information
society and will identify, - where necessary, .the deficiencies of this
legislation and- those issues which could require additional measures; if
need be, the Commission. should make specific additional proposals.-to
r(?solve such deficiencies that will thereby have been identified, -

HAVE ADOPTED THIS DIRECTIVE .

CHAPTER I GENERAL PROVISIONS

Article 1
Objective. and scope
1. This Directive seeks to contribute. to. the proper functioning of the
internal market by ensuring the free movement of information society
services between the Member States.
2. This Directive approximates, to the extent necessary - for the
achievement of the objective set out in paragraph 1, certain national

provisions on information society services relating to the internal market
. 2

314

Appendix EU Directive on Electronic Commerce

the establishment of service providers, commercial communications,
electronic contracts, the liability of intermediaries, codes of conduct, out-
of-court dispute settlements, court actions and cooperation between
Member States.

3. This Directive. complements Community law applicable to
information society services without prejudice to the level of protection for,
in particular, public health and consumer iterests, as established by
Community acts and national legislation implementing them in so far as
this does not restrict the freedom to provide information society services.

4. This Directive does not establish additional rules on private
international law nor does it deal with the jurisdiction of Courts.

. 5. This Directive shall not apply to:

(a) the field of taxation;

(b) questions relating to information society services covered by
Directives 95/46/EC and 97/66/EC;

(c) questions relating to agreements or practices governed by cartel
law;

(d) -the following activities of information society services:

— the activities of notaries or equivalent professions to the extent that
they involve a direct and specific connection with the exercise of public

authority ,

— the representation of a.client and defence of his interests before

the: courts,

— gambling activities which:involve wagering - a stake with monetary
value in games of chance, including lotteries and betting transactions.

6. This Directive does not affect measures taken at Community or
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national level, in the respect of Community law, in order to promote
cultural and linguistic diversity and to ensure the defence of pluralism.
Article 2

Definitions

For the purpose of this Directive, the following terms shall bear the -

following meanings ;

«- . . . . oy
(a) “information society services” ; services within the meaning of

Article 1 (2) of Directive 98/34/EC as amended by Directive 98/48/
EC;

(b) “service provider” : any natural or legal person providing an

information society service;

£« - - - .. ) - .
(c¢) “ established service providér”: a service provider who

effectively pursues an economic activity using a fixed establishment for an

indefinite period. -The presence and use of the technical means and
technologies required to provide the service do not, in themselves,
constitute an establishment of the provider;

(d) “recipient of the service” : any natural or legal person who, for
professional ends or otherwise,. uses an information society service, in
particular for the purposes of seeking information or making it accessible;

(e) “consumer”: any natural person who. is acting for purposes
which are outside his or her trade, business or profession;

(f) “commercial communication” ;: any form of communication
designed to promote, directly or indirectly, the goods, services or image
of a company, organisation or person pirsuing a commercial , industrial or
craft activity or exercising a. regulated- profession. The following do not in

themselves constitute commercial communications
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— information allowing direct access to the activity of the company,
organisation or person, in particular a domain name or an electronic — mail
address,

— communications relating to the goods, services or image of the
company, organisation or person compiled in an independent manner,
particularly when this is without financial consideration;

(g) “regulated profession” : any profession within the meaning of
either Article 1 (d) of Council Directive 89/48/EEC of 21 December
1988 on a general system for the recognition of higher-education diplomas
awarded on completion of professional education and training of at least
three-years’ duration(26) or of Article 1(f) of Council Directive 92/51/
EEC of 18 June 1992 on a second general system for the recognition of
professional education and training to supplement Directive 89/48/EEC
(27) 5

~~ (h) “coordinated field” ; requirements laid down in Member States’
legal systems applicable to information society service providers or
information society services, regardless of whether they are of a general
nature or specifically designed for them.

(i) The coordinated field concerns requirements with which the
service provider has to comply in respect of:

— the taking up of the activity of an information society service,
such as requirements concerning qualifications, " authorisation  or
'notiﬁcation,

— the pursuit of the activity of an information society service, such
as requirements concerning the behaviour of the service provider,

requirements regarding the quality or content of the service including those
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applicable to advertising and contracts, or requirements concerning the
liability of the service provider; -

(ii) The coordinated field does not cover requirements such as

— requirements applicable to goods as such,

— requirements applicable to the delivery of goods,

~ requirements applicable to services not provided by electronic
means.

Article 3
Internal market

1. Each Member State shall ensure that the information society
services provided by a service provider established on its territory comply
with the national provisions applicable in the Member State in question
which fall within the coordinated field. °

2. Member States may not, for reasons falling within the coordinated
field, restrict the freedom to provide information society -services from
another Member State. 7

3. Paragraphs 1 and 2 shall not apply to the fields referred to in the
Annex.

4. Member States-may take measures to derogate from paragraph 2 in
respect of a given information society service if the following conditions are
fulfilled

(a) the measures shall ‘be:

(1) necessary for one of the following reasons:

— public policy, in particular the prevention, investigation,
detection and prosecution of criminal offences, including the protection of

minors and the fight against any incitement to hatred on grounds of race,
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sex, religion or nationality, and violations of human dignity conceming
individual persons,

~ the protection of public health,

— public security, including the safeguarding of national security
and defence;,

~ the protection of consumeré , including.investors;

(ii) taken against a given information society service which
prejudices the objécﬁveé referred to in point (1) or which presents a
serious and grave risk of prejudice to those objectives;

(iii) proportionate to those objectives;

(b) before taking the measures in question and without prejudice to
court. proceedings, including preliminary proceedings and acts carried out
in the framework of a criminal investigation, the Member State has:

— asked the Member State referred to in paragraph- 1 to take
measures and the latter ‘did not take such measures, or they were
inadequate,,

_ notified the Commission and the Member State referred to in
paragraph 1 of its intention to take such measures.

5. Member States may, in the case of urgency, derogate from the
conditions stipulated in paragraph 4 (b). Where this is the case, the
measures shall be notified in the shortest possible time to the Commission
and to the Member State referred. to in paragraph 1, indicating the reasons
for which the Member State considers that there is urgency.

6. Without prejudice to the Member State’s possibility of proceeding
with the measures in question, the Commission shall examine the

compatibility of the notified measures with. Community law in the shortest
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possible time; where it comes to the conclusion that the measure g
incompatible with Community law, the Commission shall ask the Member
State in question to refrain from taking any proposed measures or urgently

toput an end to the measures in question.

: CHAPTER I PRINCIPLES

Section 1: Establishment and information requirements

Article 4
Principle excluding prior authorisation
1. Member States shall ensure that the taking up.and pursuit of the
activity of an information society service provider may not-be made subject
to prior authorisation or any other requirement having equivalent effect.
2. Paragraph .1 shall be without prejudice to authorisation schemes
which are not specifically and exclusively targeted at information society
services, or which are covered by Directive 97/13/EC of the European
Parliament and of .the Council of 10 April 1997 on- a common framework
for general authorisations and individual licences in ‘the field: :of
telecommunications services (28).
Article 5.~
General information to be provided
1. In additiqn to: other information: requirements. established by
Community law, Member States shall ensure that-the service provider shall
render easily, directly.and permanently accessible to the recipients.of the
service and competent -authorities, at least the following .information

(a) the name of the service provider;
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(b) the geographic address at which the service provider is
established ;

(¢) the details of the service provider, including his electronic mail
address, which a]low‘ him to be contacted rapidly and communicated with
in a direct and effective manner;

'(d) where the service provider is registered in a trade or similar
public register, the trade register in-which the service provider is entered

and his registration number, or equivalent means of identification in that

register;

(e) where the activity is subject to an authorisation scheme, the
particulars of the relevant supervisory authority;

(f) as concems the regulated professions:

= -any professional body or similar institution with which the service
provider is registered, '

- —. the professional title. and the Member State where it has been
granted ,

— -a reference to the applicablé professional rules in the Member
State of establishment-and the means to access them;

(g) where the service provider undertakes an activity that is subject to
VAT, the identification number referred to in Article 22 (1) of the sixth
Council Directive 77/388/EEC of 17 May 1977 on the harmonisation of the
laws of the Member States relating to turnover taxes — Common system of
value added tax: uniform basis of assessment(29).

2. In addition‘ to other information requirements established by
Community law, Member - States shall at- least ensure that, where

information - society - services refer- to- prices, these are to ‘be . indicated
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clearly and unambiguously and, in particular, must indicate whether they

are inclusive of tax and delivery costs.
Section 2: Commercial communications

Article 6
Information to be provided

In addition to other information requirements established - by
Community law, Member States- shall ensure that commercial
communications which are part of, or constitute, an information society
service comply at least with the following conditions ;

(a) the commercial communication shall be clearly identifiable as
such;

(b). the natural or legal person on whose behalf the commercial
communication is made shall be clearly identifiable; -

(¢) promotional offers, such as discounts,- premiums and gifis,
where permitted in the Member State where the service provider is
established, shall be clearly identifiable as such, and -the conditions
which are to be met to qualify for them shall be easily accessible and be
presented clearly and unambiguously;

(d) promotional competitions or games, where permitted in the
Member State where the service provider is established, shall be ‘clearly
identifiable as such, and the conditions for participation shall be easily
accessible and be presented clearly and unambiguously.

Aﬂicle 7
Unsolicited commercial communication

1. In addition to other requirements established by Community law,
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Member States which ‘peérmit unsolicited commercial communication by
electronic mail shall ensure that such commercial communication by a
service provider established in their territory shall be identifiable clearly
and unambiguously as such as soon as it is received by the recipient.

2. Without prejudice to Directive 97/7/EC and Directive 97/66/
EC, Member States shall take measures to ensure that service providers
undertaking unsolicited commercial communications by electronic mail
consult regularly and respect the opt — out registers in which natural
persons not wishing to receive such commércial communications can
register themselves.

Article 8
Regulated professions

1.. Member States shall ensure that the use of commercial

communications which are part of, or constitute, an information society

service provided by a member of a regulated profession is permitted subject

"to compliance with the professional rules regarding, in particular, the

independence, dignity and honour of the profession, professional secrecy
and fairness towards clients and other members of the profession. '

2. Without prejudice to the autonomy -of professional bodies and
éssociations, Member States and the Commission . shall encourage
professional associations and bodies to establish codes of condiect at
Community level in order to determine the types of information that can be
given for the purposes of commercial communication in conformity with the
rules referred to in paragraph 1.

3. When drawing up proposals for Community initiatives which may

become necessary to ensure the proper functioning of the Internal Market
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with regard to the information referred to in paragraph 2, the Commission

shall take due account of codes of conduct applicable at Community level

and shall act in close cooperation with the relevant professional

assoclations and bodies.
4. This Directive shall apply in addition to Community Directives
concerning access to, and the exercise of, activities of the regulated

professions.
Section 3: Contracts concluded by electronic means

Article 9
Treatment of contracts
1. Member States shall ensure that their legal system allows contracts
to be concluded by electronic means. Member States shall in particular

ensure that the legal requirements applicable to-the contractual process

neither create obstacles for the use of electronic contracts nor result in .

such contracts being deprived of legal effectiveness and validity on account
of their having been made by- electronic means.

2. Member States may lay down that paragraph 1 shall not apply to
Va]l or certain contracts falling into one of the following -categories :

(a) contracts that create or transfer rights in real estate, except for
rental rights;

(b) contracts requiring by law the involvement of courts, public
authorities or professions exercising public-authority; ‘

(¢) contracts of suretyship granted and on collateral securities
furnished by persons acting for purposes outside their irade, business or

profession ;
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(d) contracts governed by family law or by the law of succession.

3. Member States shall indicate to the Commission the categories
referred. to in b’aragraph 2 to which they do not apply paragraph 1.
Member States shall submit to the Commission every five years a report on
the application of paragraph 2 explaining the reasons why they consider it
necessary to maintain the category referred to in paragraph 2(b) to which
they do not apply paragraph-1.

Article 10 S
Information to be provided
1. In addition to .other information requirements established by

Community law, Member States shall ensure, except when otherwise

~agreed by parties who are not consumers, that at least the following

information is given by the service provider clearly, comprehensibly and
unambiguously and prior to the order being placed by the rec¢ipient of the
service; °

(a) the different technical steps to follow to conclude the contract;

(b) whether or not the concluded contract will - be filed by the
service provider and whether it will be accessible;

(¢) the technical means for identifying and correcting input errors
prior to the placing of the order;

(d) the languages offered for the conclusion of the contract.

2. Member States shall ensure that, except when- otherwise agreed by
parties who are not consumers, the service provider indicates any relevant
codes of conduct to which he subscribes and information on how those
codes can be consulted electronically.

3. Contract terms and general conditions provided to the recipient
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must be made available in a way that allows him to store and reproduce
them.

4. Paragraphs 1 and 2 shall not apply to contracts concluded
exclusively by exchange of electronic mail or by equivalent individual
communications.

Article 11
Placing of the order

1. Member States shall ensure, except when otherwise agreed by
parties who are not consumers, that in cases where the recipient of the
service places his order through technological means, the following

principles apply:

— the service provider has to acknowledge the receipt of the

recipient’s order without undue delay and by electronic means,

— the order and the acknowledgement of receipt are deemed to be
received when the parties to whom they are addressed are able to access
them.

2. Member States shall ensure that, except when otherwise agreed by
parties who are not consumers, the service provider makes available to the
recipient of the service appropriate, effective and accessible technical
means allowing him to identify and correct input errors, prior to the
placing of the order.

3..Pa,ragraph 1, first indent, and paragraph 2 shall not apply to
contracts concluded exclusively by exchange of electronic mail or by

equivalent individual commurications.
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Section 4 ; Liability of intermedia'ry'service providers

Article 12
‘ Mere. conduit

1. Where an information society service is provided that consists of
the transmission in a communication network of information provided by a
recipient of the service, or the provision of access to a communication
network, Member States shall ensure that the service provider is not liable
for the information transmitted, on condition that the provider: .

(a) does not initiate the transmission ;

. (b) does not select the receiver of the transmission; and

(¢) does not select or modify the information contained in the
transmission.

2. The acts of transmission and of provision of access referred to in
paragraph 1 include the automatic, intermediate and transient storage of
the information transmitted in so far as this takes place for the sole
purpose of carrying out the transmission in-the communication network ,
and provided that the information is not stored for any period longer than is
reasonably necessary for the transmission.

3. This Article shall not affect the possibility for a court or
administrative authority, in accordance with Member States’ legal systems,
of requiring the service provider to terminate or prevent an infringement.

Article 13
Caching
1. Where an information society service is provided that consists of

the transmission in a communication network of information provided by a
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recipient of the service, Member States shall ensure that the service

provider is not liable for the automatic, intermediate and temporary storage

of that information, performed for the sole purpose of making more.

efficient the information’s onward -transmission to other recipients of the
service upon.their request, on condition that:

(a) the provider does not meodify the information; °

(b) the provider complies with conditions on access to the
information ;

(e) the provider complies with rules regarding the updating of -the
information, specified in a manner widely recognised and used by
industry ;

(d) the provider does not interfere with the lawful use of technology,

_widely recognised and used by industry, to obtain data on the use of the
information ; and

(e) the provider acts.expeditiously to remove or to disable access to
the information it has-stored upon obtaining actual knowledge of the fact
that the information at the initial source of the transmission has been
removed from the network, or access to it has been.disabled, or that a
court or an adminisirative authority has ordered such removal or
disablement.

2: This Article shall not affect the possibility for a court or
administrative authority, in accordance with- Member States’ legal systems,
of requiring the service provider to terminate or prevent an infringement. 7

Article 14
Hosting

1. Where an information society service is-provided that consists of
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the storage of information provided by a recipient of the service, Member
States shall ensure that the service provider is not liable-for\the information
stored at the requeét of a recipient of the service, ;)n condition that:

(a) the provider does not have.actual knowledge of illegal activity or
information and, as regards claims for damages, is not aware of facts or
circumstances from which the illegal activity or information is apparent; or

(b) the provider, upon obtaining such knowledge or awareness, acts
expeditiously to remove or to disable access to the information.

2. Paragraph 1 shall not apply when the recipient of the service is
acting under the authority or the control of the provider.

3. This Article shall not affect the possibility for a court or
administrative authority, in accordance with Member States’-legal systems,
of requiring the service provider to terminate or prevent an infringement,
nor does it affect the possibility for Member States of establishing
procedures governing the removal or disabling of access to information.

Article 15
No general obligation to monitor
1. Member States shall not impose a general obligation on providers,

when providing the services covered by Articles 12, 13 and 14, to monitor

the information which they transmit or store, nor a general obligation

actively to seek facts or circumstances indicating illegal activity.

2. Member States may establish obligations for information society
service pro-viders promptly to inform the competent. public authorities of
alleged illegal activities undertaken or information provided by recipients
of their service or obligations to communicate to the competent authorities,

at their request, information enabling the identification of recipients of
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their service with whom they have storage agreements.
CHAPTER I IMPLEMENTATION

Article 16
Codes of conduct

1. Member States and the Commission shall encourage:

(a) the drawing up of codes of conduct at Community level, by
trade, professional and consumer associations or organisations, designed to
contribute to the proper implementation of Articles 5 to 155

(b) the voluntary transmission of draft codes of conduct at national
or Community level to the Commission;

(c¢) the accessibility of these codes of conduct in the - Community
languages by electronic means;

(d) the communication to the Member States and the Commission,
by trade, professional and consumer associations or organisations, of their
assessment of the application of their codes of conduct and their impact
upon practices, habits or customs relating to electronic commerce;

(e) the drawing up of codes of conduct regarding the protection of
minors and human dignity. ‘ .

2. Member States and the Commission shall encourage the
involvement of associations or organisations representing consumers in the
drafting and implementation of codes of conduct affecting their interests
and drawn up in accordance with paragraph 1(a). Where appropriate, to
take account of their specific needs, associations representing the visually

impaired and disabled should be consulted.
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Article 17
Out-of-court dispute settlement

1. Member States shall ensure that, in the event of disagreement
between an information society service provider and the recipient of the
service, their legislation does not hamper the use of out-of-court schemes,
available under national law, for dispute settlement, including appropriate
electronic means.

2. Member States shall encourage bodies responsible for the out-of-
court settlement of, in particular, consumer disputes to operate in a way
which provides adequate procedural guarantees for the parties concerned.

3. Member States shall encourage bodies responsible for out-of-court
dispute settlement to inform the Commission of the significant decisions
they take regarding information society services and to transmit any other
information on the practices, usages or customs relating to electronic

commerce.

Article 18
Court actions

1. Member States shall ensure that court actions available under
national law concerning information society services’ activities allow for the
rapid adoption ‘of measures, including interim measures, designed to
terminate any alleged infringement and to prevent any further impairment
of the interests involved.

2. The Amnex to Directive 98/27/EC shall be supplemented as follows :

“11. Directive 2000/31/EC of the European Parliament and of the
Council of 8 June 2000 on certain legal aspects on information society

services, in particular electronic commerce, in the internal market
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( Directive on electronic commerce) (OJ L 178, 17.7.2000, p. 1).”
Article 19
Cooperation

1. Member States shall have adequate means of supervision a;ld
investigation necessary to implement this Directive effectively and shall
ensure that service providers supply them with the requisite information..

2. Member States shall cooperate with other Member States; they
shall, to that end, appoint one or several contact points, whose details
they shall communicate to the other Member States and tfo- the
Commission.

3. Member States shall, as quickly as possible, and in conformity
with national.law, provide the assistance and information requested by
other Member States or by the Commission, including by appropriate
electronic means. ]

4. Member States shall establish contact points which shall be
accessible at least by electronic -means and from which recipien’gs and
service providers may
A (a) obtain general information on contractual rights and obligations
as well as on the complaint and redress mechanisms available in the:event
of disputes, including practical aspects involved in the use of such
mechanisms ;

(b) obtain the details of authorities, associations or organisations
from which théy may obtain further information or practical assistance.

5. Member States shall encourage the communication to the
Commission of any significant administrative or judicial decisions taken in

their territory regarding disputes. relating to information society services and
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practices, usages and customs relating to electronic commerce. The
Commission shall communicate these decisions to the other Member States.
Article 20
Sanctions
Member States shall determine the sanctions applicable to
infringements of national provisions adopted pursuant to this Directive and
shall take all measures necessary to ensure that they:are enforced. The

sanctions they provide for shall be effective’, proportionate and dissuasive.
CHAPTER IV FINAL PROVISIONS

Article 21
Re-examination

1. Before 17 July 2003, and thereafter every two years, the
Commission shall submit to the European Parliament, the Council and the
Feconomic and Social Committee a report on the application of this
Directive, accompanied, where necessary,- by proposals for adapting it to
legal, technical and economic developments in the field of information
society services, in particular with respei:t to crime prevention, the
protection of minors, consumer protection and to the proper-functioning of
the internal market.

2. Tn examining the need for an adaptation of this Directive, the
report shall in particular analyse the need for proposals concerning the
liability of providers of hyperlinks and location tool services, “motice and
take down” procedures and the attribution of liability following the taking
down of content. The report shall also analyse the need for additional

conditions for the exemption from liability, provided for in Articles 12 and



13, in the light of technical developments, and the possibility of applying

the intemal market principles to unsolicited commercial communications
by electronic mail.
Article 22
Transposition
1. Member States shall bring into force the laws, regulations-and
administrative provisions necessary to comply with this Directive before 17
January 2002. They shall forthwith inform the Commission thereof,
2. When Member States adopt the measures referred to in paragraph
1, these shall contain a reference to this Directive or sﬁaﬂ be accompanied
by such reference at the time of their official publication. The methods of
making such reference shall be laid down by Member States.
Article 23
Entry into force
This Directive shall enter into force on the day of its publication in
the Official Journal of the European Communities.
Article 24
Addressees
This Directive is addressed to the Member States.
Done at Luxemburg, 8 June 2000.
For the European Parliament
~ The President
N. Fontaine
For the Council
The President

G. d’Oliveira -Martins
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Appendix United Nations Convention on the Use of Electronic Communications in International Contracts

United Nations Convention on the
Use of Electronic Communications

in International Contracts

 Resolution adopted by the General Assembly
[ on the report of the Sixth Committee ( A/ 60/515) ]

The States Parties to this Convention,

Reaffirming their belief that international trade on the basis of
equality and mutual benefit is an important element in promoting friendly

relations among States,

Noting that the increased use of electronic communications improves
the efficiency of commercial activities, enhances trade connections and
allows new access opportunities for previously remote parties and markets ,
thus playing a fundamental tole in promoting trade and economic
development, both domestically and internationally,

Considering that problems created by uncertainty as o the legal value
of ithe use of electronic communications in international contracts constitute
an obstacle to international trade,

Convinced that the adoption of umiform rules to remove obstacles to
the use of electronic communications in international contracts, including

obstacles that might result from the operation of existing international trade



law instruments, would enhance legal certainty and commercia]
predictability for international contracts and help States gain access to
modern trade routes, )

Being »of the 'opin%on that uniform rules should respect the freedom of
parties to choose appropriate‘mé'dia and technologies, takmg account of
the principles of technological nelf[rality and functional equivalence, to
the extent that the means chosen by the parties comply with the purpose of
the relevant rules of law,

Desiring to provide a common solution to remove legal obstacles to the
use of electronic communications in a manner acceptable to States with
different legal, social and economic systems,

Have agreed as follows
Chaptgr I  Sphere of application

Article 1
Scope of application

1. This Convention applies to the use of electronic communications in
comnection with the formation or performance of a contract between parties
‘ whose places of business are in different States.

2. The fact that the parties have their places of business in different
States is to be disregarded whenever this fact does not appear either from
the contract or from any dealings between the parties or from information
disclosed by the parties at any time before or at the conclusion of the
contract.

3. Neither the nationality of the parties nor the civil or commercial

character of the parties: or of the contract.is to-be taken-into consideration

Appendix  United Nafions Convention on the Use of Electronic Communications in Intemational Contracts

in determining the application of this Convention.
Article 2
Exclusions

1. This Convention does not apply to electronic communications
relating to any of the following:

(a) Contracts concluded for personal , family or household purposes;

(b) (i) Transactions on a regulated exchange; (i) foreign
exchangé transactions; (iii) inter-bank payment systems, inter-bank
payment agreements or clearance and settlement systems relating to
securities or other financial assets or instruments; (iv) the transfer of
security rights in sale, loan or holding of or agreement ‘to repurchase
securities or other financial assets‘ or - instruments held with an
intermediary.

2. This Convention does not apply to bills of exchange, promissory
notes, consigm-nent notes, bills of lading, warehouse receipts or any
transferable document or instrument that entitles the bearer or beneficiary
to claim the delivery of goods or the payment of a sum of money.

Article 3
Party autonomy
The parties may exclude the application of this Convention - or

derogate from or vary the effect of any of its provisions.
Chapter I General provisions

Article 4
Definitions

For the purposes of this Convention:
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(a) “Communication” means any statement, declaration, demand,
notice or request, including an offer and the acceptance of an offer, that
the parties are required to make or choose to make in connection with the
formation or performance of a contract; -

(b) “Electronic communication” means any communication that the
parties make by means of data messages; »

(¢) “Data message” means information generated, sent, received or
stored by electronic, magnetic, optical or similar means, including; but
not limited to, electronic data interchange, electronic mail, telegram,
telex or telecopy;

(d) “Originator” of an electronic communication means a party by.
whom, or on whose behalf , the electronic communication has been sent. or.
generated pﬁor to storage, if any, but it does not include a party acting as
an intermediary with respect to that electronic communication ;

(e) “Addressee” of an electronic communication means .a party who
is intended by the originator to receive the electronic communication; but
does not include a party acting as an intermediary with respect to that
electronic communication ;

(f) “Information system” means a system for generating, sending,
receiving, storing or otherwise processing data messages;

(g) “Automated message system” means a computer program or an
electronic or other automated means used to initiate an action or respond to
data messages or performances in whole or in part, without review or

"intervention by a natural person each time an action is initiated or a
response is generated by the system;

(h) “Place of business” means any place where a party maintains a

356

Appendix  United Nations Convention on the Use of Electronic Commumicatioris in Tnternational Contracts

nontransitory establishment to pursue an economic activity other than the
temporary provision of goods or services out of a specific location.
Article 5
Interpretation
.1. In the interpretation of this Convention, regard is to be had to-its
international character and to the need to promote uniformity in its
application and the observance of. good faith in international trade.

2. Questions concerning maﬁers governed by this Convention which
are not expressly settled in it are to be settled in conformity w1th the
general principles on which it is based or, in the absence of such
principles, in conformity with the law applicable by virtue of the rules of
private international law. -

Article 6
Location of the parties

1. For the purposes of thls Convention, a party’s place of business is
presumed to be the location indicated by that party, unless another party
demonsirates that the party making the indication does not have a place of
business' at that location.

2. If a party has not indicated a place of business and has more than
one place of business, then the place of business for the purposes of this
Convention is that which has the closest relationship to -the relevant
contract, having regard to the circumstances known to or contemplated by
the parties at any time before or at the conclusion of the contract.

3. If a natural person does not have a place of business , reference is

to be made to the person’s habitual residence.

4. A location is not a place of business merely because that is:
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(a) where equipment and technology supporting an information system
used by a party in connection with the formation of a contract are located;
or (b) where the information system may be accessed by other parties,

5. The sole fact that a .party makes use of a domain name or
electronic mail address connected to a specific country does not create a
presumption that its place of business is located in that country.

Article 7
Information requirements

Nothing in this Convention affects the application of any rule of law
that may require the parties to disclose their identities, places of business
or other information, or relieves a party from the- legal "consequences of

making inaccurate, incomplete or false statements in that regard.

Chapter I Use of electronic communications

in international contracts

Article 8
Legal recognition of electronic communications

1. A communication or a contract shall not be denied validity or
enforceability on the sole ground that it.is' in-the form of an electronic
communication.

2. Nothing in this Convention requires a party to use or accept
electronic communications, but -a party’s agreement to do so may be
inferred from the party’s conduct.

Article 9
Form requirements

1. Nothing in this Convention requires a communication or a coniract
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to be made or evidenced in any particular form.

2. Where the law requires that a communication or a contract should
be in writing, or provides consequences for the absence of a writing, that
requirement is met by an electronic communication if the information
contained therein is accessible so as to be usable for subsequent
reference. '

3. Where the law requires that a communication or a contract should
be signed .by a party, or provides consequences for the absence of a
signature, that requirement is met in relation to ,an electronic
communication if;

(a) A method is used to identify the party and to indicate that
party’s intention in respect of the information contained in the electronic
communication ; and

(b) The method used is either:

(i) As reliable as appropriate for the purpose for which the
electronic communication was generated or communicated; in the light of
all the circumstances, including any relevant agreement; or

(ii) Proven in fact to have fulfilled the functions described in
subparagraph (a) above, by itself or together with further evidence.

4. Where the law requires that.a communication or a contract should
be made. available or retained in its original form, or provides
consequences for the absence of an original, that requirement is met in
relation to an:electronic communication if ;

(a) There exists a reliable. assurance as to the integrity of the
information it contains from the time when it was first generated in its final

form, as an electronic communication or otherwise; and
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(b) Where it is required that the information it contains be made
available, -that information is capable of being displayed to the person to
whom it is to be made available.

5. For the purposes of paragraph 4 (a) .

(a) The criteria for assessing integrity shall be whether the
information has remained complete and unaltered, apart from the addition
of any endorsement and any change that arises in -the normal course of
communication, storage and display ; and Cod

(b) The standard of teliability required shall be assessed in the light
of the purpose for which the information was generated and in the light of
all the relevant circumstances.

Article 10 j

Time and place of dispaich and receipt of electronic communications

1. The time of dispatch of an electronic communication is the time
when it leaves an information system under the control of the originator or
of the party who sent it on behalf of the originator- or, -if the electronic
communication has not left ‘an information system under the control 'of the
originator or-of the party who sent it on behalf of the originator, the time
when the electronic communication is received.

- 2. The time of receipt of an electronic communication is the time
when it becomes capable of being retrieved by the -addressee at an
electronic address -designated by the addressee. The time-of receipt of an
electronic communication at another electronic address of the addressee is
the time when it becomes capable-of-being retrieved by the addressee at
that address” and the addressee becomes -aware that the electronic

communication has been sent to ~that address:"- An ° electronic
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communication is - presumed to be capable of being retrieved by . :the
addressee when it reaches the addressee’s electronic address.

3. An electronic communication is deemed to be dispatched at the
place where the originatbr has its place of business and is deemed to be
received at the place where the addressee has its place of business, as
determined in accordance with article 6. '

4. Paragraph 2 of-this article applies notwithstanding that the place
where the information system supporting an electronic address is located
may be different from the place where the electronic corﬁmunication is
deemed to be received under paragraph 3 of this article.

Article 11
Invitations to make offers.

A proposal to" conclude a contract made -through one or more
electronic communications which is not -addressed to one or more specific
parties, but is generally accessible to parties making use of information
systems , including proposals -that make use of interactive applications for
the placement of orders through such. information systems, is to be
considered as an invitation to make offers, unless it clearly indicates the
intention of the party making the proposal to be bound in case of
acceptance.

Article 12 . -
Use of automated message systems for contract formation

A contract formed by the interaction of an automated message system
and a natural person, or by the interaction of automated message
systems, shall not be denied validity or enforceability on the sole ground

that no natural . person ‘reviewedor intervened in each: of the individual
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actions carried out by the automated message systems or the resulting
contract.
Article 13
Availability of contract terms

Nothing in this Convention affects the application of any rule of law
that may require a party that negotiates some or all of the. terms of a
contract through -thé exchange of electronic communications to make
available to the other party those electronic communications which contain
the contractual terms in a particular manner, or relieves a party from the
legal consequences of its failure to do so.

Article 14
Error in electronic communications

1. Where a natiral person makes an input error in an electronic
communication exchanged -with the automated message system of another
party and the automated message system does not provide the person with
an opportunity to correct the error, that person,- or the party on whose
 behalf that person was acting, has the right to withdraw the portion of the
electronic communication in which the input error was made if ;

(a) The person, or the party on whose behalf that person was
acting, notifies the other party of the error as soon as possible after having
learned of the error and indicates that he or she made an error in the
electronic communication; and

(b) The person, or the party on whose behalf that person was
acting, has not used or received any material benefit or value from the
goods or sérvices, if any, received from the other party.

2. Nothing in this article affects the application. of :any rule of law
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that may govern the consequences of any error other than as provided for in

paragraph 1.
Chapter IV Final provisions

Article 15
Depositary
The Secretary-General of the United Nations is hereby designated as
the depositary for this Convention. v
Article 16
Signature, ratification, acceptance or approval
1. This Convention is open for signature by all States at United
Nations Headquarters in New York from 16 January 2006 to 16 January
2008.
2. This Convention is subject to ratification, acceptance or approval
by the signatory States.
3. This Convention is open for accession by all States that are mot
signatory States as from the date it is open for signature.
4. Instruments of ratification, acceptance, approval and accession
are to be deposited with the Secretary-General of the United Nations.
" Article 17
Participation by regional economic integration organizations
1. A regional economic integration organization that is constituted by
sovereign States and has competence over certain matters governed by this
Convention may similarly sign, ratify, accept, approve or accede to this
Convention.

The regional economic integration organization shall in that case have
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the rights and obligations of a Contracting State, to the extent that that
organization has competence over matters governed by this Convention.
Where the number of Contracting States is relevant in this Convention, the
regional economic integration organization shall not count as a Contracting
State in addition to its member States that are Contracting States.

2. The regional economic integration organization shall, at the time
of signature, ratification, acceptance, approval or accession; make a
declaration to the depositary specifying the matters governed by this
Convention in respect of which competence has been transferred to that
organization by its member States. The regional economic integration
organization shall promptly notify the depositary of any changes to the
distribution of competence, including new transfers of competence,
specified in the declaration under this paragraph.

3. Any reference to a “ Contracting State” or “ Contracting States” in
this Convention applies equally to a regional economic integration
organization where the context so requires.

4. This Convention shall not prevail over any conflicting rules of any
regional economic integration organization as applicable to parties whose
respective places of business are located in States members of any such
organization , as set out by declaration made in accordance with article 21.

Article 18
Effect in domestic territorial units

1. If a Contracting State has two or more territorial units in which
different systems of law are applicable in relation to the matters dealt with
in this Convention, it may, at the time of signature, ratification,

acceptance, approval or accession, declare that this Convention is to
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extend to all its territorial units or only to one or more of them; and may
amend its declaration by submitting another declaration at any time.

2. These declarations are to be notified to the depositary and are to
state expressly the territorial units to which the Convention extends.

3. I, by virtue of a declaration under this article, this Convention
extends to one or more but not all of the territorial units of a Contracting
State, and if the place of business of a party is located in that State, this
place of business, for the purposes of this Convention, is considered not
to be in a Contracting State, unless it is in a territorial unit to which the
Convention extends.

4. If a Contracting State makés no declaration under paragraph 1 of
this article, the Convention is to extend to all territorial units of that
State.

Article 19
Declarations on the scope of application

1. Any Contracting State may declare, in accordance with article 21,
that it will apply this Convention only:

(a) When the States referred to in article 1, paragraph 1, are
Contracting States to this Convention; or

(b) When the parties have agreed that it applies.

2.. Any Contracting State may exclude from the scope of application
of this Convention the matters it specifies in a declaration made in
accordance with article 21.

Article 20
Communications exchanged under other international conventions

1. The provisions of- this Convention apply to the use of electronic
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communications in connection with the formation or performance of a
contract to which any of the following international conventions, to which a
Contracting State to this Convention is or may become a Contracting State s
apply:

Convention on the Recognition and Enforcem;nt of Foreign Arbitral
Awards (New York, 10 June 1958) ;

Convention on the Limitation Period in the International Sale of
Goods (New York, 14 June 1974) and Protocol thereto ( Vienna, 11
April 1980) ; )

United Nations Convention on Contracts for the International Sale of
Goods (Vienna, 11 April 1980) ;

United Nations Convention on the Liability of Operators of Transport
Terminals in International Trade (Vierma, 19 April 1991) ;

United Nations Convention on Independent Guarantees and Stand-by
Letters of Credit (New York, 11 December 1995) ;

United Nations Convention on the Assignment of Receivables in
International Trade (New York, 12 December 2001).

2. The provisions of this Convention apply further to electronic
communications in connection with the formation or performance of a
contract to which another international convention, treaty or agreement not
specifically referred to in paragraph 1 of this article, and to which a
Contracting State to this Convention is or may become a Contracting State
applies, unless the State has declared, in accordance with article 21 , that
it will not be bound by this paragraph.

3. A State that makes -a declaration pursuant to paragraph 2 of this

article may also declare that it will nevertheless apply the pfovisions of this
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Convention to the use of electronic communications in connection with the
formation or performance of any contract to which a specified international
convention, treaty or agreement applies to which the State is or may
become a Contracting State.

4. Any State may declare that it will not apply the provisions of this
Convention to the use of elecironic communications in connection with the
formation or performance of a contract to which any international
convention, ireaty or agreement specified in that State’s declaration, to
which the State is or may become a Contracting State, applies, including
any of the conventions referred to in paragraph 1 of this article, even if
such State has not excluded the application of paragraph 2 of this article
by a declaration made in accordance with article 21.

Article 21
Procedure and effects of declarations

1. Declarations under article 17, paragraph 4, article 19, paragraphs
1 and 2, and article 20, paragraphs 2, 3 and 4, may be made at any
time. Declarations made at the time of signature are subject to
confirmation upon ratification, acceptance or -approval.

2. Declarations and their confirmations are to be in writing and to be
formally notified to the depositary.

. 3. A declaration takes effect simultaneously with the entry into force
of this Convention in respect of the State concerned. However, a
declaration of which the depositary receives formal notification after such
eniry into force takes effect on the first day of the month following the
expiration of six months after the date‘ of its receipt by the depositary.

4. Any State that makes a declaration under this ‘Convention: may
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modify or withdraw it at any time by a formal notification in wﬁting
addressed to the depositary. The modification or withdrawal is to take
effect on the first day of the month following the expiration of six months
after the date of the receipt of the notification by the depositary.

Article 22

Reservations
No reservations may be made under this Convention.
Article 23
Entry into force

1. This Convention enters into force on the first day of the month
following the expiration of six months after the date of deposit of the third
instrument of ratification, acceptance, approval or accession.

2. When a State ratifies, accepts, approves or accedes to this
Convention after the deposit of the third instrument of ratification,
acceptance, approval or accession, this Convention enters-into force in
respect of that State-on the first day of the month following the expiration
of six months after the date of the deposit of its instrument of ratification ,
acceptance, approval or accession.

Article 24
Time of application

This Convention and any declaration apply only to electronic
communications that are made after. the date when the Convention or the
declaration enters into force or takes effect in respect of each Contracting State.

Article 25
Denunciations

1. A .Coniracting State may denounce this Convention by a formal
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notification in writing addressed to the depositary.

2. The denunciation takes effect on the first day of the month
following the expiration of twelve months after the notification is received
by the depositary.

Where a longer period for the denunciation to take effect is specified
in the notification, the denunciation takes effect upon the expiration of
such longer period after the notification is received by the depositary.

DONE at New York, this [... ] day of [... ], 2005, in a single
original, of which the Arabic, Chinese, English, French, Russian and
Spanish texts are equally authentic.

IN WITNESS WHEREOF the undersigned plenipotentiaries, being
duly authorized by their respective Governments, have signed this

Convention.
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